
Question 1  

1a: Find a device where there is at least one open port and the domain name 
(URL) 

is displayed. If you find multiple such devices, just choose one arbitrarily. Take a  

screenshot highlighting the domain name and the open ports. Attach the 
screenshot in 

your submission 

 

 

  1b: Using WHOIS (https://who.is/) or Netcraft 
(https://sitereport.netcraft.com/), find 

the IP address of the domain name you found in Task 1. Take a screenshot 
highlighting 

the IP address and attach it in your submission. Go through the complete 
report you 

retrieved from WHOIS or Netcraft. Do some research online about the 
vulnerabilities or 

weakness the device has. Briefly describe all the security weakness or 
vulnerabilities you 

found. 

Weakness and vulnerabilities with this device stem from it having it be addressed from an 
ADSL address. Which means it has endpoints that in many cases expose secured web 
services. In doing this the vulnerabilities of the device include the use of default 
passwords, lack of encryption, outdated firmware/software, and exposure to well-known 
exploits. 

 



 

 

Question 2  

 

2a

 

2b the device using the IP address 27.222.25.161 is most likely a residential router or 
personal computer connected through China Unicom’s network in Qingdao, Shandong 
Province. Given that it is part of a dynamic IP range, it is typically assigned to individual 
users rather than enterprises, which makes it more susceptible to opportunistic attacks. 
Common vulnerabilities for such devices include exposed open ports, weak or default 



passwords on routers, outdated firmware, and susceptibility to malware or botnet 
infections. Additionally, if the device hosts any services, it could be vulnerable to port 
scanning, DDoS amplification, and spoofing attacks. Users on such dynamic IPs are 
often unaware of these weaknesses, leaving personal data, devices, and network security 
at risk. 

 

2c The attack performed was the machine-in-the-middle attack  

The vulnerability described is due to how OpenSSH mishandles error codes in specific 

conditions when verifying the host key. An attacker could create a fake machine that would 

impersonate a legit server. 

 


