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Introduction/BLUF
The main purpose of the article is to understand how different cognitive behaviors affect university student’s ability to perceive and avoid phishing emails. They do this by sampling 520 students in different majors and use a self-reporting questionnaire to determine certain social factors for the individual student. There are six different cognitive behaviors they test and determine that most of the cognitive behaviors correlate to susceptibility to falling for a phishing attack.
Relation/Connection to Social Science Principles
This directly correlates to all the social science principles. The study uses empiricism by taking a large sample of university students to understand behaviors and how they affect phishing. While researching, they exercise objectivity by taking students from all different backgrounds to create diversity to give a better picture. Naturally, researchers maintained ethical neutrality by choosing a wide variety of students and not trying to inject their own personal bias into their research. Relativism was exercised by demonstrating how everything is connected. From behaviors to study programs, it all relates to how susceptible a person is to phishing. This also provides support of determinism as we see why how certain behaviors affect the student’s outcomes. Lastly, the researchers exercised skepticism as they acknowledge the limitations to their study as well as using other extensive statistical models to really make a connection to the data.
Research Question /Hypothesis/ Independent Variable/Dependent Variable
· Research Question: How do university students behaviors/perceptions affect the likelihood of them being vulnerable to phishing?
· Hypothesis: There were six hypotheses noted in the article. 1. Perceived susceptibility will demonstrate a statistically significant positive correlation with security behavior 2. Perceived severity will demonstrate a statistically significant positive correlation with security behavior. 3. Perceived importance will demonstrate a statistically significant positive correlation with security behavior. 4. Perceived barriers will demonstrate a statistically significant negative correlation with security behavior. 5. Self-efficacy will demonstrate a statistically significant positive correlation with security behavior. 6.Cues to action will demonstrate a statistically significant positive correlation with security behavior.
· Independent Variable: The students and their perceptions/behaviors.
· Dependent Variable: Their susceptibility to phishing.


Types of Research Methods used
The researchers used a self-reported questionnaire on the students that was a modified version of the Health Belief Model. This is more of a qualitative approach as they wanted to get the characteristics of the students.
Types of Data Analysis used
They used a CFA and covariance-based structural equation modeling. The CFA basically matches question items to variance error and correlations. The SEM takes the CFA a step further to clean up some of the other possible errors and correlations between questions and hypotheses.
Connections to other Course Concepts
I feel like this has a lot to do with our course. A lot of the course goes over how perception, training, and behaviors influence cybersecurity outcomes. People who are more surrounded by tech and major in technology are less likely to fall victim to social engineering tactics as they’re trained to spot it.

Connections to the Concerns or contributions of Marginalized Groups
This has implications for university students. Even though you are younger and grew up with more technology, it doesn’t automatically mean you’re in the clear and that you won’t fall victim to phishing. Students need to be very cautious when engaging with their emails as the high traffic can be overwhelming and what may seem to be a legit email may indeed not be.

Overall societal contributions of the study/Conclusion

It shows that using something like the HBM can help predict cybersecurity behaviors with students. It also goes to prove that psychology plays a big role in cybersecurity and should be more integrated into the field of cybersecurity. Whether you’re a college student or a senior citizen, everyone should be engaging in training related to cybersecurity.
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