CYSE 270: Linux System for Cybersecurity

Assignment: Lab 4 — Group and User Accounts



CYSE 270: Linux System for Cybersecurity
The goal of this lab is to practice basic group and account management. You can choose the Ubuntu

VM on your local PC or VMware to complete this assignment.

In this assignment, you should replace xxxxx with your MIDAS ID in all occurrences.
Task A — User Account management (8 * 5 = 40 points)

1. Open aterminal window in VM and execute the correct command to display user account

information (including the login shell and home directory) for the current user using grep.

/etc/passwd

(%:1000:1000: v 102/ home/ :fusr/bin/zsh

2. Execute the correct command to display user password information (including the encrypted

password and password aging) for the current user using grep.

Jetc/shadow
e Fuwsm2 0wdD KoSFGTPIdO/Fi. jnbUVS5XyT1inim3H9oRMIpfAFCgCA

3. Create a new user named xxxxx and explicitly use options to create the home directory

/home/xxxxx for this user.

o s

]ﬁeckﬁﬁ?

New password:
Retype new password:
passwd: password updated successfully

5. Set bash shell as the default login shell for the new user xxxxx, then verify the change.



/bin/bash jpeckonz

etc/passwd
2 :: /home/ :/bin/bash

6. Execute the correct command to display user password information (including the encrypted

password and password aging) for the new user xxxxx using grep.

2 fetc/shadow
E?QDWE&H.ugenlnv@$hqfkaUTu?FExSPzEncdeghzlrchﬁzQthal

= jpeck@hi'
Password:

Task B — Group account management (12 * 5 = 60 points)

Use Linux commands to execute the following tasks:

1. Return to your home directory and determine the shell you are using.

Jusr/bin/zsh

2. Display the current user’s ID and group membership.



u1d 10 Wl]ppl Eld lﬁﬁﬁljppl groups 1“““']ﬂDJ,4lqdm|,Jﬁld131DUT|,_4l1dIDm|,;ql
; ) ' 180@(users),106(netde
29(scanner), lqﬁluba~3+l 141Lkﬂbﬂher]

jpp adm dialout cdrom floppy sudo audio dip video plugdev users netdev wiresh

ark bluetooth scanner vboxsf kaboxer

3
root

[sudo] password for jpp:

uid=@8(root) gid=@(root) groups=0(root)
4,

fetcfgrﬁup

-rw-r—r— 1 root root 1298 Feb 3
5.
6
7.

8. Add the current account (xxxxx) as a secondary member of the newtest group without overriding

this user’s current group membership.



newtest jpp

~{testfile
-rw-r—r— 1 jpp newtest @ Feb 3 11:42 /home/jpp/testfile

11. Delete the newtest group, then repeat the previous step. What do you find?

| found that the file testfile no longer has a group owner.

~ftestfile
-rw-r—r— 1 jpp 1195489 @ Feb 3 11:42 /home/jpp/testfile




