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Task A: 

 

Part 1. In the above screenshot I discover the 5 critical vulnerabilities after running an advanced 

nessus scan.  



 

Part 2. In the above screenshot I show the large number of exploits found for the Microsoft RDP 

RCE vulnerability.  

 



Part 3. In the above screenshot I show the exploit I chose, oracle_reports_rce. It is one that 

allows for remote code execution through misconfigurations in oracle reports. Some of the 

configuration information is: PAYDIR (folder to download payload), RHOSTS, RPORT, 

SRVHOST (local host to listen on), SRVPORT (local port to listen on), SSL, and SSLCert (path 

to a custom SSL certificate).  

Task B: 

 

Part 1. In this screenshot I show the configuration for the ms17_010_eternalblue exploit (using a 

smaller port number as discussed in class).  



 

Part 2. Here I show the ms17_010_eternalblue successfully exploited the Win 2008 server and 

the reverse TCP session is running in the background  

 

 

 

 

 

 

 

 

 

 

 

 



Task C: 

 

Part 1. The above screenshot shows the screengrab taken from the target Windows 2008 

machine through the meterpreter shell.  

 



 

Part 2. In the above two screenshots I first upload the text file I created on External Kali to the 

target Windows Server 2008. Then I check to see if the file exists on the Windows machine.  

 



 

Part 3. This screenshot shows me use the ‘download’ meterpreter command to steal the 

YouMadeIt.txt file.  

 


