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[bookmark: _GoBack]Due Date: 2/27/2020
1. What is the IP address and TCP port number used by the client computer (source) that is transferring the file to gaia.cs.umass.edu?  To answer this question, it’s probably easiest to select an HTTP message and explore the details of the TCP packet used to carry this HTTP message, using the “details of the selected packet header window” (refer to Figure 2 in the “Getting Started with Wireshark” Lab if you’re uncertain about the Wireshark windows.
IP address: 192.168.1.102, TCP port: 1161 [image: ]
2. What is the IP address of gaia.cs.umass.edu? On what port number is it sending and receiving TCP segments for this connection?
IP address: 128.119.245.12, Port: 80
[image: ]

4. What is the sequence number of the TCP SYN segment that is used to initiate the TCP connection between the client computer and gaia.cs.umass.edu?  What is it in the segment that identifies the segment as a SYN segment?
Sequence number: 0, the syn is set to 1 and is set. 
[image: ]
5. What is the sequence number of the SYNACK segment sent by gaia.cs.umass.edu to the client computer in reply to the SYN?  What is the value of the Acknowledgement field in the SYNACK segment?  How did gaia.cs.umass.edu determine that value? What is it in the segment that identifies the segment as a SYNACK segment?
Sequence number: 0, Acknowledgement value: 1 and is set, it added 1 to the sequence number of 0 on the client computer. Syn: 1. Shows that this is a SYNACK segment 
[image: ]
6. What is the sequence number of the TCP segment containing the HTTP POST command?  Note that in order to find the POST command, you’ll need to dig into the packet content field at the bottom of the Wireshark window, looking for a segment with a “POST” within its DATA field.
Sequence number: 164041
[image: ]
7.	Consider the TCP segment containing the HTTP POST as the first segment in the TCP connection. What are the sequence numbers of the first six segments in the TCP connection (including the segment containing the HTTP POST)?  At what time was each segment sent?  When was the ACK for each segment received?  Given the difference between when each TCP segment was sent, and when its acknowledgement was received, what is the RTT value for each of the six segments?  What is the EstimatedRTT value (see Section 3.5.3, page 242 in text) after the receipt of each ACK?  Assume that the value of the EstimatedRTT is equal to the measured RTT for the first segment, and then is computed using the EstimatedRTT equation on page 242 for all subsequent segments.
Sequence Numbers for Segments: 
Seg 1- 1, Seg 2- 566, Seg 3- 2026, Seg 4- 3486, Seg 5- 4946, Seg6- 6406
Segments 1-6 are frames 4, 5,7,8,10, and 11. The ACK are 6,9,12,14,15 
RTT ACK:
Seg 1- 0.02746, Seg2 – 0.0285, Seg3- 0.0337, Seg4- 0.0438, Seg5- 0.0558, Seg6- 0.0725
[image: ]
[image: ][image: ]
8. What is the length of each of the first six TCP segments?
First segment is 565, and the rest are 1460 for following 5. 
[image: ]
9. What is the minimum amount of available buffer space advertised at the received for the entire trace?  Does the lack of receiver buffer space ever throttle the sender?
Minimum amount: 5840 
No, it does not throttle the sender. There is a max buffer space of 62780. [image: ]
[image: ]
10. Are there any retransmitted segments in the trace file? What did you check for (in the trace) in order to answer this question?
Does not seem to have any retransmitted segments because it continues to increase instead of going down. [image: ]
11. How much data does the receiver typically acknowledge in an ACK?  Can you identify cases where the receiver is ACKing every other received segment (see Table 3.2 on page 250 in the text).
1460 is acknowledge each time, I pulled a frame below. 
From No 18 to No 19 and increase from, 9013 to 10473
[image: ]
12. What is the throughput (bytes transferred per unit time) for the TCP connection?  Explain how you calculated this value.
Sequence number starts at 1 on frame 4 and ends at 202, with ACK being 164091. So, 164091 – 1 = 164090 bytes. I am trying to find the time so I use transmission time, therefore I do the same with transmission time. Frame 4 – 0.26477, Frame 202 – 5.45583. 5.45583 – 0.026477 is 5.429353
Now I take , 164090 / 5.429353 = 30.222 Kbs for the throughput. 
[image: ]
[image: ]
13.	Use the Time-Sequence-Graph(Stevens) plotting tool to view the sequence number versus time plot of segments being sent from the client to the gaia.cs.umass.edu server.  Can you identify where TCP’s slowstart phase begins and ends, and where congestion avoidance takes over?  Comment on ways in which the measured data differs from the idealized behavior of TCP that we’ve studied in the text.
Slow start from 0-13 , and avoidance congestion 199-206. 
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Length Info
1514 1161 > 80 [ACK] Seq=168849 Ack=1 Win=17520 Len=1450 [
1514 1161 > 80 [ACK] Seq=162309 Ack=1 Win=17520 Len=1450 [
326 1161 > 80 [PSH, ACK] Seq=163769 Ack=1 Win=17520 Len
60 80 > 1161 [ACK] Seq=1 Ack=159389 Win=62750 Len=0

60 80 > 1161 [ACK] Seq=1 Ack=162309 Win=62750 Len=@
60 80 > 1161 [ACK] Seq=1 Ack=164041 Win=62750 Len=@
60 80 > 1161 [ACK] Seq=1 Ack=164091 Win=62750 Len=@

784 HTTP/1.1 268 OK (text/html)

54 1161 - 80 [ACK] Seq=164091 Ack=731 Win=16790 Len=@

33344 aaaag

< >

199: 104 bytes on wire (832 bits), 104 bytes captured (832 bits)
fnet I, Src: Actionte_8a:70:1a (00: 8a:70:1a), Dst: LinksysG_da:af:73 (0:
fnet Protocol Version 4, Src: 192.168.1.102, Dst: 128.119.245.12

ission Control Protocol, Src Port: 1161, Dst Port: 89, Seq: 164841, Ack: 1, Len: 56

Reassembled TCP Segments (164090 bytes): #4(565), #5(1460), #7(1460), #3(1460), #10(1460), #11(1460), #13(1147), #15(1460), #19(1460), #20(L:

da:afi73)

Multipart Media Encapsulation, Type: multipart/form-

lata, Boundary: 265001916915724"

POST /et hereal-1 ~
abs/1ab3 -1-reply
-htm HTT P/1.1--H
ost: gai a.cs.uma
ss.edu-- User-Age

RELBRAN
ARERY

11a/5.6

Frame (104bytes)  Reassembled TCP (164090 bytes)
© 7 Hypertext Transfer Protocol (tip), 679 bytes: || Packets: 213 - Displayed: 202 (34.8%) || profie: Defautt
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im0 DREBRe==TaSZaaan

(Tt B3 )+
Source Destiaton Protocol  Length Info
192.165.1.102 128.119.245.12 TP 62 1161 > 80 [SYN] Seq-0 Win=16334 Len=0 HSS=1460 SACK PERM=1
128.119.245.12 192.165.1.102 TP 6280 > 1161 [SYN, ACK] Seq= Ack=1 Win=5340 Len=0 HSS=1460 SACK_PERM=1
192.165.1.102 128.119.245.12 e 54 1161 » 80 [ACK] Seq=1 Ack=1 Win=17520 Len=p
192.165.1.102 128.119.245.12 e 619 1161 » 30 [PSH, ACK] Seq=l Ack=1 Win=17520 Len=565 [TCP segnent of a reas
192.165.1.102 128.119.245.12 e 1514 1161 + 80 [PSH, ACK] Seq=566 Ack=1 Win=17520 Len=1460 [TCP segnent of a r
128.119.245.12 192.165.1.102 e 60 80 » 1161 [ACK] Seq-1 Ack=566 Win=6750 Len=p
192.168.1.102 128.119.245.12 e 1514 1161 » 80 [ACK] Seq=2026 Ack=1 Win=17520 Len=1460 [TCP segment of a reass
192.168.1.102 128.119.245.12 e 1514 1161 » 80 [ACK] Seq=3436 Ack=1 Win=17520 Len=1460 [TCP segment of a reass
128.119.245.12 192.165.1.102 e 60 80 > 1161 [ACK] Seq-1 Ack=2026 Win=8760 Len=p
192.168.1.102 128.119.245.12 e 1514 1161 + 80 [ACK] Seq=4946 Ack=1 Win=17520 Len=1460 [TCP segment of a reass
192.168.1.102 128.119.245.12 e 1514 1161 + 80 [ACK] Seq=6406 Ack=1 Win=17520 Len=1460 [TCP segment of a reass
< >

Acknowledgnent number: 1 (relative ack number)
Acknowledgment number (raw): 232129013
@111 .... = Header Length: 28 bytes (7)

Reserved: Not set
Nonce: Not set

Congestion Window Reduced (CWR): Not set
ECN-Echo: Not set

Urgent: Not set

Acknowledgment: Set

Push: Not set

= Reset: lot set

= Fin: liot set
[TcP Flags anese]

Window size value: 5840

[Calculated window size: 5340

000 00 20 0 8a 70 1a 00 06 25 da af 73 08 00 45 00
0910 00 30 00 00 40 00 37 06 Oc 36 80 77 f5 0c <@ a8
0020 @1 66 00 50 04 89 34 a2 74 19 ed d6 @1 f5 70 12
0030 16 d 77 4d 00 00 62 04 05 b4 o1 01 04 02

Frame (104bytes)  Reassembled TCP (164090 bytes)
© 7 Hypertext Transfer rotoco (ntp), 679 bytes: || packets: 213 - ispayed: 202 (94.8%) || profie: Defat
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(Tt B3 )+
Sesnaton e B
1ie wsalsaesaz T 1518 1161 - 80 [ACK] Se 60 [TcP seguent of o reassenbled Pou]
1162 1salsasi2 TP 545 1161 + 80 [PSH, ACK] 5eq-32697 Ackel Wine17520 Lens3s2 [1Ch segnent of a reassenbled 1
w2z massaae T c0 80 - 1261 [AcK] Vines5450 Len=o
w12 massaie T co 86 - 1261 [AcK] Viness400 Lenwo
w12 massaie T co 86 - 1261 [AcK] vin
2512 massaie T co 86 - 161 [AcK] vin
w12 massaie T co 86 - 1161 [Ack] Vinee2760 Lenwo
1i2 samsaz T 151 1161 - 0 [AK) vin 460 [TCP segment of a reassenbled POU]
Vi asasasaz T s a6l - g0 [AK) vin 460 [TCP segment of a resssenbled POU]
Vi asasasaz T s a6l - g0 [AK) vin 460 [TCP segment of a resssenbled POU]
Vi stz TP 1514 1161 - 80 [ACK] 5eqe37969 Acked Minei7520 Lencids0 [TCP segment of o resssenbled PoU]| o
< >
Thext sequence number: 1 (relative sequence number)] B
Acknowledgnent mumber 33589 (relative ack nunber)
Acknowledgnent mumber (rou): 232162601
G101 ..  Header Lengeh: 20 bytes (5)
© Flags! or0t0 (AcK)
7 Reserveds it set
T % Noncer it set
2 Congestion window Reduced (GUR): ot set
T2 cuechor ot set
T~ brgent: tot set
2 Acknontedgnent: set
Pushs ot set
Reset fot set
~ Sy ot set
. Fin: it et
[1cP Flags: -vrreoree ]
Vindow size value: 62780 o
G o020 cosaTo te 00 0s s daaf O Ao p . Ko
GCio 0 25 58 59 40 00 37 a6 b ba 30 77 fo 6c coan (X7
Geio o1 66 ob 50 04 89 34 a2 7a 1a od d6 83 29 56 16 P-4 tri- )P
G030 75 3¢ 42 7 06 06 24 13 00 0 a0 4¢ BAS

Frame (104bytes) | Reassembed TCP (164030 bytes)
O 7 Hypertext Transfer Protocol (ttp), 679 bytes

|| Pakets: 213 - Displayed: 202 (34.8%) || profie: Default
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danze lpmBRe>=F3EEaaan
(Tt B3 )+
Y. Tme S Destnaton Protacel_Length 1nfo B
10.20185 1921681202 16.019.245.12 TP 1201 1161 » 80 [PSH, ACK] Seq=7866 Acke1 Win-17520 Len
leoeus  1saoesaa 1921681102 Tcp 60 80 = 1161 [ACK] Seq-1 Ack-4546 Win-14600 Len-0
o279 wsasiesaa 1921681102 Tcp 60 80 = 1161 [ACK] Seq-1 Ack-6406 Win-17520 Len-0
looemes  1msiesaa 1921681102 Tcp 60 80 = 1161 [ACK] Seq-1 Ack-7856 Win-20440 Len-0
17050007 18.19.05.12  192.168.1.102 Tcp 60 80 - 1161 [ACK] Seq-1 Ack-9013 Win-23360 Len-0
18 0.505040  192.168.1.102 1ea19.245.12 TP 1514 1161 + 80 [ACK] Seqe9013 Acke1 Win-17520 Len-1460 [TCP
190505813 192.168.1.102 1601926512 TP 1514 1161 - 80 [ACK] Seq-10473 Ackel Win-17520 Len-1460 [1CF
00506692 192.168.1.102 Leassaz  Te 1514 1161+ 7520 Len-1460 [TCF
oo 1521681102 Leassaz  Te 1514 1161+ 7520 Len-1460 [TCF
22050895 192.168.1.102 Leassaz  Te 1514 1ue1 - 7520 Len-1460 [TCF
23050955 192.168.1.102 16001926512 TP 546 1161 - 80 [PSH, ACK] Seq-16313 Ackel Win-17520 Len-8%2

>

[Next sequence number:
Acknowledgnent number:

Acknowledgnent number
o101
v Flags: exele (ACK)

u
L= A
L=r

0= F

. = Header Lengt!

10473 (relative sequence number)]
1 (relative ack number)

(raw): 333061736

20 bytes (5)

.= Reserved: Mot set
Noncs
Congestion Window Reduced (CWR): Not set
ECh-Ech

Not set

Not set
rgent: Not set
cknowledgment: Set
ush: Not set

. = Reset: Mot set
0. = Syn: lot set

A

Not set

0030
o040
oese
o050
o070
oose
o090
o020
oebo
oace
oede

&
&
6
74
2

2
2
e
74 68
5d 20

2
2
o
sb

6F 72 0d 0a 69 62 64 69 72 Dp-(-- o r-indir
72 6F 6d 20 61 62 79 20 67  ectly fr om any o
6F 6c 6c 6F 77 69 62 67 20 the fo llowing

75 20 64 6F 20 6F 72 20 63 that you do or ¢
Sb 315d 20 64 69 73 74 72 ause:- [ 1] distr
20 6F 66 20 74 68 69 73 20 ibution of this

Sb 3254 20 61 6c 74 65 72 etext, [ 2] alter
6d 6F 64 69 66 69 63 61 74  ation, m odificat
72 20 61 64 64 69 74 69 67 don,-or additio
65 206574 65 78 74 2c 20 n to the etext,

61 62 79 20 44 65 66 65 63 or [3] a ny Defec

D T30 vt o v o 2 77D Pt i e i s
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(Tt B3 )+
. Tme Source Destiaton Protocol  Length Info ~
lo.000000  192.163.1.102 128.119.245.12 e 62 1161 > 80 [SYN] Seq=0 Win=16334 Len=0 HSS=1460 SACK_PEF
20.023172  125.119.265.12 192.165.1.102 e 6280 > 1161 [SYN, ACK] Seq= Ack=1 Win=5340 Len=d HSS=14¢

30.023265  192.163.1.102 128.119.245.12 e 54 1161 + 80 [ACK] Seq=1 Ack=1 Win=17520 Len=p
ao0.026477  192.168.1.102 128.119.245.12 TP 619 1161 > 30 [PSH, ACK] Seq=l Ack=1 Win-17520 Len=565 [TCF
50.041737  192.165.1.102 128.119.245.12 e 1514 1161 » 80 [PSH, ACK] Seq=566 Ack=1 Win=17520 Len=1460 |
60.053937  125.119.265.12 192.165.1.102 e 60 80 » 1161 [ACK] Seq-1 Ack=566 Win=6750 Len=p
70.050026  192.163.1.102 128.119.245.12 e 1514 1161 + 80 [ACK] Seq=2026 Ack=1 Win=17520 Len=1460 [TCP.
so.05a6%0  192.163.1.102 128.119.245.12 e 1514 1161 + 80 [ACK] Seq=3436 Ack=1 Win=17520 Len=1460 [TCP.
50.077298  125.119.265.12 192.165.1.102 e 60 80 > 1161 [ACK] Seq-1 Ack=2026 Win=8760 Len=p
100.077405  192.165.1.102 128.119.245.12 e 1514 1161 + 80 [ACK] Seq=4946 Ack=1 Win=17520 Len=1460 [TCP.
11e.078157  192.165.1.102 128.119.245.12 e 1514 1161 + 80 [ACK] Seq=6406 Ack=1 Win=17520 Len=1a60 [TCP|
< >
= Urgent: fiot set ~
Acknowledgnent: Set
= Push: Set.

Reset: Not set

Window size value: 17520
[Calculated window size: 17520]
[Window size scaling factor: -2 (no window scaling used)]
Checksum: @x1fbd [unverified]
[Checksum Status: Unverified]
Urgent pointer: @
[SEQ/ACK analysis]
v [Timestamps]
[Time since first frame in this TCP stream: 0.026477000 seconds]

0090 61 2f 35 2 2857 69 6e 64 6F 77 73 3b 20 /5.0 (W indows;
020 55 3b 20 57 6f 7773 20 4e 54 20 35 2e  Uj Windo ws NT 5.
0bo 31 3b 20 65 5553 3b20 727633312 38 1; en-US ; rvil.e

©00c0 2e 32 29 2 47 65 63 6b 6F 2 32 36 36 33 36 32 .2) Geck 0/200362

[Time since previous frame in this TCP stream: 0.003212000 seconds] v
G020 f5 0c 04 89 00 50 0d d6 0L f5 34 a2 74 1a 50 18 et ~
0030 44 7 1f bd 68 68 56 4F 53 54 20 2f 65 74 68 65 ST Jethe
0040 72 65 61 6c 2d 6c 61 62 73 2f 6c 61 62 33 2d 31 5/1ab3-1
0050 2d 72 65 78 6 79 2e 68 74 6d 26 48 54 54 50 2f tm HTTP/
0050 31 2e 31 0d @a 48 6f 73 74 3a 20 67 61 69 61 2 t: gaia.
0070 63 73 2¢ 75 6d 61 73 73 2 65 64 75 0d @a 55 73 cs.umass .edu:Us
0050 65 72 2d 41 67 65 6e 74 3a 20 4d 6F 7a 69 6c 6c  er-Agent : Mozill
30
&
6

BRY
3
ERE-E]
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am BREBRes=F a5 [EaaaH
+

No. Time. Source. Destnation Protocol  Length Info ~
195 5.200252 192.165.1.102 125.119.245.12 T 1514 1161 > 80 [ACK] Se
196 5.201150 192.165.1.102 125.119.245.12 T 1514 1161 > 80 [ACK] Seq=
197 5.202024 192.165.1.102 125.119.245.12 T 326 1161 > 30 [PSH, ACK] Se
195 5.297257 125.119.245.12 192.165.1.102 T 60 80 > 1161 [ACK] Seq-l Ack=159339 Win=62780 Len=p
199 5.297341 192.165.1.102 128.119.245.12 HTTP. 164 POST /ethereal-labs/1ab3-1-reply.htm HTTP/1.1 (text/pl
200 5.389471 125.119.245.12 192.165.1.102 T 60 80 > 1161 [ACK] Se
201 5.447887 125.119.245.12 192.165.1.102 T 60 30 > 1161 [ACK] Se
262 5.455830 125.119.245.12 192.165.1.102 T 60 80 > 1161 [ACK] Seq=1 Ack=164091 Wi
203 5.461175 128.119.245.12 192.168.1.162 HTTP. 784 HTTP/1.1 200 OK (text/html)
206 5.651141 192.165.1.102 125.119.245.12 Tcp 54 1161 > 80 [ACK] Se
< >

= Urgent: Mot set ~
Acknowledgment: Set
= Push: Not set
Reset: Not set
Syn: Mot set
. Fin
[TcP Flags A
Window size value: 62780
[Calculated window size: 62780]
[Window size scaling factor: -2 (no window scaling used)]
Checksum: @x44ad [unverified]
[Checksum Status: Unverified]
Urgent pointer: @
> [SEQ/ACK analysis]
v [Timestamps]
[Time since first frame in this TCP stream: 5.455330000 seconds]
[Time since previous frame in this TCP stream: 0.007943000 seconds] v

0000 00 20 <0 Ga 70 1a 00 06 25 da af 73 08 00 45 00
0010 0@ 25 58 bb 40 00 37 @6 b3 52 80 77 f5 0c <@ a8
0020 @1 66 00 50 04 89 34 a2 74 1a 0d ds 82 ef 50 10
0030 f5 3c 44 25 00 00 5 €7 00 00 07 fb

0 7 e raiatve tn et frama i e T7D s 0 i rolato 17 Barkate: 217 - Mirbavart: 207 02 2923 17 ornfta: b
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danze lpmBRe>=F3EEaaan

(Tt B )+
o, Tme Source Destraton Protocol _Length Info ~
lo.000000  192.165.1.102 128.119.245.12 e 62 1161 > 80 [SYN] Seq=d Win=16334 Len=0 HSS=1460 SACK_PEF
20.023172  125.119.265.12 192.165.1.102 e 6280 > 1161 [SYN, ACK] Seq= Ack=1 Win=5340 Len=0 HSS=14¢
30.023265  192.168.1.102 128.119.245.12 e 54 1161 + 80 [ACK] Seq=1 Ack=1 Win=17520 Len=p
40.026677  192.168.1.102 128.119.245.12 e 619 1161 > 30 [PSH, ACK] Seq=l Ack=1 Win=17520 Len=565 [TCF
50.041737  192.165.1.102 128.119.245.12 e 1514 1161 » 80 [PSH, ACK] Seq=566 Ack=1 Win=17520 Len=1460 |
60.053937  125.119.265.12 192.165.1.102 e 60 80 » 1161 [ACK] Seq-1 Ack=566 Win=6750 Len=p
70.050026  192.163.1.102 128.119.245.12 e 1514 1161 + 80 [ACK] Seq=2026 Ack=1 Win=17520 Len=1460 [TCP.
so.05a6%0  192.163.1.102 128.119.245.12 e 1514 1161 + 80 [ACK] Seq=3436 Ack=1 Win=17520 Len=1460 [TCP.
50.077298  125.119.265.12 192.165.1.102 e 60 80 > 1161 [ACK] Seq-1 Ack=2026 Win=8760 Len=p
100.077405  192.165.1.102 128.119.245.12 e 1514 1161 + 80 [ACK] Seq=4946 Ack=1 Win=17520 Len=1460 [TCP.
11e.078157  192.165.1.102 128.119.245.12 e 1514 1161 + 80 [ACK] Seq=6406 Ack=1 Win=17520 Len=1a60 [TCP|
< >
Frame 1: 62 bytes on wire (496 bits), 62 bytes captured (496 bits) ~

Ethernet II, Src: Actionte_8a:76:1a (66;

70:1a), Dst: LinksysG_da:af:73 (00:

afi73)

v Internet Protocol Version 4, Src: 192.168.1.162, Dst: 128.119.245.12
0100

. = Version: 4
0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x00 (DSCP: CS0, ECN: Not-ECT)
Total Length: 43
Identification: exleld (779)
Flags: 0x4000, Don’t fragment
.0 0000 0000 0000 = Fragment offset: 0
Tine to live: 128
Protocol: TCP (6)
Header checksum: @xas18 [validation disabled]
[Header checksum status: Unverified]
Source: 192.163.1.102
Destination: 125.119.245.12

9000 00 06 25 da af 73 00 20
910 0@ 30 1l 1d 40 00 50 06
020 f5 6c 04 89 00 50 ed d6
0030 40 00 f6 €9 00 00 02 04

O 7 Ethemet (eth), 14bytes || Packets: 213 - Dispayed: 202 (94.8%) [[profie: Defat
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amse inRBRe==TeE[Eaaan
(Tt B )+
o e sorce sesnatan ratocl _Lergth tno B
Tossese  israiie  wsalsasiz T 62 1161 + 8 [SV1] Seq-o i
zowsz  wmawasiz  maside T 62 80 - 1261 [V,
Soesass  asamiie  wsasasaz T 54 1261 - 80 [AcK]
teessr  1sissie  Lsaasiz T 61 11l - oo [P
oy isamiie  wsalssiz T 151 d1si - 0 [psH,
coesy  wmawasiz  aside T 60 80 - 1161 [AcK]
Joeses  isamiie  wmsalsasaz T 1sis 1161 - 0 [AK)
soesse  lsasiie  wsalssiz T dsie dist - 0 [AK)
o  wsawasiz i Tk 60 80 - 1161 [AcK]
loo.omes 1921881162 128.119.25.12 TP 1514 1161 + 80 [ACK] Sequtsss Ackel Win-17520 Len-ideo [TCP
Wo.erisy 1921851302 128.119.245.12  TCP 1514 1161 + 80 [ACK] Seq-6496 Ackel Win-17520 Len-ideo [0 |y
< - >
e e B

Sequence number (raw): 232129012
[Next sequence number: 1 (relative sequence number)]
Acknowledgnent number: ©

Acknowledgnent number (raw): @

@111 .... = Header Length: 28 bytes (7)

Reserved: Not set
Nonce: Mot set

Congestion Window Reduced (CWR): Not set
ECN-Echo: Not set

Urgent: Not set

Acknowledgnent: Not set

Push: Not set

Reset: Mot set

= Fin: Not set v

000 00 06 25 da af 73 00 20 c0 5a 70 1a 05 00 45 00
0910 0030 le 1d 40 00 50 06 a5 15 c@ a8 0L 66 80 77
0020 f5 6c 04 59 00 50 d d6 01 4 00 00 0 00 70 02
0030 4 00 6 €9 00 00 02 04 05 bs 01 01 04 02

© 7 sequence number (tcp.seq), 4bytes || Packets: 213 - Dispayed: 202 (94.8%) [[profie: Defat
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»
Fle Edt View Go Captore Ansbae Satsics Teephony Wireless Tools Help
amse inRBRe==TeE[Eaaan
(e HEy )+
o. Saree oestraten ProtocaLength 1o B
192.165.1.10 sare2sa2 T 2 1161 - 8 [SYN] Seq-d Winei6354 Len=o HSS=1450 SACK PeF
sessa2 1921681100 o 2+ 1161 [5V0, ACK] Sequa Ackol Wines540 Lencd HSS-iae
1921681100 s st 100 56 1161 » 50 [ACK] Seqel Ackel ine17520 Len-d
folome 19216110 Ds19.25 02 T 619 1161 - 8 [pSH, ACK] Seqel Ackel ine17520 Lenc565 [TCF
ooy 191851102 5102502 0 1518 1161 - 8 [P, ACK] Seqe586 Ackel Wine17520 Lene140 |
Goosery  1sawsssa2 1921651100 o 50 » 1161 [ACK] Seqm1 AckuS6S Kined730 Lencd
7 olosrs 1921651100 5192512 0 1518 1161 - 89 [ACK] Seqe2026 Ackel Wine17520 Len=1450 [TCP
soloseesn 1921651100 5102512 0 151 1161 - 8 [ACK] Seqe435 Ackel uinc7520 Len14s0 [TCP
Some  1saiessa2 1921651100 o 50 » 1161 [ACK] Seqet Acke2025 Uine5760 Lencs
1000705 192161100 51192512 0 1518 1161 - 89 [ACK] SequiSes Ackol Winci7520 Lene1460 [TCP
Loomssr 2161100 D5 119.25 12 0 151 1161 - 8 [ACK] Sequ408 Ackol uinci7s20 Lenetsso [P,
< - - >
Sequence number: o (relative sequence number) z
Sequence number (raw): 533061735
Thext sequence mumber: 1 (relative sequence number)]
Acknovledgment mumber: 1 (relative ack number)
cknovledguent number (raw): 232129013
0111 .. = Header Lengeh: 25 bytes (7)
Reserved: it set
Noncer Nt set
Congestion window Reduced (CHR): ot 5ot
[iftigegion
Urgent: Nt ser
Acknovledgrent: et
bush Nt set
Reset: ot et
B L
ot st "
00 o0 20 <0 5a 70 12 00 06 25 da o 73 08 00 45 0
U012 o0 30 o0 o6 40 06 37 06 on 3 50 77 7 o o 98
0020 01 a5 05 50 08 89 24 25 74 19 04 46 o1 F5 70 13
0 Tedo 77 ad oo o0 0s 0a 05 b on on 08 03

O 7 sequence number (tcp.seq), 4bytes.

||| Packets: 213 - Displayed: 202 (94.8%)
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Fie Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

IERBRe>=FaE[Eaaan

Protocol  Length Info
1514 1161 > 80 [ACK] Seq=168849 Ack=1 Win=17520 Len=1450 [
1514 1161 > 80 [ACK] Seq=162309 Ack=1 Win=17520 Len=1450 [
326 1161 » 80 [PSH, ACK] Seq=163769 Ack=1 Win=17520 Len=2;

60 80 > 1161 [ACK] Seq=1 Ack=159389 Win=62750 Len=0

60 80 > 1161 [ACK] Seq=1 Ack=162309 Win=62750 Len=@
60 80 > 1161 [ACK] Seq=1 Ack=164041 Win=62750 Len=@
60 80 > 1161 [ACK] Seq=1 Ack=164091 Win=62750 Len=@
784 HTTP/1.1 268 OK (text/html)

54 1161 - 80 [ACK] Seq=164091 Ack=731 Win=16790 Len=@

CEEEE EEEE

Sequence number: 164041  (relative sequence number) ~
Sequence number (raw): 232293053
[Next sequence number: 164091  (relative sequence number)]
Acknowledgnent number: 1 (relative ack number)
Acknowledgnent number (raw): 883061786
0101 ... = Header Length: 20 bytes (5)

v Flags: exels (PSH, ACK)

. = Reserved: Mot set

Nonce: Not set

Congestion Window Reduced (CWR): Not set

ECN-Echo: Not set

Urgent: fot set

Acknowledgment: Set

Push: Set

Reset: Not set

< >
G200 00 06 25 da of 73 00 20
2212 00 5a 1e %a 40 00 50 06
2020 5 oc 04 59 00 50 0d d&
2030 44 70 SF of 00 00 od 0a
2042 2d 2d 2d 2d 2d 2d 2d 2d
2050 2d 2d 2d 2d 2d 32 36 35
o050 35 37 32 34 2d 2d ed 0a

Frame (104bytes)  Reassembled TCP (164090 bytes)
© 7 sequence number (tep.se), 4bytes. || Packets: 213 - Displayed: 202 (34.8%) || profie: Defautt
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ethereal-trace-1.pcap

Fie Edt View Go Copture Anslyze Ststistics Telephony Wireless Tools Help
danze lpmBRe>=F3EEaaan
(=) WET )+
Yo Tme Source Destnston Protocs Length Info S
lo.c000  1s2.168.1.102 128.119.265.12 i 62 1161 » 80 [SYN] Seq-0 Win-16384 Len-0 MSS-1450 SACK_PEF
2002172 128.119.245.12 192.168.1.202 i 62 50 + 1161 [SYN, ACK] Seq-0 Ack-1 Win-5840 Len-0 MsS-14¢
3o.02265  1s2.168.1.102 128.119.245.12 e 54 1161 + 50 [ACK] Seq-1 Ack-1 Win-17520 Len-0
4o.006477  192.168.1.102 128.119.265.12 i 619 1161 > 80 [PSH, ACK] Seq-L Ack-1 Win-17520 Len=565 [TCF
50.041737  192.168.1.102 128.119.265.12 TP 1516 1161 - 80 [PSH, ACK] Seq-566 Ack-1 Win-17520 Len-1460 [
6o.053937  128.119.245.12 192.168.1.202 i 60 50 + 1161 [ACK] Seq-1 Ack=566 Win-6780 Len-0
70054026 192.168.1.102 128.119.265.12 TP 1514 1161 - 80 [ACK] Seq-2026 Ack-1 Win-17520 Len-1460 [TCP
so.sis0  1s2.168.1.102 128.119.265.12 TP 1514 1161 - 80 [ACK] Seq-3486 Ack-l Win-17520 Len-1460 [TCP
96077208 128.119.245.12 192.168.1.202 i 60 50 + 1161 [ACK] Seq-1 Ack-2026 Win-§760 Len-0
100.077405  192.168.1.102 128.119.265.12 TP 1514 1161 - 80 [ACK] Seq4946 Ack-l Win-17520 Len-1460 [TCP
1o.o78157  192.168.1.102 128.119.265.12 TP 1514 1161 - 80 [ACK] Seq-6406 Ack-1 Win-17520 Len-1460 [TCP| |,
< c - >
Frane 4: 619 bytes on wire (4952 bits), 619 bytes captured (4952 bits) -
Ethernet I, Src: Actionte_8a:70:1a (60: 70:1a), Dst: LinksysG_da:af:73 (00 afi73)
~ Internet Protocol Version 4, Src: 192.165.1.102, Dst: 125.119.245.12
0100 ... - Version: 4
0101 - Header Length: 20 bytes (5)
Differentisted Services Field: 0x00 (DSCP: CSO, ECH: Not-ECT)
Total Length 605
Identification: oxie2l (7713)
Flags: 6x4000, Don't fragrent
-0 0000 000 0000 - Fragrent offset: 0
Tine to live: 128
Protocols TCP ()
Header checksums oxa2e7 [validation dissbled]
[Header checksun ststus: Unverified]
Source: 192.168.1.102
Destination: 128.119.245.12
~ Transmission Control Protocol, Src Port: 1161, Dst Port: 80, Seq: 1, Ack: 1, Len: 565 v
G020 F5 oc 04 59 00 50 0d d6 0L f5 34 a2 74 1z 50 18 “ate B
o030 4470 1f bd 00 00 50 4F 53 54 20 2F 65 74 68 65 ST /ethe
o045 72 65 61 6c 2d 6e 6162 73 2f 6 61 62 33 2d 31 </1ab3-1
o050 2472 65 70 6c 79 2e 68 74 6d 20 45 54 54 50 2F n HTTP/
0occ 31 2e 31 0d 03 45 6F 73 74 33 20 67 61 69 61 2¢ 0 gaia.
0070 6373 2 75 6d 61 73 73 2¢ 65 64 75 0d 0a 55 73 ca.umass .edu Us
00ic 65722 41 67 65 6e 74 3a 20 4d 6f 73 69 6c 6c  er-Agent ; Mozill
0090 61 2 35 2¢ 30 20 28 57 69 6e 64 6F 77 73 3b 20 a/5.0 (i indows;
0020 55 3b 20 57 69 Ge 64 6f 77 73 20 42 54 20 35 2 U indo ws NT 5.
“obo 313b 2065 6e 2d 55 53 3b 20 72 76 33 31 28 30 1; en-US ; rvil.o
005 2e 322920 47 65 63 6b 6 2F 32 30 30 33 30 32 .2) Geck o/200302
© 7 sequence number (tcp.seq), 4bytes. ||| Packets: 213 - Displayed: 202 (94.8%) || profie: Default
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M tcp-ethereal-trace-1pcap

Fie Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

danze lpmBRe>=F3EEaaan

(Tt B3 )+
No. Time. Source Destination Protocol  Length Info ~
6 0.053937 128.119.245.12 192.168.1.102 T 60 80 > 1161 [ACK] Seq=1 Ack=566 Win=6750 Len=0
7 0.054026 192.163.1.102 128.119.245.12 T 1514 1161 - 80 [ACK] Seq=2026 Ack=1 Win=17520 Len=1460 [TCP
3 0.05459 192.163.1.102 128.119.245.12 T 1514 1161 > 80 [ACK] Seq=3486 Ack=1 Win=17520 Len=1460 [TCP
9 0.07720 128.119.245.12 192.168.1.102 T 60 80 > 1161 [ACK] Seq=1 Ack=2026 Win=5760 Len=0
10 0.077405 192.168.1.102 128.119.245.12 T 1514 1161 - 80 [ACK] Seq=4946 Ack=1 Win=17520 Len=1460 [TCP
11 0.078157 192.163.1.102 128.119.245.12 T 1514 1161 > 80 [ACK] Seq=6406 Ack=1 Win=17520 Len=1460 [TCP
12 0.124085 128.119.245.12 192.168.1.102 T 60 80 > 1161 [ACK] Seq=1 Ack=3486 Win=11650 Len=@
13 0.124185 192.168.1.102 128.119.245.12 T 1201 1161 » 80 [PSH, ACK] Seq=7866 Ack=1 Win=17520 Len=1147
14 0.169118 128.119.245.12 192.168.1.102 T 60 80 > 1161 [ACK] Seq=1 Ack=4946 Win=14600 Len=0
15 0.217299 128.119.245.12 192.163.1.102 T 60 80 > 1161 [ACK] Seq=1 Ack=6406 Win=17520 Len=@
16 0.267802 128.119.245.12 192.163.1.102 T 60 80 > 1161 [ACK] Seq=1 Ack=7866 Win=20440 Len=g .
< c : >
Differentiated Services Field: @x00 (DSCP: CS0, ECN: Not-ECT) ~
Total Length: 40
Identification: @xss72 (22642)

Flags: 04000, Don’t fragment
.0 0000 0000 0000 = Fragment offset: 0
Time to live: 55

Protocol: TCP (6)

Header checksum: @xb3ch [validation disabled]
[Header checksum status: Unverified]
125.119.245.12

192.165.1.102

: 80, Dst Port: 1161, Seq: 1, Ack: 566, Len: 0

Destination Port: 1161
[Stream index: 0]
[TCP Segnent Len: 0]
Sequence number: 1 (relative sequence number) v
000 00 20 €0 5a 70 1a 00 06 25 da af 73 08 00 45 00 P
0010 0@ 2558 72 40 00 37 06 b3 cb 80 77 5 0c c@ a8 - (Xr@7
|-0--

2020 01 66 00 50 04 59 34 a2 74 1a 0d d6 04 2a 50 10 P
9930 1a 7c 9 30 00 00 da 12 00 00 47 a5 e

© 7 sequence number (tcp.seq), 4bytes || Packets: 213 - Dispayed: 202 (94.8%) [[profie: Defat





