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Introduction
[bookmark: _Hlk138449580][bookmark: _Hlk138447988]	The development of cyber-policy/infrastructure is of paramount importance in relation to how the current business world works.  Many, if not most, businesses rely on the internet for their daily business operations, making them vulnerable to cyberattacks and cybercrime that result in financial losses and wasted time.  I firmly believe that prioritizing the development of cyber-policy/infrastructure is critical for ensuring the safety of data within business networks.
Overview of Frameworks and NIST Cybersecurity Framework
A framework is a set of standards and guidelines that are useful for reducing and managing cybersecurity risks.  Frameworks aim to reduce cybersecurity risks by helping the business, company, etc. address the threat in a more systematic or strategic manner.  Having a strategy or set standards makes the possibility of any risks or threats easier to manage.  A great example of a framework that does this effectively is the NIST Cybersecurity Framework.  
Implementing the NIST Cybersecurity Framework (CSF) is considered to be a best practice for businesses.  The five core activities/functions of the NIST CSF are Identify, Protect, Detect, Respond, and Recover, with each one having its own roles respectively.  The “Identify” function focuses on risk management mainly; it aims to help the business understand what is needed to avoid any threats whether that be internal or external.  The “Protect” function focuses on mitigating or eliminating the repercussions of a threat; this is done by implementing safeguards that help to thwart different types of threats and reduce vulnerabilities.  The “Detect” function focuses on finding/recognizing threats as quickly as possible; activities are implemented that are able to detect threats so that they may be acted upon with the Respond function.  The “Respond” function focuses on the actual action taken against threats by eliminating or containing the impact of a threat that may have made its way into the network.  Lastly, the “Recover” function focuses on the restoration of anything that may have been lost or compromised as a result of a threat back to the state that it was in beforehand; usually, some type of plan or course of action is made in advance for a quick recovery of anything affected by the threat.  Implementing a cybersecurity framework is not required, but it is extremely important for providing a strategic approach to risk management.  A business could utilize such a framework to help budget and allocate the necessary resources for enacting data security measures in a more strategic manner.  
Data Security Measures for Businesses
	Sensitive data/information and intellectual property gets targeted the most in cyberattacks on small businesses; data security should be the first thing that is addressed because of this fact.  And following soon after that should be the secure transfer and sharing of data between associated businesses or corporations.
Implementing measures that cover the CIA (confidentiality, integrity, and availability) triad is a requirement when ensuring that confidential and/or sensitive data remains secure.  Encrypting data based on its sensitivity is a relatively efficient method of data security since it gives a small business the ability to allocate the necessary resources accordingly.  In doing this, a small business could focus on saving money by differentiating the complexity of the encryption based on the type of information that is being dealt with.  A strong encryption algorithm or some type of risk-based classification method could be used to aid in the prioritization of this data.  
Cryptography involves the practice of secure communication methods and techniques that are utilized to help ensure the security of data from unauthorized users; it provides an extra layer of protection for data through means of encryption & decryption, key management, digital signatures, etc.  The Advanced Encryption Standard (AES) is among the strongest encryption standards, if not the strongest encryption standard available today, and can be implemented for relatively low cost.  AES utilizes symmetric cryptography where encryption and decryption of data is achieved through the use of the same key; three key sizes are available:  128 bits, 192 bits, or 256 bits.  The algorithm used to do the actual encrypting is based on a substitution-permutation network structure, which involves byte substitution, bit shifting, bit mixing, and key mixing operations, making the data that is being encrypted virtually impossible to decrypt without the key; using strong encryption standards and strong forms of encryption like AES help to ensure the confidentiality of data.  
Digital signatures are highly important for secure communication and can also be implemented for relatively low cost.  AES itself doesn’t necessarily utilize digital signatures, but they can be combined to help ensure authenticity and integrity of data.  Digital signatures aid in maintaining the integrity and authenticity of data.  They act as an identity verifier for the individual who sends the data, and they consist of a public key, private key, and hashing software.  Generally, the process starts with the creation of the private and public key pair, the data being sent is hashed, the sender utilizes the private key to encrypt the hashed data creating the digital signature, the signature is attached to the data being sent,  then the individual receiving this data verifies the data against the signature to ensure it is both integral and authentic.  The combination of the multiple practices of secure communication methods and techniques associated with cryptography help us with ensuring the authenticity and integrity of data.
Access controls are another relatively efficient method of data security since, for a small business, it would be cost effective in comparison to larger businesses and corporations.  Since the cloud is becoming increasingly popular, smaller businesses could take advantage of it; the cloud is versatile since it can be adapted to any size business and can be inexpensive (relative to how large the business is) based on the type of services that are required/requested.  The cloud can be utilized as a method of implementing these access controls since it provides a platform on which permissions can be granted to certain users, policies can be enforced, and certain authentication requirements, on a larger scope.  
Since small and midsize businesses (SMBs) may act as a backdoor to a much larger corporation it is important to implement a file transfer protocol that better ensures that sensitive data being shared between or within businesses is not accessed by unauthorized users.  A protocol like SFTP could be used for file transfer instead since there are less vulnerabilities to be exploited; on top of that, SFTP is typically more secure and reliable since it utilizes SSH by default, which can be configured to implement different methods of authentication, and SFTP provides greater flexibility between different operating systems.  The costs to implement something like this may be expensive relative to other security practices, but ultimately it would be worth it since the cost of a cyberattack would likely trump the cost of the additional security in the long run.  Firewalls and Intrusion Detection Systems (IDSs) are crucial components that need to be utilized in tandem with the aforementioned; firewalls assist in the prevention of unwanted/unneeded network traffic to further ensure server & data security while IDSs provide server & data protection in terms of threat detection and attack prevention.
Conclusion
	In summation, I firmly believe that prioritizing the development of cyber-policy/infrastructure is essential. Doing so enables the implementation of robust cybersecurity frameworks, which play a crucial role in enforcing various information security measures and safeguarding data within business networks. 
 A counterargument to an approach such as this one is the need for highly knowledgeable IT, cybersecurity, and engineering personnel to carry out the implementation of these security measures & techniques.  The cost of the technology itself to implement these security controls may not be that high relative to the size of the SMB, but paying the employees is going to require a lot of money.  The SMB may not even have enough of a budget to cover the costs of these personnel while also budgeting for their regular business operations.  To this argument, I have no rebuttal.  The safety of the entire network becomes involved when dealing with the pay of the employees who are in charge of securing the network, and that is surely nothing to play around with as a vulnerable network will result in more financial loss than one that is highly secured.  
Prioritizing the development of cyber-policy/infrastructure is a necessity.  Frameworks allow a strategic approach to utilizing techniques such as data encryption, cryptography, digital signatures, access controls, secure data transmission protocols, and both firewalls & IDSs, for the protection of data in business networks.
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