

1
    Bernard 


Myles Bernard
20 November 2022
Professor Kirkpatrick
CYSE 200T
Awareness Training or More Controls?
	There is a lot of dialogue in the cyber community about whether to spend more money on security awareness training or spending that money on security controls.  Training is important to prevent human error that allows a threat to exploit a vulnerability resulting in a company’s loss of revenue or damage to reputation. Security controls are important as they are the actual defense that detects and prevents intrusions and other attacks or incidents. If I were the CISO of an organization on a limited budget, I would spend more money on security controls than I would on awareness training.

	Security awareness training is critical for any organization that works with any sort of computing device. It’s so vital in the safety of data because people are the most important aspect of cybersecurity, a tool won’t be able to work properly if non-IT employees don’t make basic precautions to secure their systems. For example, social engineering scams, namely phishing and its counterparts, have spiked in recent years, and this evolving threat is something employees certainly need to be advised of. Training can also mitigate the risk of an insider attack, as an insider may be less likely to launch an attack if they see that their coworkers are aware of what to look for and aren’t easy targets. This training can absolutely be considered and implemented into an organizations budget for security controls.

	Security controls are tools that actively protect systems, information, data, and by extension, people. These tools are the defense against people and entities that look to take peoples’ private and personal information such as: names, addresses, SSNs, and more. It’s important for every organization to implement controls to protect their data and effectuate policies and best practices. There are thousands of different controls and most organizations have hundreds running at once, however, too many controls in place can also compromise data. A company should not spend more to protect an asset than that asset is worth, and it’s essential that every control address a specific concern.

In my opinion, every organization needs a balanced combination of training and controls to have an effective security posture. Both are equally important, however given a limited budget, I would spend about 60% on controls and about 40% on semi-annual awareness training. I would spend more on controls because they may still be able to stop a threat even after human error or maliciousness has occurred. It’s important for employees to be aware of the risks, importance, and ever-evolving nature of cybersecurity, however, they don’t need to be experts in the field because they still have a job to do. Employees don’t need year-round training, just training frequent enough to be current and to understand when they’ve ran into a problem or oddity, and how and when to report said problem.
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