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Based on the reading from this week’s slides, the reasons why an individual would commit a cybercrime are several. Although any motivation for committing a cybercrime is dangerous, I would categorize those listed in the slides as follows:
1. Multiple reasons. Kacy Zurkus in her article points out that there are many reasons for motivators such as money and recognition (Zurkus, 2018). A combination of reasons makes an offender more dangerous.
2. For money. According to an article from 2019, “cybercrime has gone up 72% in the last 5 years, reaching an overall cost of cybercrime 9.85 million in 2018” (News from Wales, 2019). There are many tools at a threat actor’s deposal such as DDoS attacks and ransomware that could allow them to potentially gain thousands of dollars depending on the target. 
3. Political. Hacktivists or terrorist organizations have been responsible for breaking into private foreign government websites and leaking a wealth of knowledge that could lead to disastrous results for the targeted nation or group (Reuters, 2021). 
4. Revenge. A threat actor can rationalize revenge and the results of their actions could leave a victim fearing for their life. An unfortunate example of this is using deepfakes and AI images to create sexually explicit content (News from Wales, 2019). 
5. Recognition. Many hackers love and continue to seek the thrill of gaining attention from publishing their actions online regardless of the potential consequences. 
6. Boredom. Leaving a person with nothing to do usually results in them finding something to do. Boredom as a motivator for someone because they “wanted to see what would happen” could cost other individuals their personal information. 
7. Entertainment. Entertainment as a motivator seems the least likely option. In my opinion, the motivators above seem to be more of a valid reason.
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