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In this week’s module slides, we learned that the principles of the natural sciences can be applied to the social sciences because results from the social sciences have the capability to be just as scientific. The following principles are Relativism, Objectivity, Parsimony, Empiricism, Ethical Neutrality, and Determinism. 
Relativism states that everything can be related to each other and has points where one aspect contributes to the other. In the example of cybersecurity, “we need to recognize how broader technological changes influenced behavioral dynamics, economic decisions, policy making, and social processes (Umphlet, slide 5).” Technological changes and cybercrime changed how businesses protect customer data and how cybercrime is tried and judged in the context of criminology. 
In cybersecurity, objectivity plays a role in threat assessments and policy making for organizations. This allows companies to maintain trust with their customers and ensures that their actions remain unbiased. 
The principle of parsimony encourages cybersecurity professionals to keep security measures simple for all departments to understand and avoid overly complicated threat models. 
Empiricism in cybersecurity practices must be built on observable facts and data. This involves studying real cases and attacks rather than making assumptions. 
Ethical neutrality in cybersecurity emphasizes that all actions taken must be in line with the organization’s moral obligations instead of relying on their personal bias. 
Determinism is the idea that events are caused by preceding events (Umphlet, slide 12). Cybersecurity relies on repeatable patterns in data or signature-based cyber-attacks in order to learn how to prevent those attacks from re-occurring.  
These scientific principles emphasize the need within the cybersecurity field to uphold moral obligations instead of bias, maintain a simplistic model for all to understand, and remain objective to establish trust. 
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