Lab 1 - loT Network Analysis
CS 466
2/2/2025

Patrick Hurley

Part #1

Here | have downloaded and installed Wireshark.

Completing Wireshark 4. 4.3 x64
Setup

Wireshark 4.4.3 x64 has been installed on your computer.,

Click Finish to dose Setup.

|__|Open the release notes

Part #2
Here is a screenshot of the extracted contents of the downloaded pcap file.
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Part #3
This screenshot shows the pcap file had ben opened in Wireshark.



Ele Edt View apture Analyze Statstcs Telephony  Wireless

BERR Qesmt i m =

Source Destination
0.000000  192.165.1.12 46.105.38.79 i 70 40234 » 5221 Seq-1 Ack= 0 a1-185371 TSecr=4074888151

065516 52.87.241.159 5 3 S 443 46330 [ACK) Sequd AckeL Wineae3 Lenwd Tomml-3aezsaaiss TSecr-10003937
125605 192.165.1.196 20, T Seq=1 Ack=1 Win=3072 Len=1 [TCP PDU reassembled ir

5360 Len= TSval=185411 Tsecr=4075009486

y response x289b PTR 173.199.154.195.1n-addr.arpa PTR . NS nsb.onl " 1 A 62.210.16.10 AMA 2001:bcB:1:18 A 195.154.228.250 ARAA 2001:bc8:402
Echo (ping) request id=0x01bS, seqe2/512, ttle64 (reply in 18)
Application Data, Application Data

eq=1 Ack

3 - 46330 [ACK]

wlticast Report
8 Echo (ping) reply  1d=0x01bS, seqw2/512, ttl=ds (request in 14)
[TCP PDU reassembled in 19)
443 - 3063 [ACK] Seq=1 A
spplication Data
443 [ACK] Seqe87 Ack=70 Win=3072 Len
Echo (ping) request 1d-axbibs, seqea/768, ‘et (reply in 26)
Application Data, Application Dat:
6 443 » 26338 [ACK] Seqm1 Acke81 Min=963 Len=0 Tsual-39s2888701 Tsecr-iooeies
Echo (ping) reply 1680165, seq3/768, t1nds (request in
1935 . 375¢ Seq-1 Ack=1 i

52.87.241.159 Toa Application Data, Appl!
159 192.168.1.106 o6 Aen s 4633 [ACK] Sroeh ACKeI7E WAnedEY Lened TS(a1-3962090961 TSacre10004247

ToLinkTechno 31:33:.. Samsungelect 3bie:- o 42 Who has 192.168.1.239? Tell 192.168.1

192.165.1.168 212.53.131.161 Teo 55 [1Cp Keep-alive] 37362 - 1935 [ACK) e 516 Len=d TSval-236326598 TSecr=1213887733

192.168.1.106 52.57.241.159 715, 156 Application 1ic

354.959756  SamsungElect 3b:fc:. TpLinkTechno 51:33: ARP 42 192.165.1.239 is at 08:21:ef:3b:fc:e
& 192.168.1.106 e 6 245 » 46330 [ACK] Seqmi Acke361 Min963 Len0 T5va1-3962999150 TSecr=10084339

TUSVI 160 Application Data, Application Data

we 201 60958 ~ 49317 L

TSa 123 wplication Duta

o - 50443 [ACK] Seqe107 Ack=70 Win=4380 Len-0

4 (560 bits) on interface unknow
o7-9e:02:20:44), Dat: TpLinkTechno 51:93:¢ (14
192.165.1.120, Dst: 45.105.38.7

c Port: 40234,

2Zpap

Part #4

Below is a screenshot of the list of mac addresses in the endpoints tab.

The first two MAC addresses listed below belong to the Samsung Smart Cam
00:16:6¢:ab:6b:88) and the Withings Smart Baby Monitor (00:24:e4:11:18:a8
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Part #5
| will continue using the two MAC addresses from the previous question, the Samsung Smart

Cam (00:16:6¢:ab:6b:88) and the Withings Smart Baby Monitor (00:24:e4:11:18:a8).

The first screenshot below shows that the Samsum Smart Cam is the destination. Through this,
we can figure out the destination IP address, which is 192.168.1.249.
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The second screenshot below shows that the Withings Smart Baby Monitor is the source this
time. The source Ip address for the baby monitor is 192.168.1.166.
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Part #6
In the screenshot below, | used the given MAC address for the router to search for it on

Wireshark. From this screenshot | can see that the router is the source, because of this | can
then use that to see that the IP address of the router is 52.87.241.159
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Part #7

The first IOS device | searched for was the Amazon Echo by using its MAC address, and | was
able to see many different protocols it used. Below is a screen showing protocols like UDP, TCP,
and NTP.
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The second IOT device | chose was the Belkin Wemo switch. The screenshot below shows
multiple protocols including ARP, TCP, HTTP, and UDP.



[ Capture Analyze Statistics Telepho

ADA® aamH
N ethaddr==ec:

Na. S inati Praotocol Length Info
i ;.. ARP

8 e echno
@.377205 TpLinkTechno 5. BelkinIntern 79

5.462667 192.168.1.193 192.168.1.223 74 4435 > 49153 [SYN] Seq=8 Win=5848 Len=B M55=1468 SACK_PERM TSval=22076987@ TSecr=8 WS=2
6@ 5.463535 192.168.1.223 192.168.1.193 TCR 74 49153 = 4425 [SYN, ACK] Seq=B Ack=1 Win=5792 Len=@ MS5=146@ SACK PERM TSval=6338565 TSecr=220769578 WS=2
61 5.465174 192.168.1.193 192.168.1.223 TCP 66 4425 » 49153 [ACK] Seg=1 Ack=1l Win=584@ Len=0 TSval=22076987@ TSecr=6338565
62 5.465256 192.168.1.193 192.168.1.223 HTTP 262 UNSUBSCRIBE /upnp/event/basiceventl HTTP/1.1
63 5.467449 192.168.1.223 192.168.1.193 TCP 66 49153 = 4425 [ACK] Seg=1 Ack=197 Win=5792 Len=0 TSval-6338566 TSecr=220769870
64 5.469824 192.168.1.223 192.168.1.193 HTTP 259 HTTP/1.1 288 OK (text/html)
65 5.469101 192.168.1.223 192.168.1.193 TCR 66 49153 » 4425 [FIN, ACK] Seq=194 Ack=197 Win=5792 Len=@ TSval=6338567 TSecr=220769870
66 5.478314 192.168.1.193 192.168.1.223 TCP 66 4425 » 49153 [ACK] 5eq=197 Ack=194 Win=584@ Len=0 TSval=220769872 TSecr=6338566
67 5.471487 192.168.1.193 192.168.1.223 TP 66 4425 > 49153 [FIN, ACK] Seq=197 Ack=195 Win=5848 Len=@ TSval=228769872 TSecr=5338567
68 5.473724 192.168.1.223 192.168.1.193 TCP 66 49153 = 4425 [ACK] Seq=195 Ack=198 Win=5792 Len=8 TSval-=6338567 TSecr=220769872
69 5.473948 192.168.1.193 192.168.1.223 TCP 74 4426 » 49153 [SYN] Seq=@ Win=5848 Len=0 M55=146@ SACK_PERM TSval=220769872 TSecr=@ WS=2
70 5.475318 192.168.1.223 192.168.1.193 TCR 74 49153 = 4426 [SYN, ACK] Seq=B Ack=1 Win=5792 Len=8 MS5=146@ SACK_PERM TSval=6338568 TSecr=228769872 WS=2
71 5.476459 192.168.1.193 192.168.1.223 TCP 66 4426 =+ 49153 [ACK] Seg=1 Ack=1 Win=584@ Len=0 TSval=220769873 TSecr=6338568
72 5.476684 192.168.1.193 192.168.1.223 HTTP 264 UNSUBSCRIBE /upnp/event/remoteaccessl HTTP/1.1
73 5.478523 192.168.1.223 192.168.1.193 TCP 66 49153 - 4426 [ACK] Seq=1 Ack=199 Win=5792 Len=@ TSval=6338569 TSecr=220769873
74 5.480367 192.168.1.223 192.168.1.193 HTTP 259 HTTP/1.1 200 OK (text/html)
75 5.480446 192.168.1.223 192.168.1.193 TP 66 49153 » 4426 [FIN, ACK] Seq=194 Ack=199 Win=5792 Len=@ TSval=6338569 TSecr=220769873
76 5.481395 192.168.1.193 192.168.1.223 TCP 66 4426 + 49153 [ACK] Seq=199 Ack=194 Win=5848 Len=8 TSval-220769874 TSecr=6338569
77 5.482612 192.168.1.193 192.168.1.223 TCP 66 4426 > 49153 [FIN, ACK] 5eq=199 Ack=195 Win=5848 Len=0@ TSval=228769875 TSecr=6338569
78 5.483261 192.168.1.223 192.168.1.193 TcP 66 49153 - 4426 [ACK] Seq=195 Ack=288 Win=5792 Len=B TSval=633857@ TSecr=228769875
89 5.718723 192.168.1.223 192.168.1.193 TPCP 350
9@ 5.71838@ 192.168.1.223 192.168.1.193 uDP 35 3122 » 3222 Len=388
99 5.75720@ 192.168.1.193 192.168.1.223 TCR 74 4431 - 49153 [SYN] Seq=0 Win=5848 Len=B M55=1460 SACK_PERM TSval=220769943 TSecr=8 WS=2
101 5.758247 192.168.1.223 192.168.1.193 TCP 74 49153 = 4431 [SYN, ACK] Seq=@ Ack=1 Win=5792 Len=@ M55-=1460 SACK_PERM TSval=6338639 TSecr=220769943 WS=2
182 5.759633 192.168.1.193 192.168.1.223 TP 74 4432 > 49153 [SYN] Seq=8 Win=5848 Len=B MS5=1468 SACK_PERM TSval=220769944 TSecr=8 WS=2
184 5.759791 192.168.1.193 192.168.1.223 TCP 66 4431 + 49153 [ACK] Seg=1 Ack=1 Win=5848 Len=0 TSval=228769944 TSecr=6338639
186 5.763576 192.168.1.193 192.168.1.223 HTTP 249 GET /setup.xml HTTP/1.1
168 5.763999 192.168.1.223 192.168.1.193 TCR 74 49153 - 4432 [SYN, ACK] Seq=B Ack=1 Win=5792 Len=8 MS5=146@ SACK_PERM TSval=6338648 TSecr=220769944 WS=2
111 5.766194 192.168.1.193 192.168.1.223 TCP 66 4432 =+ 49153 [ACK] Seg=1 Ack=1 Win=5848 Len=0 TSval=220769946 TSecr=6338640
112 5.766255 192.168.1.193 192.168.1.223 HTTP 249 GET /setup.xml HTTP/1.1
116 5.769182 192.168.1.223 192.168.1.193 TcP 66 49153 - 4431 [ACK] Seq=1 Ack=184 Win=5792 Len=@ TSval=6338641 TSecr=220769945
117 5.769242 192.168.1.223 192.168.1.193 TCP 326 49153 » 4431 [PSH, ACK] Seg=1 Ack=134 Win=5792 Len=26@ TSval=6338641 TSecr=220769945 [TCP PDU reassembled in 128]
118 5.769384 192.168.1.223 192.168.1.193 TcP 1514 49153 > 4431 [ACK] Seq=261 Ack=184 Win=5792 Len=1448 TSval=6338641 TSecr=228763945 [TCP PDU reassembled in 128]
119 5.769620 192.168.1.223 192.168.1.193 TCP 1514 49153 = 4431 [ACK] Seq=1709 Ack=184 Win=5792 Len=1448 TSval=6338641 TSecr=220769945 [TCP PDU reassembled in 120]
128 5.769683 192.168.1.223 192.168.1.193 HTTP/X... 527 HTTP/1.1 280 OK
125 5.775676 192.168.1.193 192.168.1.223 TcP 66 4431 - 49153 [ACK] Seq=184 Ack=261 Win=584@ Len=B TSval=220769948 TSecr=6338641
126 5.775784 192.168.1.193 192.168.1.223 TCP 66 4431 - 49153 [ACK] Seq=184 Ack=17@9 Win=8736 Len=0 TSval-220769948 TSecr=6338641

1.223 TcP 66 4431 > 49153 [ACK] Seq=184 Ack=3157 Win=11632 Len=8 TSval=220769948 TSecr=6338641

127 5.775768 192.168.1.193 192.168.
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Part #8
Elephant flow is talking about the flow of very large amounts of packets. Mice flow is talking
about smaller amounts of packets being sent

Part #9
The first loT device | chose was the Amazon Echo. The screenshot below shows that the
Amazon Echo has Transport Layer Security version 1.2.
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The second IOT device i chose was the DropCam. The screenshot below shows that the
DropCam has TLS version 1.
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Part #10

Below is a screenshot that shows the Amazon Echo device is communicating with an external
IP address of 67.18.187.111, because if it was communicating with internal addresses it would
start with 192.168.xxx.xxx
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The Below screenshot is of the Netatmo Welcome. The Netatmo is receiving information from
an external IP address 52.8.241.183.
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Part #11

In the below screenshot, | am showing that the Amazon Echo is capable of sending out DNS
packets. In this specific packet, the Amazon Echo is searching for the domain name
www.example.com

B bits) on interfac
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ource: Am
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In the below screenshot, the Netatmo Weather Station is trying to search for the domain name
netcom.netatmo.com.
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