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Task A: Select your exploits
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Stepl) I used Nessus to scan the windows 2008 server for vulnerabilities. | had done 3 scans in total, two
advanced scans and one basic scan. They all kept giving me the same results, and | could only get 3
critical security vulnerabilities to show up in all of them. Three critical vulnerabilities, three high
Vulnerabilities and eleven medium vulnerabilities.
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Step 2) | the screenshot above | used one of the high vulnerabilities named MS12-020, and did a search of
it in the Metasploit console.

Step 3) The MS12-020 vulnerability shows up when there is a vulnerability in the code that implements
the remote desktop protocol. Because of this vulnerability a remote attacker could use their computer to
send code to the system and make it run that code.



Task B: msl17 010 _eternalblue
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Pre-Step 1) | used the search command and searched for ms17-010, and then found the eternal blue
exploit. I then used the “use” command to use the eternal blue. | then set a payload in the second

screenshot and used reverse_tcp as the exploit.

Step 1) 1 used the port that was given to us in the assignment instructions and set a listening port to
30123. After | then set listening host which is kali Linux. Lastly, | then set the windows 2008 sever as the

receiving host.
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Step 2) | then used the exploit command to gain access to the windows server machine.



Task C: Basic Information Harvesting
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Step 1) after | got access to the windows 2008 server | used the screen shot command to take a screen

shot of the windows desktop and save it in my root directory.
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Step 2) In this step | did a couple things. First, in the first screenshot it shows that | had created a .txt file
with the words “This is Patrick, hello pumpkin!” Second, | had to browse through the many directories in
the kali terminal that has access to the windows server. After | found the right directory that allowed me



access to the desktop, I then uploaded the .txt file. In the second screen shot you can see that the windows
server has the txt file on the desktop and it contains the right phrases.

B Attacker Kali - Exteral Workstation on CY301-PHURLOO1 - Virtual Machine Connection
File Action Media Clipboard View Help
D@0 uw o B
Applications ~ Places v Files Mon 01:42
Termina
File Edit View Search Terminal Help
@ Home ~
O Recent

* Starred CYSE301 Desktop Documents
© e
Downloads IMadelt- MmyzUcjt

hurl001. e
[ Documents P Ipeg

® Downloads P
> upload IMadeIt-phurleel.tx A.

. IMadeIt-phurleel.txt ->RCHRMIE Templates
© B of 32.00 B (1 )

: IMadeIt-phurleol.txt ->[EsEgElEs
C:\\inetpub\\ftproot

B Videos VMshare
{@ Trash
“YouMadeit.txt.txt” selected (0 bytes)
modified
100666/ rw-rw-rw ] fil 2017-0 4 14:31:29 -0400 YouMadeIt.txt.txt
meterpreter > download YouMadeIt.txt.txt
Downloading:

download
rp

findows Server 20.. B Attacker Kali - Exter... 3 pFsense - Firewall 6 are Workstatio.




Step 3) In this step | wanted to take a file from the windows server named YouMadelt.txt. First used the
cd command to go to the correct directory and then used the download command to get the file.
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Step 4) | then created a user using my MIDAS id using the net user command and made that user an
administrator with the net localgroup command.
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Step 5) In this final step, | used another terminal and made a remote desk of the windows server. | was

able to log in with the user | had created and was able to access every users’ files. As seen in the screen
shot you can see that | am in the administrator’s desktop, which is where the IMadelt-phurl001.txt should

be in.



