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Task A: Select your exploits 

 



Step1) I used Nessus to scan the windows 2008 server for vulnerabilities. I had done 3 scans in total, two 

advanced scans and one basic scan. They all kept giving me the same results, and I could only get 3 

critical security vulnerabilities to show up in all of them. Three critical vulnerabilities, three high 

Vulnerabilities and eleven medium vulnerabilities. 

Step 2) I the screenshot above I used one of the high vulnerabilities named MS12-020, and did a search of 

it in the Metasploit console. 

Step 3) The MS12-020 vulnerability shows up when there is a vulnerability in the code that implements 

the remote desktop protocol. Because of this vulnerability a remote attacker could use their computer to 

send code to the system and make it run that code. 

 

 

 

 

 

 



Task B:  ms17_010_eternalblue 

 



Pre-Step 1) I used the search command and searched for ms17-010, and then found the eternal blue 

exploit. I then used the “use” command to use the eternal blue. I then set a payload in the second 

screenshot and used reverse_tcp as the exploit. 

 

Step 1) I used the port that was given to us in the assignment instructions and set a listening port to 

30123. After I then set listening host which is kali Linux. Lastly, I then set the windows 2008 sever as the 

receiving host. 

 

Step 2) I then used the exploit command to gain access to the windows server machine. 

 

 

 

 

 

 

 

 

 



 

 

 

Task C: Basic Information Harvesting 

  

Step 1) after I got access to the windows 2008 server I used the screen shot command to take a screen 

shot of the windows  desktop and save it in my root directory. 



 

Step 2) In this step I did a couple things. First, in the first screenshot it shows that I had created a .txt file 

with the words “This is Patrick, hello pumpkin!” Second, I had to browse through the many directories in 

the kali terminal that has access to the windows server. After I found the right directory that allowed me 



access to the desktop, I then uploaded the .txt file. In the second screen shot you can see that the windows 

server has the txt file on the desktop and it contains the right phrases.  

 

 

 



Step 3) In this step I wanted to take a file from the windows server named YouMadeIt.txt. First used the 

cd command to go to the correct directory and then used the download command to get the file. 

 

Step 4) I then created a user using my MIDAS id using the net user command and made that user an 

administrator with the net localgroup command. 



 

Step 5) In this final step, I used another terminal and made a remote desk of the windows server. I was 

able to log in with the user I had created and was able to access every users’ files. As seen in the screen 

shot you can see that I am in the administrator’s desktop, which is where the IMadeIt-phurl001.txt should 

be in. 


