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The total of 150 hours of my role as Senior Network Engineer at Blue Wireless have continued to build on my growing focus in cybersecurity. During this phase, I have made significant progress towards the ISO 27001 certification by helping to define the Information Security Management System (ISMS), formalizing roles and responsibilities, and assigning clear ownership of key security tasks across the organization. Alongside this work, I also contributed to the full rollout of the automated password policy across all managed devices and supported a transition in our email security infrastructure. 
A major milestone during this 50 hours was defining and structuring the ISMS. Rather than focusing solely on technical controls, this work required a broader view of the organization and was less technical. I had to work closely with leadership and the heads of each department to identify the scope of the ISMS, ensuring it aligns with business objectives while covering all relevant assets, processes, and risks. I had to take into consideration how security policies would integrate into daily operations and ensure that our new security approaches are practical and auditable. 
In addition to defining the ISMS, I played a key role in formalizing roles and responsibilities related to information security and the ISO 27001 certification requirements. This task involved identifying stakeholders across departments and clearly defining who is responsible for specific controls, processes, and risk management activities. Assigning task owners ensures accountability and helps prevent gaps in security coverage. This ensures the workload is distributed evenly rather than being placed on a single person. Moreover, it aligns with ISO 27001 requirements around organization structure and leadership involvement. Defining owners for controls required strong collaboration and communication, as well as an understanding of how each different team interacts with their unique systems and data. 
On the more technical side, we completed the rollout of the automated password policy. Building on the developments from the previous 50 hours, this policy has been successfully deployed across all devices within our internal infrastructure as well as at customer sites worldwide. The implementation ensures that local administrator passwords are rotated automatically after each use, greatly reducing the risk associated with credential compromise. This initiative strengthens our overall security posture and demonstrates how automation can be leveraged to enforce consistent security practices at scale.
Another key project related to cybersecurity was migrating our email filtering solution from Sophos to Cloudflare One. This transition was driven by the need for better integration with the Cloudflare Zero Trust platform, which we are increasingly adopting as part of our broader security architecture. By consolidating services under a single platform, we are able to improve visibility, streamline policy management, enhance overall protection, and provide a single pane of glass into threats, posture, and overall compliance. 
Overall, these 50 hours have really highlighted the connection between technical security work and broader organizational strategy. Defining the ISMS and clarifying responsibilities gave me a better understanding of how security frameworks function at a business level, while continuing to implement technical controls reinforced the importance of execution. This balance between planning and hands-on work is shaping my transition into a more security-focused role and has made me even more confident in pursuing cybersecurity as a long-term career path.
