CYSE695-Bridge 2: Hands-On Lab Report 3

Name: Alfred Acquaye

Directions: Review the tutorial video found in Module 3 and complete the following tasks. Submit your
completed report in Canvas.

Install and Setup DNS service in Windows Server 2019
Total Points = 50 points

Task 1.

1. Update Ethernet properties.
2. Provide a screenshot of the completed task.

= PROPERTIES
. For W52K19-DC01

Computer name W52K19-DCOo1

Workgroup WORKGROUP

Windows Defender Firewal Public: On

Remote management Enabled

Remaote Desktop Enabled

NIC Teaming Disabled

Ethemnet 17218725

Operating system version Microsoft Windows Server 2019 Datacenter Evaluation
Hardware information innotek GmbH VirtualBox

3. Briefly describe the screenshot, explaining the task or tool used.
| clicked on the ethernet and then properties, selected IPv4 and properties, and set an IP

address.

Task 2.

1. Start the installation process.
2. Provide a screenshot of the completed task.



| & Add Roles and Features Wizard — O >
. DESTINATION SERVER
: Installation progress ws2K19-5CD1
i
View installation progress
3 o Feature installation
Installation started on WS2K19-DCO1
DINS Server
Remote Server Administration Tools
Role Administration Tools
DNS Server Tools
You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.
Export configuration settings
< Previous MNext > Close Cancel
B Add Roles and Features Wizard — O >

DESTIMATION SERVER

Installation progress ws2K15-0Cor

View installation progress

o Feature installation
]
Installation succeeded on WS2K19-DCO1.

DMNS Server
Remote Server Administration Tools

Role Administration Tools
DMNS Server Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings



3. Briefly describe the screenshot, explaining the task or tool used.
Click manage, select add roles and features, select DNS Servers, click next, and install.

Task 3.

1. Addanew zone.
2. Provide a screenshot of the completed task.

' : DAIC B Asmamee — O *
i Mew Zone Wizard *

2| 4 Completing the New Zone Wizard

: _

i o
b

LY

)

You have successfully completed the New Zone Wizard. You
specified the following settings:

i

MName:  Windows595 ce to be divided into zones, Each zone
5 omains,

Type:  Standard Primary

Lookup type: Forward

File name: Windows695.dns

MNote: You should now add records to the zone or ensure
that records are updated dynamically. You can then verify
name resolution using nslookup.

To dose this wizard and create the new zone, dick Finish,




I ,i, DMS Manager

File Action View Help

Je | nE c= HE § &

£ DNS
v EI W52K19-DC01

w || Forward Lookup Zones
3 =] Windows695
] | Reverse Lookup Zones
' | Trust Points
~| Conditional Forwarders

=

Mame

Edwindowss9s

Type
Standard Primary

Status

Running

DMSSEC Status
Mot Signed

Briefly describe the screenshot, explaining the task or tool used.
Click on tools and then select DNS. Select servers, expand it and select forward lookup zone.

Right-click on it, select a new zone, give it a name, next, and install.

Task 4.

1. Addanew host.

2.

Provide a screenshot of the completed task.



Las!

Windows Defender Firewall Public: On Wir
Remote mar é DMS Manager _ O % |Fea
Remote Desl Fije  Action  View Help ]
NIC Teaming — - Tim
e nFAXEc= HE i @
Ethernet Pro
]
=, DNS ta
Mew Host X
v [ wsakig-pcon | ws2k19-dcD1,, hostma..
~ @ F?rwa_rd Lookup Zones MName {uses parent domain name if blank): E2k19-dc01,
Operating s ) 2] Windows695 |w52k19—dns—0]] | Pro
Hardware in > ,__‘J Rewverse !_ookup- Zones Inst
» [ Trust Points Fully qualified domain name (FQDN): Toti
» [ Conditional Ferwarders |w52k:ls—dns—01.Window5695. |
IP address: I
VENTS [ Create assodated pointer (PTR) record
Il events | 22
Filter

Server Mame|

W52K19-DCO
Add Host Cancel
WS2K19-DCO
W52K19-DCO
WS2K19-DCO
W52K19-DC
WNS2K19-DCO+ TULR ETQITTIG I OmOn Ty T s S e LLTILALIGI £y TUr susst (Lt Eo
W52K19-DCO1 2004 Error Microsoft-Windows-PerfMet Application 2/10/2024 T:56:35 PM
505 DNS Manager - O X |Feedback & Diagnostics
File Action View Help IE Enhanced Security Configuratic
= F] —= Time zone
e’ 2@ XEe= BmE {80 ;
roduct ID
@
& DNS ta
New Host X
v & Ws2K13-DC01 , ws2k19-dc01,, hostma..
vH F?rwa_rd Lookup Zones Mame {uses parent domain name if blank): £2k19-dcl1,
=] Windowsf93 | | b1a7os Processors

> [ ] Reverse Lookup Zones
> .j Trust Points
> (] Conditional Forwarders

Fully qualified domain name {FQDM):

| Windows695.

IP address:

[[]create assodated pointer {PTR) record

DNS

X RAM)

The host record ws2k19-dns-01.Windowsg95 was successfully
created.

ndd HOSt
M s T
AL Beme Mot W arthine Afiasinn AR AT TEAES NAA



3. Briefly describe the screenshot, explaining the task or tool used.
Right-click on the forward lookup zone, select New Host and enter the name and the IP address,

click on add

Task 5.

host.

1. Add anew resource record.

2. Provide a screenshot of the completed task.

- Lomputer name WK 1Y-LLUI
Workgroup WORKGROUP
Windows Defender Firewall Public: On
Remote mar| é, DMS Manager . O
Remote Des| il Action  View Help
NIC Teaming — Mew Resource Record >
e | HEXE |
Ethernet )
N Poirter (PTR}
£ DNS
v B wsaas-pcor b= L s K18-dcD1, hostma..
w [ | Forward Lockup Zon | | deot
Operating s =/l Windows895
Hardware in ~ [ | Reverse Lookup Zong Fully qualified domain name (FQDN):
] 7218172in-addr)  [7218.172in-addrapa |
5 71 Trust Points
5 [ | Conditional Forwarde Host name:
| Browse...
EVENTS
All events | 22
Server Name
WS2K19-DCO
WS2K19-DCO
WS2K19-DCO
WS2K19-DCO Cancel
WS2K19-DC bl
WS2K19-DCO+ v rermmz

W52K19-DCO1

Ton rrarTTTy

2004 Error

SERVICES

All services | 210 total

Microsoft-Windows-PerfNet

= =T -+

Apolication  2/10/2024 7:56:55 PM

Last installed updates
Windows Update
Last checked for update

Windows Defender Ant
Feedback & Diagnostic:
IE Enhanced Security Cc
Time zone
Product ID

Processors
Installed memery (RAM
Total disk space




i PROPERTIES

For WS2K19-DCO01
I Computer name W52K19-DCO1
Workgroup WORKGROUP
k3
Windows Defender Firewall Public: On
Remote mar| 31_., DNS Manager
Remot=Des| File  Action  View Help
NIC Teamind — Mew Resource Record >
o= BEXE -
Ethernet Poi
e wirter (PTR}
2 DNs
v § wsas-oor o[ fddreas: K19-dcD1, hostma...
~ [ Forward Lookup Zon |1?2.13.72.5 | o ,
Operating s [2] Windows895
Hardware in ~ || Reverse Lockup Zong Fully qualfied domain name (FQDM):
2] 7218172in-addr,  [5.72.18.172in-addrapa |
5 [ ] Trust Points
5 [ Conditional Forwards Host name:
|w52k1‘}dns-ﬂ1 Windows635 | | Browse.. I

EVENTS
All events | 22

Filter

Server Name

W52K18-DCO
WS2K19-DCO
WS2K19-DCO
WS2K19-DCO
WS2K19-DC

oK Cancel

Ll

WS2K19-DC0-

WS2K19-DCO1 2004 Error

o TraTTy

SERVICES

Microsoft-Windows-PerfNet

FF L= — T

Apolication  2/10/2024 7:56:55 PM

Last instal
Windows

Last chec

Windows
Feedback
IE Enhanc
Time zomni
Product Il

Processor
Installed ¢
Total disk

3. Briefly describe the screenshot, explaining the task or tool used.

Select Reverse lookup zone, right-click and select new pointer, browse the name, choose, and

click ok.

Install and Configure DHCP Server in Server in Windows Server

2019

Total Point = 50 points

Task 6.



1. Install DHCP Server role.
2. Provide a screenshot of the completed task.

&= Add Roles and Features Wizard

Installation progress

View installation progress

0 Feature installation

Configuration required. Installation succeeded on W52K19-DCO01.

- O

DESTINATIOMN SERVER
WE2K19-DC01

DHCP Server
Launch the DHCP post-install wizard

Complete DHCP configuration

Remote Server Administration Tools

Role Administration Tools
DHCP Server Tools

Export configuration settings

3. Briefly describe the screenshot, explaining the task or tool used.

Manage, add roles and features, select DHCP, and install.

Task 7.

1. Complete DHCP post install configuration task.
Provide a screenshot of the completed task.

EE o Post-deployment Configuraticn
I

Configuration completed for DHCP Server at
WS2K19-DCOT

el

3. Briefly describe the screenshot, explaining the task or tool used.

Click on Configuration, click Next, and commit.
Task 8.

1. Create at least one DHCP scope.
2. Provide a screenshot of the completed task.

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.




- | nm o | HE

F pHep _ Actions
v i ws219-det Adds S
i @ s s
3 Sever Options e o . e bmamic o , More Actions
3 beii Ascope s a range of P addresses assigned to computers requesting a dynamic [P address. You must create and cenfigure a scope before dynamic IP addresses can be assignes
¥ Filers To add a new scope, on the Action menu, click New Scope.
Fe)
For more information about setting up a DHCP server, see online Help.
§ -
f DHCP Start IP Address End IP Address Description
: ws2k18-de(1 - I
j tm172.18.72.100 172.18.72.254 Address range for distribution

N

~ _@ Scope [172.18.72.0] SCOPE-A
i} Address Pool
i@ Address Leases
| Reservations

", Scope Options
4| Policies

3 Server Options

4| Policies

7| Filters

LY

3. Briefly describe the screenshot, explaining the task or tool used.

Tools, DHCP management console, expand IPv4, click action and select a new scope.

Task 9.

1. Show Ethernet status and network connection details.
2. Provide a screenshot of the completed task.



Mo Inter

Your devic
anything g
make this
properties
& Tr
Change cq

Show avail

Change

Shan
For g

Wiew your

Windows |

vork Connections

4 EF > Control Panel » All Control Panel ltems » Network Connections

Crnanize w Dicahla thic nehanrek deines Niannnce thic conngction

@ Ethernet Properties =
Metworking

Connect using:

? Intel(R) PRO/1000 MT Desktop Adapter

Configure...

This connection uses the following items:

&3 Client for Microsoft Networks A
’:]? File: and Prirter Sharing for Microsoft Networks
12 00S Packet Scheduler

& Intemet Protocol Version 4 (TCP/IPv4)

[ s Microsoft Network Adapter Multiplexor Protocal
. Microsoft LLDP Protocol Driver

O

£

. Intemet Protocol Version 6 (TCP/IPvE) W
>
Ingtall .. Uninstall Properties
Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

0K Cancel

Rename this connection Wiew status of this cc

Internet Protecol Version 4 (TCP/IPv4) Properties
General

‘You can get IP settings assigned automatically if your n
this capability. Otherwise, you need to ask your netwal
for the appropriate IP settings.

() Obtain an IP address automatically
(®) Use the following IP address:

IP address: 172 . 18 . 7
Subnet mask: 255,255 ., 2!
Default gateway: 72, 18 . 7

Obtain DMS server address automatically
(®) Use the following DMS server addresses:
Preferred DNS server: 172 . 18 .

Alternate DNS server:

[ validate settings upon exit

OK

g




LN E‘ » Control Panel » All Control Panel ltems » Metwork Connections

Organize « Disable this network device Diagnose this connection Rename this connection Wiew status of this connection
- Ethernet E] Ethernet Status w
‘L..,f!f Network 3
G Intel(R) PRO/1000 MT Desktop Ad... Netwerk Cennection Details %

Netwark Connection Details:

Property

Description

Physical Address
DHCF Enabled

|Pwd Address

IPv4 Subnet Mask
Lease Obtained
Lease Expires

|Pv4 Default Gateway
|Pv4 DHCP Server
|Pwd DN5 Servers

|Pwd WINS Server

Connection-specific DN....

MetBIOS aver Tepip En...

Walue

Intel{R) PRO/1000 MT Desktop Adapter
08-00-27-85-29-03

fes

10.0.2.15

255.255.255.0

Saturday, February 10, 2024 10:58:00 PN
Sunday, February 11, 2024 10:58:03 PM
10022

10022

68.105.28.11

68.105.25.11

68.105.28.12

Yes

1 item 1itermn selected

3. Briefly describe the screenshot, explaining the task or tool used.

Settings, network, and internet select change adapter options.

Change setting



