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Introduction/BLUF
In the modern, technologically advanced society we live in today, cybersecurity has become a vital aspect of various organizations and businesses that most people tend to overlook. A Cybersecurity Policy Analyst holds an incredibly critical position within the industry of cybersecurity, as they create and regulate policies and numerous frameworks that design and control the way companies and organizations protect their sensitive information systems and respond to threats. As opposed to the more “traditional” technical positions, positions of this nature require an individual that properly understands the way in which legal systems, various social structures, and even human behavior affect cybersecurity.
This paper is written with the intent to indulge into the specifics of how Cybersecurity Policy Analysts often implement the social science principles and its theories into their work. Those policies surround a vast number of topics such as the human factor, governance, and perception. It’s also important to note that this paper will highlight how marginalized groups and society are affected by this career.
Relation to Social Science Principles
Cybersecurity Policy Analysts often find themselves referring to the social science aspect of cybersecurity, almost using it as a basis for their work. In more detail, studying the way in which people interact with a variety of systems and technology helps find the origin and an eventual solution for cyber incidents deriving from human error. When these analysts use concepts and data from the discipline of psychology, they’re better able to understand why specifically that individual made that decision that led to a cyber-attack. As an example, end users and basic employees often misinterpret the cybersecurity risks that come with their refusal to update and strengthen their passwords.
Sociology also hosts an incredibly vital role in understanding behavior at the group level within various companies and organizations. These analysts can study the way workplace environments and culture affect human behavior, further leading to security risks. Furthermore, we can infer that if an employee views any form of policy or regulation as unnecessary or inconvenient, that they may not take them seriously. Lastly, it’s important to note that these policy analysts’ factor in the human nature’s imperfections when designing and implementing these policies.
Application of Key Concepts
Key concepts from our course based upon the social sciences within cybersecurity are often applied and utilized by policy analysts throughout their work. A good first example of this is through the concept of risk assessment. Risk assessment refers to the reviewal of both technological vulnerabilities and human factors within an organization. Policy analysts utilize various frameworks to estimate exactly how often a threat may emerge and the extent of the damage created by the threat, using insight from both a biological and economic lens.
Governance and Regulation is another key concept that policy analysts use to guarantee that companies and various organizations operate under the current data protection regulations and standards. To be able to properly oversee this, an extensive knowledge of ethnical differences along with the associated legal systems is vital.
In the field, cybersecurity policy analysts hone various tools such as compliance audits and risk management frameworks to merge technical expertise from a social science perspective, with the end goal of establishing more inclusive and effective policies.


Marginalization
Marginalized groups often become majorly affected by cybersecurity policies, due to a variety of reasons such as being more technologically illiterate or lacking the access to adequate modern technology, essentially making them more prone to cybercrime. As an example, individuals living in low-income areas may only have access to legacy devices that were donated to them by people and organizations from wealthier areas due to them not meeting modern standards. By primarily receiving and utilizing old and outdated technology, marginalized groups make themselves more vulnerable to cyber-attacks.
It’s also important to highlight that data collection and technological surveillance policies may unnecessarily intrude into the privacy of these marginalized groups. Reviewing the specific language and scope utilized to implement these cybersecurity measures is vitally important to ensure that the ethics and general privacy of these marginalized groups isn’t negatively impacted.
Cybersecurity policy analysts serve an important purpose in finding a solution for these concerns. Unlike those involved in the more technical aspect of cybersecurity, these analysts are implementing the individuality and overall human nature to everyone, including those who don’t have access to the most up-to-date technology.
Career Connection to Society
The security of critical societal systems like government agencies and healthcare organizations often fall under the responsibility of cybersecurity policy analysts. As often as these services are taken for granted, going without them would put sensitive data and other forms of information at risk to cyber threats.
Public policy, which is a major aspect of your role as a cybersecurity policy analyst, helps sculpt regulations and laws that further dictates how companies and organizations operate their cybersecurity department.
A strong example of this is shown through strong cybersecurity polices’ ability to prevent data breaches at the macro level, essentially protecting millions of individuals personal and sensitive data. This is seen from as small as private organization’s company data, all the way to the international level. It’s also important to understand that weak and inadequate policies may have a negative effect, making accessing sensitive and critical information harder to access than necessary. In total, it’s important to find an equal medium between security and privacy, whilst keeping ease of access in mind.
Conclusion
To conclude, the importance of a cybersecurity policy analyst is shown through their ability to connect the cybersecurity and the social science principles and beliefs into such a technologically dominated industry. In the industry, professionals often call on the disciplines of sociology, psychology, and ethics to help them better understand human nature, with the goal of eliminating the human factor as ethically and efficiently as possible. Additionally, their work with risk assessment, compliance assurance, and overall strategy creation is what helps dictate the way people interact with technology.
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