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Introduction/BLUF
The International Journey of Cyber Criminology (2025) contains an article “Controlling Cyber Crime through Information Security Compliance Behavior:…”, that goes into detail about how the systemic, behavioral, and societal factors all contribute to the nature of cybercrime. Integrating social science principles such as human behavior, social structures, and economic incentives has proved to be exponentially important when researching the origin of cybercrime. Cybercrime cannot be fully prevented or mitigated by studying the technical aspect alone, as the social science principles introduce the infamously important human factor.
Relation / Connection to Social Science Principles
The article takes multiple crucial social science and even criminology principles such as the cost-benefit analysis, the rational choice theory, and the social learning theory. A scenario that describes a cybercriminal participating in cybercrime because the perpetuated reward outweighs the risk most closely aligns with the criminology and social science based rational choice theory. How others see their peers participate in cybercrime and become motivated to partake it in themselves portrays the social learning theory, which describes the motivation to do something performed by someone else. Additionally, this article describes the way anonymity and online groups influence online presence/behavior, which we can relate back to the sociological perspectives.
Research Question / Hypothesis / Independent Variable / Dependent Variable
Research Question: What specific behavioral and social factors directly contribute to cybercrime, and what measures can we utilize to mitigate and prevent it from happening in the future?
Hypothesis: When an individual is placed in a scenario in which committing some form of cybercrime’s benefit outweighs its consequences, the cybercrime will be committed. The positive character traits of accountability and integrity become irrelevant in this scenario.
Independent Variable: The Independent Variable in this scenario are essentially what make committing this cybercrime more “justifiable”, such as economic incentive, the ease of anonymity in modern times, and the heightened access of technology.
Dependent Variable: How frequently or likely cybercriminal activity is to be participated in.
Types of Research Methods Used
This specific study utilized a few methods but primarily focused on qualitative research methods such as theoretical analysis and literature review. Prior research from various other fields such as sociology and criminology prove to be exponentially useful when building a comprehensive understanding of cybercrime behavior. Additionally, comparative analysis has also had an impact in the evaluation of theoretical frameworks.
Types of Data Analysis Used
The concepts of thematic and conceptual analysis were utilized by the authors, as opposed to statistical modeling. Pattern analysis utilizing pre-existing studies served as a basis for them to compare factors such as environmental influence and motivation. When utilizing this approach, cybercrime can be studied from a broader approach and less focused on traditional numerical data.



Connections to other Course Concepts
Within the article, a concept that closely relates to our course concepts, the criminology and social science based routine activity theory is present and describes how an environment containing a motivated offender, a suitable target, and a lack of any form of guardianship combine and ultimately result in crime.
Connections to the Concerns or Contributions of Marginalized Groups
The emphasis on how marginalized groups are often inadequately represented by the results of cybercrime is shown within the article, whether they’re a victim or an individual drawn to commit it. Improper education or the lack of proper education and economic opportunity serves as a catalyst for those in these groups to partake in cybercrime for economic gain. Additionally, it’s important to note that these groups most likely also lack the education and resources to defend themselves from a cyberattack, which only increases the total inequality.
Overall Societal Contributions of the Study / Conclusion
To conclude, this specific study signifies the emphasis of integrating core social science principles and concepts into cybersecurity strategies. It is proven and demonstrated that technical mitigation and defense alone isn’t enough to defend a collection of systems, but rather it takes the proper understanding and addressing of social inequalities, economic incentives, and human behavior. Through the goal of broadening our understanding of cybercrime, putting a stronger emphasis on the non-technical aspects is key.
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