CYSE 270: Linux System for Cybersecurity 
Assignment: Lab 4 – Group and User Accounts 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
CYSE 270: Linux System for Cybersecurity 
The goal of this lab is to practice basic group and account management. You can choose the  Ubuntu VM on your local PC or VMware to complete this assignment.  
 
In this assignment, you should replace xxxxx with your MIDAS ID in all occurrences.  
Task A – User Account management (8 * 5 = 40 points) 
1. Open a terminal window in VM and execute the correct command to display user account information (including the login shell and home directory) for the current user using grep. 
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2. Execute the correct command to display user password information (including the encrypted password and password aging) for the current user using grep. 
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3. Create a new user named xxxxx and explicitly use options to create the home directory /home/xxxxx for this user. 
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4. Set a password for the new user. 
[image: A black background with green and white text
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5. Set bash shell as the default login shell for the new user xxxxx, then verify the change.  
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6. Execute the correct command to display user password information (including the encrypted password and password aging) for the new user xxxxx using grep. 
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7. Add the new user xxxxx to sudo group without overriding the existing group membership. 
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8. Switch to the new user’s account.  
[image: A screenshot of a computer program
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Task B – Group account management (12 * 5 = 60 points) 
Use Linux commands to execute the following tasks: 
1. Return to your home directory and determine the shell you are using.  
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2. Display the current user’s ID and group membership. 
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3. Display the group membership of the root account. 
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4. Run the correct command to determine the user owner and group owner of the /etc/group  file. 
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5. Create a new group named test and use your UIN as the GID. 
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6. Display the group account information for the test group using grep. 
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7. Change the group name of the test group to newtest. 
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8. Add the current account (xxxxx) as a secondary member of the newtest group without  overriding this user’s current group membership. 
[image: ]
9. Create a new file testfile in the account’s home directory, then change the group owner to  newtest. 
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10. Display the user owner and group owner information of the file testfile.  
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11. Delete the newtest group, then repeat the previous step. What do you find?  
[image: ]
The group owner is now the GID of the group. 
12. Delete the user xxxxx along with the home directory using a single command. 
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image6.png
alexander-berrios@alexander-berrios-VirtualBox:~$ sudo grep "aberr019" /etc/shad
on

aberr019:$y$j9TSZyPFSPIIr jxSrqkKISCRW1$96YaRDWTK7 HTA3UUX6GBXNBVABFQZYQOr ITDNGIM
P8:19995:0:99999: 7
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alexander-berrios@alexander-berrios-VirtualBox: $ sudo usermod -aG sudo aberr019
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alexander-berrios@alexander-berrios-VirtualBox:~$ su aberro19
Password:

To run a command as administrator (user "root"), use "sudo <command>".
See "man sudo_root" for details.

aberro19@alexander-berrios-VirtualBox: /home/alexander-berrioss [
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aberr019@alexander-berrios-VirtualBox: /home/alexander-berrios$ cd /home
aberr019@alexander-berrios-VirtualBox: /home$ /etc/passwd

bash: /etc/passwd: Permission denied
aberr019@alexander-berrios-VirtualBox: /home$ echo $6

bash
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aberr@19@alexander -berrios-VirtualBox: /home$ id
uid=1001(aberr019) gid=1001(aberr019) groups=1001(aberrd19),27(sudo)
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aberr@19@alexander-berrios-VirtualBox:/home$ grep root /etc/group
roo
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aberr@19@alexander-berrios-VirtualBox:/home$ 1s -1 /etc/group
-rw-r--r-- 1 root root 1256 Sep 29 19:14 /etc/group
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aberr019@alexander-berrios-VirtualBox:/home$ sudo groupadd -g 10294624 test
[sudo] password for aberr@1
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aberr019@alexander-berrios-VirtualBox:/home$ sudo grep test /etc/group
test:x:10294624:
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aberr@19@alexander-berrios-VirtualBox:/home$ sudo groupmod -n newtest test
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aberr@19@alexander-berrios-VirtualBox:/home$ sudo usermod -aG newtest aberr©19
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aberrd19@alexander-berrios-VirtualBox: /home$ sudo chgrp newtest testfile
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aberr@19@alexander-berrios-VirtualBox:/home$ 1s -1 testfile
-rw-r--r-- 1 root newtest O Sep 29 20:19 testfile
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aberr@19@alexander-berrios-VirtualBox:/home$ sudo groupdel newtest
aberr@19@alexander-berrios-VirtualBox:/home$ 1s -1 testfile
-rw-r--r-- 1 root 10294624 © Sep 29 20:19 testfile
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aberr019@alexander-berrios-VirtualBox: /home$ su | userdel -r aberr019f]
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alexander-berrios@alexander-berrios-VirtualBox:
passwd
alexander-berrios:
h

$ grep "alexander-berrios" /etc/

:1000:1000:Alexander Berrios: /home/alexander-berrios: /bin/bas
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alexander-berrios@alexander-berrios-VirtualBox:~$ sudo grep "alexander-berrios"
/etc/shadow

alexander -berrios:$65yI3KIXfMajvSoHrx$zCQxx@n23ATINNpNSTu1ZGtk /LiGggMc FumSdFvOXH
6QOP1pb3MUHObsxqQlzCnvFzITo0SUoUXLbMGMK7yGr/: 19966:0:99999:
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alexander-berrios@alexander-berrios-VirtualBox:~$ sudo useradd aberr19 -d /home
/aberro19
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alexander-berrios@alexander-berrios-VirtualBox:~$ sudo passwd aberr19
New password:

Retype new password:

passwd: password updated successfully
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alexander-berrios@alexander-berrios-VirtualBox:~$ sudo usermod -s /bin/bash aber
re1s

[sudo] password for alexander-berrios:
alexander-berrios@alexander-berrios-VirtualBox:~$ sudo grep "aberr019" /etc/pass
wd
aberr019

/home /aberro1

bin/bash




