Old Dominion University 
CYSE 450: Ethical Hacking and Penetration Testing 
 
Lab 3: Active Reconnaissance and Vulnerability Scanning 
  

 
Question 1: Active Scanning 
· T1: Using both host and dig commands, demonstrate whether the host sdf.org  is live or not. Attach screenshots showing the results.  	 	 	 	4 points 
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· T2: Perform DNS enumeration using dnsenum command for the host sdf.org. Check whether the zone transfer is possible. Provide necessary screenshots.  	4 points 

Zone transfer is not possible. 
 [image: A computer screen shot of a computer

AI-generated content may be incorrect.]
· T3: Perform both ICMP Sweep and TCP Sweep for the host sdf.org using NMAP. Use the option --reason to show the details and disable the arp-ping. Attach screenshots 
	showing the results.    	 	 	 	 	 	 	
 [image: A screen shot of a computer screen
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· T4: Perform port scanning to determine all open ports and corresponding running services for the host sdf.org. Attach screenshots showing the results.  
 [image: A screen shot of a computer
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Question 2: Vulnerability Scanning 
· T1: Using NSE scripts, determine all known vulnerabilities present in the host sdf.org. 
	Attach a screenshot showing your command and the results you got.  	
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· T2: Perform a brute force attack on sdf.org. You can choose any script from the followings: ftp-brute, snmp-brute, http-brute, and oracle-brute. Attach screenshots showing your command and the results you received.  	 	 	5 points 
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AI-generated content may be incorrect.]
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L—(aherroms kali)-[~]
$ dnsenum 205.166.94.16
dnsenum VERSTON:1.3.1

——  205.166.94.16 ——

Host's addresses:

Name Servers:

205.166.94.16, NS record query failed: NOERROR
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E(aherrews kali)-[~]

$ sudo nmap -sn -PE —disable-arp-ping —reason sdf.org
[sudo] password for aberroi
Starting Nmap 7.95 ( https://nmap.org ) at 2025-09-23 21:28 EDT
Nmap scan report for sdf.org (205.166.94.16)

Host is up, received echo-reply ttl 237 (0.11s latency).

Nmap done: 1 IP address (1 host up) scanned in 7.10 seconds





image5.png
E(aherrol?@ kali)-[~]
$ sudo nmap -p- -T4 -sV -—-version-intensity 9 --reason sdf.org
Starting Nmap 7.95 ( https://nmap.org ) at 2025-09-23 21:34 EDT
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$ sudo nmap -p- -T4 -sV -—-version-intensity 9 --reason sdf.org
Starting Nmap 7.95 ( https://nmap.org ) at 2025-09-23 21:34 EDT
Nmap scan report for sdf.org (205.166.94.16)

Host is up, received reset ttl 64 (0.13s latency).

Not shown: 65512 closed tcp ports (reset)

PORT STATE  SERVICE REASON VERSION
21/tcp  open tcpurapped syn-ack ttl 46

22/tcp  open ssh syn-ack ttl 46 OpenssH 10.0 (
protocol 2.0)

23/tcp  open telnet syn-ack ttl 46 BSD-derived te
lnetd

70/tcp  open gopher? syn-ack ttl 46

79/tcp  open finger? syn-ack ttl 46

80/tcp  open http syn-ack ttl 46 Apache httpd 2
.4.65 ((Unix) OpenSSL/3.4.1 PHP/8.3.25)

110/tcp open ssh syn-ack ttl 46 OpenssH 10.0 (
protocol 2.0)

111/tcp open rpcbind syn-ack ttl 46 2-4 (RPC #1000
00)

113/tcp open ident syn-ack ttl 46 mlidentd or bq

identd
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E(aherrels@ kali)-[~]

$ sudo nmap -ss -p 21,22,23,70,79,80,110,111,113,135,136,137,138, 139, 143, 443,593,993, 1022
,1023,1965,8080 \ -sV —script=vuln —reason --disable-arp-ping sdf.org
[sudo] password for aberr19:

Starting Nmap 7.95 ( https://nmap.org ) at 2025-09-24 21:48 EDT
Pre-scan script results:

| broadcast-avahi-dos:

| Discovered hosts:

| 224.0.0.251

| After NULL UDP avahi packet DoS (CVE-2011-1002).

|_ Hosts are all up (not vulnerable).

Failed to resolve " —sv'.

Nmap scan report for sdf.org (205.166.94.16)

Host is up, received reset ttl 64 (0.092s latency).

PORT STATE  SERVICE REASON
21/tcp  open ftp syn-ack ttl 46
22/tcp  open ssh syn-ack ttl 46
23/tcp  open telnet syn-ack ttl 46
70/tcp  open gopher syn-ack ttl 46
79/tcp  open finger syn-ack ttl 46

80/tcp  open http syn-ack ttl 46
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| _http-aspnet-debug: ERROR: Script execution failed (use -d to debug)

| _http-vuln-cve2014-3704: ERROR: Script execution failed (use -d to debug)

| http-slowloris-check:

| VULNERABLE:

| slowloris DOS attack

| State: LIKELY VULNERABLE

I IDs: CVE:CVE-2007-6750

| Slowloris tries to keep many connections to the target web server open and hold
| them open as long as possible. Tt accomplishes this by opening connections to
| the target web server and sending a partial request. By doing so, it starves
|

|

|

|

|

|

the http server's resources causing Denial Of Service.

Disclosure date: 2009-09-17
References:
https
htt

//cve.mitre.org/cgi-bin/cvename. cgizname=CVE-2007-6750
/ha.ckers.org/slowloris/

Nmap done: 1 IP address (1 host up) scanned in 112.29 seconds
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E(aherreigs kali)-[~]

$ sudo nmap —script ftp-brute —p 21,22,23,70,79,80,110,111,113,135,136,137,138,139,143,4
43,593,993,1022,1023,1965,8080 sdf.org

Starting Nmap 7.95 ( https://nmap.org ) at 2025-09-24 22:00 EDT

[
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PORT STATE  SERVICE
21/tcp  open ftp

| ftp-brute:

| Accounts: No valid accounts found

|_ statistics: Performed 20380 guesses in 604 seconds, average tps: 34.2

22/tcp  open ssh
23/tcp  open telnet
70/tcp  open gopher
79/tcp  open finger
80/tcp  open http
110/tcp open pop3
111/tcp open rpcbind
113/tcp open ident

135/tcp filtered msrpc

136/tcp filtered profile
137/tcp filtered netbios-ns
138/tcp filtered netbios-dgm
139/tcp filtered netbios-ssn
143/tcp  open imap

443/tcp  open https

593/tcp filtered http-rpc-epmap
993/tcp open imaps
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-(aberr019® kali)-[~]
s Gt saf.org

; <<>> DiG 9.20.9-1-Debian <<>> sdf.org
global options: +cnd

Got answer:

—»HEADER«— opcode: QUERY, status: NOERROR, id: 22193

flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 0, ADDITIONAL: 1

OPT PSEUDOSECTION:
i EDNS: version: 0, flags:; udp: 512
QUESTION SECTTON:

isdf.org. ™ A

ANSWER SECTION:
sdf.org. 43200 I A 205.166.94.16
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E(aherruqskali)—[ﬂ

§ nmap -sn 205.166.94.16

Starting Nmap 7.95 ( https://nmap.org ) at 2025-09-22 17:39 EDT
Nmap scan report for sdf.org (205.166.94.16)

Host is up (0.0059s latency).

Nmap done: 1 IP address (1 host up) scanned in 0.70 seconds




