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Deep Dive: The MOVEit Cyberattack
Alexander Berrios
What’s MOVEit?
MOVEit Transfer is a managed file transfer (MFT) application developed by Progress Software. This application is commonly used within government organizations, financial institutions, educational and healthcare systems, and businesses due to its ability to transfer large volumes of sensitive information securely.
Due to the level of trust in MOVEit across various sectors, the application became a prime target for exploitation. The zero-day vulnerability dubbed CVE‑2023‑34362 provided the Russian hacking group, Cl0p, an opportunity to exploit and perform an SQL attack on the system, bypassing authentication. 

The Zero-Day Exploit and Attack
The attack was, at its core, an SQL injection, and due to a weakness in how MOVEit handled web requests, remote users were able to inject malicious SQL into the application’s database. The zerp-day vulnerability rated 9.8/10 severity, meaning it allowed almost complete control over the database. After exploiting, these attackers had the ability to:
1. Insert tables and entries in the MOVEit database.
2. Insert malicious code files into web-accessible directories.
3. Download sensitive data, including files containing personally identifiable information (PII) and user credentials.
Once a server was invaded, the attackers installed a web shell nicknamed LEMURLOOT. This file, disguised as a legitimate ASPX page (i.e., human2.aspx instead of human.aspx) created a secret key for authenticated communication, waited covertly for trigger headers and authorized remote command execution with elevated privileges.
With this in place, Cl0p was able to run scripts to:
1. Extract file metadata.
2. Extract files themselves stored in Microsoft Azure Blob Storage.
3. Create and delete accounts.
4. Extract extremely large volumes of personal, sensitive data. 
The data that was stolen included names, addresses, Social Security numbers, medical and financial records, and virtually any other information that was transferred utilizing MOVEit. Investigators confirmed that roughly 2,773 organizations and more than 95 million individuals were impacted by this state-sponsored cyber-attack.

Timeline
27MAY23-28MAY23: First exploit attempts occurred, alerting MOVEit developers of unusual activity.


31MAY23: Patch for CVE‑2023‑34362 released, customers notified of vulnerability and fix.  



01JUN23: Several other zero-day vulnerabilities were identified, CISA issues alerts to users about potential vulnerabilities.



06JUN23: Official cybersecurity incident announced by Zellis, a UK-based payroll software with high-profile customers. 



JUN24: Confirmations that over 2,700 organizations and 95 million individuals were affected
Victims of this attack were widespread and ranged from government entities like the U.S. Department of Energy, the Nova Scotia government, Oregon DMV, to private sector organizations like Zellis, Maximus, and Delta Dental.

What Tech Was Involved?
SQL Injections - MOVEit operates on a Microsoft SQL Server. When input enforcements are bypassed, SQL injection vulnerabilities can be exploited by inserting malicious SQL commands in API calls. 
Web Architecture - MOVEit servers utilizes ASP.NET pages that are executed on the server. These make it possible to run C#/ASP code through web shells.
Azure Blob - Files transferred through MOVEit are stored in Azure Blob. Once the hackers had access o the database, they were able to access the storage directly.
C2 (Command & Control) - LEMURLOOT acted as a command and control interface, meaning the attackers were able to issue commands and obtain data covertly and remotely.
The Perpetrators
The Cl0p ransomware group, a Russia state-sponsored cybercrime organization, claimed responsibility for the attacks. This group of hackers routinely targets large organizations, and cyber analysts have confirmed Cl0p had been collecting MOVEit zero-days since 2021. 

The Aftermath of the Attack
In regard to organizations and individuals, the effects can be felt for virtual miles. Millions of names, SSNs, birth dates, health records and other sensitive information were exposed. Organizations that utilize MOVEit and fell under the General Data Protection Regulation (GDPR), The Health Insurance Portability and Accountability Act (HIPAA), and the Securities and Exchange Commission (SEC) experienced severe backlash for the breach of data along with bearing the financial costs associated with incident responses, damage control, audits and other costs. 
This single vendor experiencing a breach led to a global compromise. Even if an organization didn’t utilize MOVEit, if their data had passed through a neighboring organization that used it( think of two separate hospitals sharing medical documents; one uses MOVEit, the other does not), their data and documents could have potentially been exposed. 

Recovery and Prevention
Prioritization of patching, monitoring for unusual activity, and rehearsal of pre-planned events (PPE) is crucial to prevention efforts. In this case, patching of CVE 2023 34362 and the following vulnerabilities should have been more swift and encompassing. Detection systems for unexpected files (like web shells utilized by Cl0p) should be consistently updated and refined to enhance defenses in conjunction with active scanning for webshell activity or other unusual database queries.
The hackers were practically able to transit directly from a pseudo-web to an all-encompassing archive of sensitive information with little trouble from limited user-level access restrictions. Segmented databases, restricted file storage access, and limited admin privileges should have been adopted and implemented more heavily.
Lastly, transparency and coordination with organizations to respond to data breaches proves to be invaluable. Progress Software was praised for their alerts, and rapid collaboration with CISA, the FBI, NCSC, Microsoft, CrowdStrike, Mandiant, and Rapid7 helped contain damages, despite these damages being exceptional nonetheless.

The Bigger Picture
Because MOVEit transferred PII, financial, and medical data, its breach highlighted how easily sensitive data can be weaponized and how quickly trusted vendors can become weak links. Organizations across sectors must prioritize evaluating third-party cybersecurity postures instead of viewing security solely as a vendor responsibility.
After this event, regulators have cracked down on enforcement surrounding vendor risks, security, and incident responses. Fines with a large price tag are afforded to incidents that occur in the health care (under HIPAA) and finance (under SOX/Dodd-Frank) sectors.
Lastly, when government data leaks occur through a third party, the public’s confidence in their data storage is destroyed. This cyberattack highlights the need for an enhanced cyber-defense framework to be developed at a national scale when collaborating with the private sector through third parties.
Final Thoughts
The MOVEit attack is a landmark cyber event that brought to light many harsh realities of he modern cyber domain and our perception of security. State-sponsored attackers used methods like SQL injection, methods that are taught at the most fundamental level of cybersecurity, but the effects were felt globally, with the impact sustained for years to come. It’s no longer enough for any organization to assume its vendor systems are secure: at every level, it’s a collective effort to verify security. These efforts include the end users, who must also pull their weight and practice security procedures. Lastly, governments and private sector organizations must continue to build enhanced frameworks for vendor risk assessments and reinforcing cybersecurity standards.Taking careful steps and identifying our shortcomings could potentially prevent the next MOVEit from impacting the world the same way.
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