Software Solution – Rough Azure Stack Outline
Azure Stack
1. Azure Front Door (with WAF)
1. App Service (Web/API) or Static Web Apps + Functions
1. API Management
1. Azure SQL/Storage
3.  Microsoft Entra ID (identity)
3. Key Vault (Secrets/keys)
3. Private Link (private data paths)
3. Defender for Cloud + Microsoft Sentinel (Compliance & SIEM)
 
 
1. Identify authentication/authorization
 
Identity Model
Valor Team: Microsoft Entra ID
· Do we need a secure developer environment? (VPN & certificates)
External clients: Microsoft Entra External ID
 
Azure App Service provides built-in authentication/authorization
· Token validation
· User info injection
 
Role-Based Authorization
App roles defined in app registration
· Client Viewer (read-only artifacts, status)
· Client Contributor (upload docs, respond to tasks)
· Client Admin (manage own org’s users in the portal)
· Internal Analyst (review uploads, generate reports)
· Internal Admin (tenant configuration)
 
 
Multi-Factor Authorization , Conditional Access, Privileged Ops
· Enforce MFA for all users
· Block legacy authentication (prevents outdated protocols)
· PIM used for just in time access elevation for high impact roles (audits, etc) for a limited amount of time
 
1. Data Protection
 
Transit Encryption
Azure Web Application Firewall (WAF)
· Enforce HTTPS + HSTS (HTTP Strict Transport Security)
· Disable weak ciphers
· Set minimum TLS to 1.2+
Service-to-service utilizes private link (private endpoints) so traffic stays on Microsoft backbone (does not touch public internet).
 
Rest Encryption
Azure SQL Database
· TDE (transparent data encryption) on by default
· Always encrypted selected (data stayed encrypted in memory on server)
Azure Storage (for Blobs/Files)
· Automatic server-side encryption
· Customer-managed Keys (CMK) in Key Vault
· full control
· rotation separation from platform-managed keys
 
Key Management
Azure Key Vault
· Stores keys, CMKs, and certs
· Enable soft-delete so keys arent gone permanently when deleted
· Enable purge protection
· Enable Key vault logging alerts
 
Managed HSM (Hardware Security Module)
· For higher security needs or FIPS (Federal Info Processing Standards)
 
Network/Storage Hardening
Private Endpoints for
· SQL
· Storage
· Key vault
 
· Disable public network access where possible
 
Front Door WAF (Web Application Firewall)
DDoS Protection (optional) for perimeter
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Compliance Mapping to CMMC3.CMMC/NIST CTRL 

FAM

Azure ImplementationHow it Satisfies CMMC (Level 2) ReqAU (Audit & 

Accountability)

Microsoft Entra sign in + audit logs to Log Analyticsvia Entra diagnostic settingsAccount, role, changes, failed log-ons, and conditional access will be recorded•Retention policy•Lock archive container to prevent evidence tamperingAccess restricted to read-only ○•-Azure Monitor and Log Analytics build 

produce the required audit records, 

enabling review, alerting, correlation, 

and protection.

IR (Incident Response) 

& SI (System Integrity)

Microsoft Sentinel Entra•Azure AD audit•App Service•WAF•Key vault•SQL•Storage•VPN connectors•-Enable analytics rules and incident routing-Enable playbooks for auto responses (disable user, revoke session, etc)-Security Operations Center (SOC) workbooks for sus sign-in, mass downloads, privileged 

role activation, WAF block, key vault secret access

-Detection tests to validate alerts (IR testing)-Sentinel operationalizes 

IR.L2-3.6.1/3.6.2/3.6.3 (handle, 

report, and test incident response) 

and supports 

SI.L2-3.14.3/3.14.6/3.14.7 (monitor 

security advisories; monitor 

communications for attacks; identify 

unauthorized use).

AC (Access Control)Microsoft Entra RBAC Enforce least privilege•Default deny•-Require MFA with conditional access -Admins require compliant devices-PIM for just in time elevation to privileged roles-Review unsuccessful loginsRecord in Entra logs•-Correlate to AC.L2-3.1.x


