tarig@tarig-VirtualBox: ~

:-S sudo groupadd employee
sudo] password for tariq:
:$ sudo groupadd payroll
: % sudo groupadd admin
-




tarig@tarig-VirtualBox: ~

:$ sudo groupadd employee
[sudo] password for tariq:
:S sudo groupadd payroll
:$ sudo groupadd admin
:$ sudo useradd -m -d fhome/sophia -g employee -s /bin/ba
$

h sophia
sudo useradd -m -d fhomefolivia -g payroll -s fbin/bas
olivia
:-$ sudo useradd -m -d fhome/emma -g admin -s /bin/bash em
a
:~$ sudo passwd sophia
ew password:
BAD PASSWORD: The password is shorter than 8 characters
Retype new password:
passwd: password updated successfully
:- % sudo passwd olivia
ew password:
BAD PASSWORD: The password is shorter than 8 characters
Retype new password:
passwd: password updated successfully
: 5 sudo passwd
ew password:
BAD PASSWORD: The password fails the dictionary check - it is based on a diction
ary word
Retype new password:
passwd: password updated successfully

Y |

sudo groupadd Abrowl74

sudo usermod -a -G Abrowl74 sophia

sudo usermod -a -G Abrowl74 olivia

sudo usermod -a -G Abrowl74 emma

A groups sophia

employee Abrowl74

S groups oliva

‘oliva’: no such user

S groups olivia
: payroll Abrowl74

S groups emma
admin Abrowl74

$




Step 4 -

sudo mkdir fhome/cyse project

sudo chown root:Abrowl74 /[home/cyse project
sudo chmod 775 fhome/cyse_project

1s -1d /home/cyse project

4 40996 Dec 6 19:28

]
]
S
S
7
s

drwxrwxr-x 2 root Abrowl

Step 5 -
sudo chmod 778 /home/cyse project
1s -1d /home/cyse_project

drwxrwx--- 2 root Abrow1?4 4096 Dec & 19:28

o

-

Step 6 -
umask 827
umask

touch test
touch test file.txt
1ls -1 test file.txt

1 sophia emp O Dec 6 19:38 test file.txt

s re ee es

Step_ 7 -

echo "Assistant"” > Sophia_homework
cat Sophia_ homework
Assistant
:§ 1s -1 sophia homework
1 sophia cmploycc 10 Dec 6 19:48 Sophia_ homework
-5

5 sudo su
root@tariq-virtualBox: /home/tariq# cp [home/sophia/Sophia homework /fhome/cyse pr
oject
root@tariq-virtualBox: /home/tarig# 1s -1 /home/cyse project/Sophia homework
1 root root 18 Dec 6 19:51 /home/cyse project/Sophia homework

root@tariq-vVirtualBox: /home/tariq# I

cat /homefcyse project/Sophia_ homework
at: /home/cyse_project/Sophia_homework: Permission denied




Step 10 -
Task B

Step 1 -

S sudo su
root@tarig-VirtualBox: fhome/tarig# chmod g+s /home/cyse project
root@tarig-virtualBox: fhome/tarig# 1s -1d /homefcyse project
drwxrws--- 2 root Abrowl74 4096 Dec 6 19:43
root@tarig-VirtualBox: fhome/tariq# I

Step 2 -
root@tarig-virtualBox: fhome/tariq# su - sophia
:$ cp Sophia_homework /fhome/cyse project/Sophia_homework

-5 D

2

Step 3 -
5 cat /home/cyse project/Sophia homework2z

- I

Task C

Step 1 -

: S sudo su
[sudo] password for emma:
root@tarig-vVirtualBox: /homefemma# chmod g-r /home/cyse project
root@tarig-virtualBox: /homefemma# 1s -1d /home/cyse project
drwx-ws--- 2 root Abrowl74 4096 Dec 6 20:00
root@tarig-virtualBox: /home femma#

Step 2 -
root@tarig-virtualBox: fhome/emma# su - sophia

$ cp Sophia homework /home/cyse project/Sophia homework
3

Step 3 -
$ su - olivia
Password:
S cat fhome/cyse project/Sophia homework3

- I

Assistant




Extra Credit

Step 1 -

:5 rm /homefcyse project/Sophia_homework

rm: remove write-protected regular file '/home/cyse project/Sophia homework'?
i~5

-

Step 2 -
root@tarig-virtualBox: /home/emma# chmod +t /home/cyse project
root@tarig-vVirtualBox: fhome/emma# 1s -1d fhome/cyse project

drwx-ws--T 2 root Abrowl74 4096 Dec 6 20:06 [home/cyse project
root@tarig-VirtualBox: /home /emma# I

Step 3 - If Olivia attempts to delete the file using the rm command, she will receive an error
message indicating that she does not have the necessary permissions to remove the file. The
sticky bit permission ensures that only the file owner can delete or rename their files within the
directory.



