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&9 Attacker Kali - Ecternal Workstation on CY301-ACUPPOOT - Virtual Machine Connection

File Action Media Clipboard View Help
D@0 nw» B O 7

Applications ~ Places ¥ [ Terminal » Fri 18:09

root@CS2APenTest: ~
Edit View Search Terminal Help

cp open ftp

192.168.168.11

DECALSE WE
closed port
0S fingerprint not ideal because: Missing a
closed TCP port so results incomplete
No 05 matches for host
Uptime guess: 0.001 days (since Fri Oct 21
18:06:18 26822)
Network Distance: 1 hop
TCP_Sequence Prediction: Difficulty=256 (Good
I - | luck!)
TR ance Gansration. All _zernc
P 3 QSnessGenaration ALl e

By Hyperv Maneger B prsense- Frewall 6., 39 Ubuntu64-bitonC.. T Window

Al. A simple scan is ran to show the ports, with the OS being provided below instead of screenshot. |
entered the command nmap -0 192.168.10.0/24 to get the operating systems and found as follows.

192.168.10.2: N/A
192.168.10.10: No exact OS matches

192.168.10.11: Microsoft Windows 7| 8| Vista|2008



B3 attacker Kali - External Workstation on CY301-ACUPPOD! - Virtual Machine Connection
File Action Media Clipboard View Help

@0 n» S g

AINION

}SITY

GET HEAD
nginx

WithRSAEncryption

Filter Hosts

-"?E‘ Ubunitu 64-b Co.e . . ,;_T% Attacker Kali - Exter...

A2. Intense Scan for 192.168.10.2



K Attacker Kali - External Waorlstation on C¥301-ACUPPOO1 - Virtual Machine Connection
File Action Media Clipboard WView Help
@0 nw | o g
Applications ¥  Places ¥ [ Terminal » ) O~
root@CS2APenTest: ~
File Edit View Search Terminal Help

AINION

P Sy

Oct 21 18

d luck!)

Filter Hosts

pFsense - Firewall6.. D8 Ubuntu 64-b

A2. Intense scan for 192.168.10.10




o &9 Attacker Kali - External Workstation on CY301-ACUPPO01 - Virtual Machine Connection
File Action Media Clipboard View Help
D@0 uw (i
Applications ~ Places * [ Terminal =
root@CS2APenTest: ~
File Edit View Search Terminal Help

[NSE: writea

0 Aug -

ft IIS httpd 7.5

Microsoft
Windows Server 200¢ 2 Standard 7680 microsoft-ds

Filter Hosts

B pFsense - Firewall 6. S8 Ubuntu 64-bit Iy window

A2. Intense scan 192.168.10.11

AINION

!SITY




A3. OBSERVED TRAFFIC PATTERN WITH ESSAY

Ubantu 64-bit on C¥301-ACUPPODI - Virtual Machine Conmection

Fid2  Action  Media Clipboard  View  Help

@O nowe B> &

5

(%] -| Expression...

Time Source Destination  Protocal Length Info d I N I 0 N

150398 5466 ,9836.. Microsof_. Microsof_ . ARP 192.168.18.10 15 at PE:15:5d:38:57:6cC

151872 5497.4898. Microsof . Microsof . ARP Who has 192,166.10.197 Tell 192.168.10.11 ) S ITY
151673 5497.40961_ Microsof . Microsof_. ARP 2 182 .168.18.18 is at B8:15:5d:48:57:8c 1
151826 5527.4814.. Microsof_. Microsof_. ARP who has 192,168.10,187 Tell 192.168.19.11

151827 §527.4816.. Microsof_. Microsof .. ARP 162,.168.18.10 is at B86:15:5d:40:57:8c

152535 5557 . 4B05. Microsof_.. Microsof_. ARP wWho has 192.166.108.187 Tell 182.168.18.11

152526 5557 .4805.. Microsof . Microsof . ARP 182,166.168.160 is at B6:15:5d:48:57:8¢

152873 5572.2845. Microsof . Broadcast ARP 2 who has 182.168.10.27 Tell 192.168.18.11

152874 5572 ,2164.. Microsof_., Microsof_. ARP 192.168.108,2 15 At BB:15:5d:40:57:1¢

153208 5587 ,4868. Microsof Microsof ARP wWho has 192.168.10.187 Tell 182.168.10.11

153209 55687 .4869. Microsof_. Microsof . ARP 192.168.18.18 is at B8:15:5d:48:57:8c

v Frame 115: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface @
» Ethernet II, Src: Microsof 46:57:8a (@8:15:5d:40:57:8a), Dst: Microsof_48:57:8c (86:15:5d:40:57:0¢)
¢ Address Resolution Protocol {reguest)

88 15 5d 40 57 6c 88 15 5d 48 57 1e B8 @0 45 86
B8 34 6B 60 40 68 40 86 ai 67 ch af Oa B2 co ab
Ba Ba BE 35 b2 4e 6d B3 40 98

Ubuntu Bd-tit on C

B Ubuntu 64-bit on C¥201-ACUPPG0T - Virtual Machine Connection
Fide Acton Media Clipboard  View Help

V@O noe o &

ms® A P '*:

N |ip.addr == 192.168.217.3 ¥
Destination A I N I 0 N

!SITY

Frame 1: 98 bytes on wire (784 bits}, 98 bytes captured (784 bits) on interface 8

Ethernet II, Src: Microsof 468:57:1e (80:15:5d:48:57:1e), Dst: Microsof 46:57:8c (88:15:5d:48:57:6C)
Internet Protocol Version 4, Src; 182.168.217.3, Dst: 192.168.18.18

Internet Comtrol Message Protocol

- /B12345




ESSAY: When running wireshark in the Ubuntu VMm while the External Kali VM
scans the network, the traffic pattern presented first changes from

the IMCP and DNS packets, in that IMCP contains the ping traffic and
DNS the query, the traffic pattern changes to TCP protocol and a very
consistent amount of TCP packets. This is because a lot of ports are

open and this is identified by NMAP. The TCP packets are targeting all

of the open ports. The ports are tugging on one another. The

destination port in a way gets flooded. If a new intense scan is

started and then we try to see the traffic pattern, what we see if a
broadcast destination with the ARP packets now. This is asked what
attacker is trying to scan the network, which is when the ARP protocol

is broadcasted. All of the traffic comes back to the external network
which is 192.168.10.2 and this is the bad guy. The round of ARP is

done to see if anyone else will respond back. Then what comes after
that in wireshark is the ping traffic will return with IMCP protocol.

So then here a combination of ARP and IMCP is present. Then after the
broadcasts and ping, TCP packets become present again because there is

a TCP query to every IP address. FTP is protocol is present as a form of communication where
the request USER is anonymous with the request PASS IEUser and access is
denied.



Firewall table filled out for Task B:

Rule # Interface

Action Source IP Destination IP protocol
1 WAN Block 192.168.217.3 | 192.168.10.10 ICMP/no
port

1 WAN Block

192.168.217.3

192.168.10.0/24 | ICMP

2 WAN PASS

192.168.217.3

192.168.10.11 All

2 WAN Block

192.168.217.3

192.168.10.0/24 | All

EF Ubuntu 64-bit on CY305-ACUPPOOT - Wirtual Machine Connection
File Action Media Clipboard View Help
D@0 nwifyod &
pfSense.CYSE.com - Firewall: Rules: WAN - Mozilla Firefox

B pfsense.CYSE.com-.. X

€ Of

1592.168.10.2

Hisense

WARNING: The ‘admin’ account password is sel to

Firewall / Rules/ WAN

Manitor the filter reload progress.

WAN

Floating LAN

a
=
)
S
L
=

States Protocol  Source

/0B * Reserved
Mot assigned by
IANA

192.168.217.3

WAN net

2D Attacker Kali - Exter.. 28 Windows Server 20...

Picture of firewall for task B.1

Port Destination

_'_:" pFsense -

192.168.10.10 *

T k-

Firewall 6...

Port Gateway Queue Schedule Description

= U f4-bitonC...
22 Ubuntu 64-bit on C

The changes have been applied successfully. The firewall rules are now reloading in the background

Rules (Drag to Change Order)

Actions
Block bogon o §

networks

Block IMCP from
Ext.Kalito Ubuntu

Open Connection
IPv4 and IPvE

-~ Tyl da



ﬁ B8 Attacker Kali - External Workstation on CY301-ACUPPOO1 - Virtual Machine Connection

File Action Media Clipboard View Help
Recycle Bin o) D@0 umw i o i

Applications ~ Places + [ Terminal ~ Tue 04:37

o root@CS2APenTest: ~

File Edit View Search Terminal Help
S : # ping 192.168.10.10
bl PING 192.168.10.10 (192.168.10.168) 56(84) bytes of data.
*t
< 192.168.10.10 ping statistics
He 6 packets transmitted, © received, 100% packet loss, time 106ms
Nutanix SSR ~
# ftp 192.168.10.10
Connected to 192.168.160.160.
220 (vsFTPd 3.0.3)
Name (192.168.10.10:root): [J

Completed NSE at 04:28, 0.00s elapsed
Read data files from: /usr/bin/../share/nmap
0S and Service detection performed. Please
report any incorrect results at https://nmap.org/
submit/
Nmap done: 256 IP addresses (3 hosts up) scanned
in 155.67 seconds
Raw packets sent: 7315 (319.968KB) |
. Rcvd: 1125 (49.668KB) i
i
Filter Hosts == 2

B9 Hyper-v Manager B AttackerKaii- Biter.. DB Windows Server20.. B pFsense - Firewall 6.. 38 Ubuntu 64-bit on C.

Verified result of firewall for task B.1



¥ Ubuntu 64-bit on CY301-ACUPPDO1 - Virtual Machine Connection

File Action Media Clipboard View

Help
z= @0 uwv o fa
pfSense.CYSE.com - Firewall: Rules: WAN - Mozilla Firefox

= 1y @) 143AM %
%4 pfSense.CYSE.com-... %

€ OR 192.168.10.2

Firewall / Rules/ WAN

The changes have been applied successfully. The firewall rules are now reloading in the background
Monitor the filter reload progress

Floating WAN LAN

Rules (Drag to Change Order)

States Protocol Source Port Destination Port Gateway Queue Schedule Description

0B Reserved . .. " - » Block bogon
Not assigned by networks
IANA

IPv4 192.168.217.3 192.168,10.0/24 * Block IMCP from
ICMP

Ext.Kalito LAN side
ﬂ
IPv4+6* WAN net

Open Connection
IPv4 and IPv6

FREE) X0 X

ttackes Koli - Exter.. D Windows Server20.. D pFsense - Firewall6.. D8 Ubuntu 64-bit on C..

Picture of firewall for task B.2



ES Artacker Kali - External Workstation on CY301-ACUPPOD! - Virtual Machine Connection
File Action Media Clipboard View Help
= @0 uw o fif
Applications ~ Places ~  [] Terminal ~ Tue 04:46
root@CS2APenTest: ~
File Edit View Search Terminal Help

Nmap
U

# ping 19
-168. 1

8.11 ping tist
transmitted, receiv

: # ftp 192.168.10.18
.168.10.10.

Completed NSE at ©4:23, 0.00s5 elapsed
Read data files from: /usr/bin/../share/nmap
05 and Service detection performed. Please
report any incorrect results at https://nmap.org/
submit/
Mmap done: 256 IP addresses (3 hosts up) scanned
in 155.67 seconds

Raw packets sent: 7315 (319.968KB) |
Recvd: 1125 (49.668KB)

Filter Hosts === -

/pEr-V Mannger I Attackes Kali - Eter...

Verified result of firewall for task B.2



3 Ubunty 64-bit on CY301-ACUPPOOT - Virtual Machine Connection

File Acton Media Chpboard

0@ nmw o

View Help

i

pfSense.CYSE.com - Firewall: Rules: WAN - Mozilla Firefox

N (O 152.168.10.2
Nmap

Zenmap GU!

Fioating WAN LAN

Rules (Drag to Change Order)

States  Protocol Source

X 0/08B *

Port Destination Port Gateway Queue Schedule Description

Reserved i * * & *

Block bogon networks
Not assigned by
’ t IANA
Login info

1Pv4 192.168.217.3 192.168.10.11 Pass FTP from
TCP External Kali to

Windows Server 2008
IPv4+6* *

Block all from External
Kalito LAN

IPv4+6* WAN net

Open Connection 1Pv4
and IPv6

B9 Hyper-v Monager DY Attocker Kali- Eter.. DB Windows Server20.. B8

* 2d BT s B W noere
32 pFsense - Firewall 6.

I’E Ubuntu 64-bit on C...

Picture of firewall for task B.3



1_3‘-' Attacker Kali - External Workstation en CY301-ACUPPRDT - Virtual Machine Connection
File Action Mediz Cliphoard View Help
D@0 mwe ko g
Applications ~ Places = [ Terminal = Tue 05:13
root@CS2APenTest: ~

File Edit View Search Terminal Help
# ping 1 168.18.11
2.168.10.11 (192.168.16.11) (84) bytes of data.

11 ping statistics
e e r

time 14ms

192.168.16.11

168.10.10

Completed NSE at 04:28, 0.88s elapsed
Read data files from: /usr/bin/../share/nmap
05 and Service detection performed. Please
report any incorrect results at https://nmap.org/
submit/
Nmap dope: 256 IP addresses (3 hosts up) scanned
in 155.67 seconds
Raw packets sent: 7315 (319.968KB} |
Revd: 1125 (49.668KB)
I -
Filter Hosts I

By rvperv Monager IS atackerkahi- Baer. DB Windows Server20.. B pFscnse - Firewall 6. B9 Ubuntu 64-bit on C...

-5

Verified result of firewall for task B.3

i




B3 Attacker Kali - External Workstation on CY301-ACUPPODT - Virtual Machine Connection
File Action Media Clipboard View Help
B @0 umfyd g
Applications ~ Places ¥ < Zenmap ~ Tue 05:20 ’T] o S W) O~
ront S IADenTact:

Zenmap

Scan Tools Profile Help

Target: |192.168.10.0/24 ¥ | Profile: |Intense scan N I O N

Command: |G i s (i e T Y

|H_osts | Services MNmap Output | Ports { Hosts | Topology | HostDetails  Scans
0% |Hast nmap -T4 -A -y 192.168.10.0/24 .l Details

-y ma=m ce— - 3

{256 total hosts)
Nmap scan report for 192.168.10.0 [host down]
Nmap scan report for 192.168.10.1 [host down] 1
Nmap scan report for 192.168.10.2 [host down] i
Nmap scan report for 192.168.10.3 [host down]
Nmap scan report for 192.168.108.4 [host down]
Nmap scan report for 192.168.10.5 [host down]
Nmap scan report for 192.168.10.6 [host down]
Nmap scan report for 192.168.10.7 [host down]
Nmap scan report for 192.168.10.8 [host down]
Nmap scan report for 192.168.10.9 [host down]
Nmap scan report for 192.168.180. [host down]
Nmap scan report for 192.168.10. [host down]
Nmap scan report for 192.168.10. [host down]
Nmap scan report for 192.168.10. [host down]
Nmap scan report for 192.168.10. [host down]
Nmap scan report for 192.168.10. [host down]
Nmap scan report for 192.168.10. [host down]
Nmap scan report Tor 192.168.10. [host down]
Nmap scan report for 192.168.10. [host down]
Nmap scan report Tor 192.168.10. [host down]
Nmap scan report Tor 192.168.10. [host down]
Nmap scan report for 192.168.10. [host down]
Nmap scan report for 192.168.10. [host down]
I - Nmap scan report for 192.168.10. [host down]
Filter Hosts Nmap scan report for 192.168.1@. [host down]

m Hypes-V Manager E_v Attacker Kali- Bxter.. 33 Windows Server 20... = pFsense - Firewall 6... _1_:_ Ubuntu 64-bit

B.4. The firewall policies created in B.3 is kept and task A.2 is repeated. As shown in the
provided screenshot, the difference is the host for 192.168.10.2, 192.168.10.10, 192.168.10.11
are now down instead of up.



