OLD DOMINION
CYSE301 CYBERSECURITY TECHNIQUES AND OPERATIONS

Assignment #6 — Wifi password cracking

AUSTIN CUPP
01183567



B3 Artacker Kali - External Workstation on CY301-ACUPPO0T - Virtual Machine Connection
File Action Media Clipboard View Help
@0 nmwe ko B
Applications = Places » M Wireshark = Thu16:43

labdwep.cap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Aw RE Qe» s =aaaf

Source Destination Protocal Length Info

Cisco_84: Broadcast 263 Beacon frame
2 IntelCor_3b:c8:c9 (.. Cisco_fa:3b: 802.11 28 802.11 Block Ack, Flags=........
.BEBR523 Apple_28:d8:50 Cisco-Li_Vc:de: B62.11 150 QoS Data, SN=2829, FN=8, Flags=.
.808522 Cisco-Li_7Vc:de: B02.11 10 Acknowledgement, Flags=
.802571 Apple_28:d8:50 Cisco-Li_7c:do: 802.11 457 QoS Data, SN=2830, FN=8, Flags=.
002591 Apple_28:d8: 8e2.11 10 Acknowledgement, Flags=........
.B14858 Apple_28:d8:50 Cisco-Li_7c:do: 802.11 146 QoS Data, SN=2831, FN=0, Flags=.p...
.017936 Apple_28:d8:50 Cisco-Li_7c:do: B02.11 146 QoS Data, SN=2831, FN=0, Flags=.p..R
.B24088 Cisco-Li_T7c:ice:63 Broadcast 8e2.11 112 Beacon frame, SN=2018, FN=08, Flags=.
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v Frame 1: 263 bytes on wire (2184 bits), 263 bytes captured (2184 bits)
+ IEEE 802.11 Beacon frame, Flags:
v IEEE 882.11 wireless LAN

ff ff ff f4
16 26 22 ee
00 81 06 24
o8 Bd 87 55
5b 2a 01 2d
a8 ea oe Be
3B 14 81 Be
28
@0 B  Ba e
e 18 o0e ]¢]
ff 83 59 4b

- Firewsll 6.. DM Attacker Koli - Exter...

37_3 Attacker Kali - External Workstation on CY301-ACUPPO01 - Virtual Machine Connection
File Action Media Clipboard View Help
@0 n» B 5 i
Places « B Wireshark = Thu 16:47

labdwep.cap

‘Wireshark - Protocol Hierarchy Statistics - lab4wep.cap e ® 6

Protocol =~ Percent Packets Packets Percent Bytes Bytes Bits/s
= |Frame 100.0 404693 100.0 40709189 1,031k
~ |IEEE 802.11 wireless LAN 116.7 472392 20.7 8415672 213k
= Logical-Link Control 0.1 280 01 31207 790
Spanning Tree Protocol 0.0 137 0.0 5891 149
Internet Protocol Version 4 0.0 3 0.0 60 1
Transmission Control Pratocol 0.0 3 0.0 120 3
Address Resolution Protecel 0.0 1 0.0 28 o
B802.1X Authentication 0.0 117 0.1 2277 575
- Extensible Authentication Protocol 0.0 110 0.1 21617 547
Malformed Packet 0.0 12 0.0 o o
Data 45.7 200952 75.2 30623474 775k
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» Frame 1:
» TEEE B02{
» IEEE BB2{

No display filter.

BHelp

2a58

28 e B8
e ea 7f
a8f e af

By oV Manager
Al. Traffic and heirarchy of lab4wep.cap before decryption




l.—_—' Antacker Kali - External Workstation on CY301-ACUPPO0T - Virtual Machine Connection
File Action Media Clipboard View Help

@O uw B S5 210

Applications ~ Places = [ Terminal ~ Thul7:06

R T ST Y ST SCUROUT VP T VORI S Y -

root@CS2APenTest: ~/CYSE301/Module V-Wireless Security

Edit View Search Terminal Help
: # aircrack-ng labdwe,

Encryption

ccni-test WEP (B IVs)
Unknown
wn

hpsetup one (0.0.0.0)

L

None
None
Unkn
WPA

@

M@ W®

Monarchobu 2
rchobu EAPOL+WPA (8@ han

None (@.@ 0)
WPA (8 handshake
None
None
K e
None
No data - WEP or

Monarchobu WPA (@ handsha

Mo display 1

BHelp

Bl rvper-v Mansger B pFsense - Firewa BY Attacker Kali - Exter...

I—T_-l Attacker Kali - External Workstation on CY301-ACUPPDOT - Virtual Machine Connection
File Action Media Clipboard View Help
n@®0 nw (f 5 G
Applications = Places = [ Terminal = Thu17:01

lat

File gt - yap— ity ES— PPy TS

root@CS52APenTest: ~ [CYSE301/Module V-Wireless Security

- JFile Edit View Search Terminal Help
| Attack will be re

Bytes

726690
195579

502311

2 ]
C7(24864)
BE(38288)

EY FOUND! [ F
rypted correctl 1€

No display filter.

BHelp Copy

pFsense - Firewall 6., S Attacker Kali - Exter...

Al. The file is decrypted

Bits/s
157 k
42k
1,133
17
967
104
108 k

® Close |




P Astacker Kahi - External Workstation on CY301-ACUPPOOT - Virtual Machine Connection
File Action Media Chpboard View Help
a
] Terminal ~ Fri19:47

labdwep.cap

root@CS2APenTest: ~/CYSE301/Module V-Wireless Security
File Edit View Search Terminal Help

[ F2:C7:BB:35:B9 ]

# airdecap-ng -h
airdecap-ng
irdecap-r
# airdecap-ng -w F2

ap-ng -w F2:

Total &

Total number of WEP

Total number of WPA da
1 t

@ 7 labdwep.cap Packets: 404693 . Displayed: 1(0.0%) Profile: Default

+ Other Locations

"labdwep.cap” selected (47.2 MB)

ﬂil Hypes-V Manager B pFsense - Firewall 6... __% Attacker Kali - Exter...

Al. The key is used to prove decryption



'_.J Attacker Kal - External Workstation on CY301-ACUPPOOT - Virtual Machine Connection
File  Action

"@®0

tions ~

Media Clipboard View Help

5 i
W Wireshark ~

ma | fx
Places ~ Fril9:49
lab4wep-dec.cap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools

Am @ RE Q> .0 e >

[W]Apply a display filter

Help
=8

La)

Q

¥
= = =

+

No. Protocol
TCP

TCP

Destination

70.186.30.26

70.186.30.27
2.10 78.186.28.23
2.18 78.186.28.21
2.10 164.106.251.250
2.10 164.106.251.250
?-1A 1RA 1AR 251 _2R[

Source
192 .168.
192.168.

Time
16 4.733275
17 4.733275

Length
54
54

443
443

[ACK]
[ACK]
443 [ACK]
443 [ACK]
809 [FIN, ACK] Seq=l—

. 80 [FIN, ACK] Se
an FETM ACK]1 San

TCP
TCP
TCP
TCP
Tro

168.
168.
168 .
168,
1RA

182.
192.
192.
192,
1a?

19 5.262240
20 5.262748
21 5.427101
22 5.427101
22 6 A2?71A1
v+ Frame 1: 52 bytes on wire (416 bits), 52 bytes captured (416 bits)
v+ Ethernet II, Src: Cisco-Li da:cf:32 (00:16:b6:da:cf:32), Dst: Spanning-tree-(for-bridges) @0 (01:80:c2:00:80:
+ Data (38 bytes)

B1 80 c2 00 0P 00 0@ 16 b6 da cT 32 00 G0 80 @@
B8 16 b6 da cf 20 PE 0 60 00 80 BE 08 16 b6 da
cf 30 80 02 60 00 14 9O ©2 00 ©1 0O a5 a5 a5 aS
a5 a5 a5 a5

lab4wep-dec.cap Packets: 142415 - Displayed: 142415 (100.0%)  Profile: Default

T

=2 pFsense - Firewa

EF attacker Kali - External Workstation on CY301-ACUPPOOT - Virtual Machine Connection

File Action Medha

Clipkoard
By D

View Help

Places ~ Wireshark ~
labdwep-dec.cag
File Edit View Go Capture

Analyze Statistics

R E Q « » .3 |« »

Telephony Wireless Tools Help
e a o IEF
(=] 'i Expression...

Wireshark - Protocol Hierarchy Statistics - labdwep-dec.cap @ @& @

Lu)

= =

+

Protocol = Percent Packets

MNutani

Frame 1:
Ethernet II,

Data

2080
eaele
8828
ap3e

@ ¥

52 bytes on wil
Src: Cisco
({38 bytes)

81 80 c2 00 00 €6 g8
@8 16 b6 da cf 38 ¢
cf 38 BE 62 66 68 1
as a5 aS a

labd4wep-dec.cap

JPEG File Interchange Format 0.0

)

No display fitter.

~ Transmission Control Protocol

13.6

Secure Sockets Layer

Malformed Packet

Hypertext Transfer Protocol
MIME Multipart Media Encapsulation
Media Type
Line-based text data

JavaScript Object Notation
HTML Form URL Encoded
Compuserve GIF
FTP Data
File Transfer Protocol (FTP)
Internet Group Management Protocol
Internet Control Message Protocol

Data
Address Resolution Protocol

ElHelp

0.6
0.0
0.9
0.0
0.0
0.0

0.0
0.0
0.0
0.0
0.0
0.0
0.0
12
86.2

Copy -|| ®Close

+ Other Locations

pFsense - Firewall ..

B Artacker Kali - Exter...

“labdwep.cap” selected (47.2 MB)

Al. There are a large number of ARP packets present for ARP broadcasts to discover the

address.



B¥ attacker Kali - External Workstation on CY301-ACUPPO01 - Virtual Machine Connection
File Action Media Clipboard View Help
52 = @O uw o &
Applicatio d I Wireshark ~ Thu16:47
labdwpal.cap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

a4 = ® O RE o «» 0" | = aaq
W . .

Source Destination Protocol Length Info
1 @.080000 ga: LiteonTe cB:cd f
2 -9.000081 Cisco_39:8a: LiteonTe_cB:ca: 7T (. 5 Request-to-send, Flags=........
.0B0BEe Cisco_39: 4 w LiteonTe_c8:cd4:7f (. i 882.11 Block Ack, Flags=........
.BB6144 LiteonTe_c8: Hir o Sl % Acknowledgement,
.915382 Cisco-Li_da: = Broadcast . Beacon frame, SN=68, FN=8, Flags=....
.B2e480 Cisco_39:0a: « LiteonTe c8: 4 i . Request-to-send,
.825688 Cisco_39:0a: LiteonTe_cB:ca:7f ( ’ Request-to-send,
. 040469 Cisco-Li da:cf: Spanning-tree-(for-. u Data, SN=69, FN=8,
. 049448 Cisco_39:8a: (T4:.. LiteonTe_cB:c4:7f (

- nanaan i A fEAs | ikmanTn aflenATE i 000 Do o oo ) aon—

Frame 1: 16 bytes on wire (128 bits), 16 bytes captured (128 bits)
IEEE 882.11 Request-to-send, Flags:

ba 88 B4 12 68 a3 c4 cB c4 7f f4 7f 35 39 Ba

Manager Fsense - Firewall 6. OB Attacker Kali - Exter...

B attacker Kali - External Werkstation on CY301-ACUPPO0 - Virtual Machine Connection
File  Action Media Clipboard  View Help
B @O umw B D i
Applications Places ~ B Wireshark ~ Thu16:48
labdwpal.cap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

R S < - ST S S -V N V- - N
Wireshark - Protocol Hierarchy Statistics - lab4wpa2.cap e ®

Protocol = Percent Packets Packets Percent Bytes Bits/s
- Frame 100.0 10074 100.0 157 k
= |EEE 802.11 wireless LAN 104.0 10480 26.9 42k
= Logical-Link Control 0.1 11 0.7 1,133
= Internet Protocol Version 4 0.0 4 0.0 17
Transmission Control Protocol 0.0 4 0.6 967
802.1X Authentication 0.0 4 0.1 104
Data 241 69.1 108 k

ro0NOUEWN

"

Frame 1:
IEEE s@2

No display filter.
BHelp Copy - »® Close

sense - Frewall 6. O Attacker Kali - Exter..

A2. Traffic and hierarchy of lab4wpa2.cap before decryption



Recyele Bin

Applications « Places * [ Terminal = Thu17:08

d}e STV P OO R 7O W= S .

Acrobat root@CS2APenTest: ~/CYSE301/Module V-Wireless Security
Reader
Terminal Help

[e0:80:01] Tested 231 keys (got 19772 IVs)
7] byte(vote}

Nmap - s F2(28928) 7A(27136) 30(26112) 21(24832) 27(24832) 03(24576)
Zenmap GUI C7(24064) 71(23808) 5C(23552) 20(23296) 2A(23296) 52(23296)
BE(30208) AB(25344) BF(25344) DO(24832) 08(24576) 93(24576)

/ FC(24064) 25(23808) 2A(23808) A9(23808) BD(23808B) 00(23552)
e : B9(308720) 33(26624) 2E(25344) (4(25344) 64(25688) ED(25088)

hlutanocS5R KEY FOUND! [ F2:C7:BB:35:B89 ]
' Decrypted correctly: 180%

IL.:—:

Wireshark

¥ # aircrack-ng labdwpa2.cap
=0pening lab4wpa2.capase wait...
Read 10074 packets.

# ESSID Encryption

:32 ccni-test WEP (8 IVs)

: BB None (8.8.8.0)

A8 None (0.0.0.8)

:C7 CCNI WPA (1 handshake)
+EB None (8.8.8.8)

:AB  AccessODU None (©.0.6.0)

:Al No data - WEP or WPA
:A2 MonarchODU No data - WEP or WPA
:A4 eduroam Mo data - WEP or WPA

-'.I

VM - Kal;
Login infa

WU B W N

o

Vilware :
Waorlstati... Copy

® Lo & h Hypes-V Manager B prsense - Firewal 6.

Ll
B8 Artacker Kali - External Works! -AC DO1 - Virtual Mac nnection
File Action Media Clipbo:

Recycle Bin - ® 0O ] &

Applications ~ Places ¥ [ Terminal ~ Thul7:14

abdwy p
A~ T — e

Acrobat root@CS2APenTest: ~/CYSE301/Module V-Wireless Security
Reader
View Search Terminal Help

° St Aircrack-ng 1.5.2
Nmap - [00:00:00] 16/9822768 keys tested (72.60 k/s)
Zenmap GU
Time left: 1 day, 13 hours, 53 minutes, 47 seconds

e : KEY FOUND! [

»
Nutanix SSR

password ]

Master Key

s

n’ W' Transient Key

Wireshark

q : EAPOL HMAC
7] g - :

Google
Chrome

VM - Kali
Login info

No display filter.

VMware
Workstati... BHelp

* Hyper-V Manager BB prsense - Firewall 6. D8 Attacker Kali - Exter..

A2. The file is decrypted

pression...

NION
| ¢

[5 Help Desk:

F08 PM

e

A~ ¥4 ds

514 PM
12/1/2022




1? Atzacker Kali - Bternal Workstation on CY301-ACUPPL0T - Virtual Machine Connection
File Action Media Clipboard \View Help
B @0 nue o
Places = [ Terminal = Fri19:59

labdwep.cap

File pran—trm—ma P Campiont £ - ey T N

root@CS2APenTest: ~/CYSE301/Module V-Wireless Security

File Edit View Search Terminal Help quN

9D BD 63 D4
> BD D 3B E3 69 79 47
ec @5 15

1A 09 12 78 71 F2'FD
# airdecap-ng -p pa

- ap-ng -p pa
cap -e CCNI
number of stations

plaint
decrypted WEP

of
of
er of
r of

Packets: 404693 - Displayed: 1{0.0%) Profile: Default

+ Other Locations

“lab4wep.cap” selected (47.2 MB)

- Firewall 6.. 8 Attacker Kali - Bt

A2. The key is used to prove decrpytion, screenshot shows commands used



P astacker Kali - External Workstation on CY301-ACUPPOOT - Virtual Machine Connection
File Action Media Clipboard View Help
=@ O B
Applications ~ B Wireshark ~

labd4wpa2-dec.cap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

® b RE A« .0 »6_|= @ aalFf

d -| Expression.. +

Source Destination Protocol |Length
192.168.2.23 8.8.8.8 DNS 86
2,25 78.186,306.21 e
768.186.38.21 TCP
76.186.30.21 TCP
70.186.30.21 TCP!
1Q2 TRA 7 272 TR ARA WA 2D Tre “:?_'
Frame i: 42 bytes on wire (336 bits), 42 bytes captured (336 bits)
Ethernet II, Src: Apple_d3:93:65 (a4:5e:60:d3:93:65), Dst: Broadcast (ff:ff:ff:ff:
Address Resolution Protocol (request)

ff ff ff ff ff T a4 Se 60 d3 93 65 08 06 €0 B1
@8 60 06 64 00 01 a4 Se 60 d3 93 65 c@ a8 €2 17
BE 6P PO 86 60 P8 a9 fe Ff ff

lab4wpal-dec.cap Packets: 2228 - Displayed: 2228 (100.0%) Profile: Default

pcap ET - {elt b TTUTC oy

+ Other Locations

“labdwep cap” selected (47.2 MB)

- Fitewall 6.. 9 Attacker Kali - Exter...

B Attacker Kali - External Workstation on CY301-ACUPPOO] - ¥irtual Machine Connection
File Action Media Clipboard View Help
Bs @O mw» O B

Applications ~ Places ~ W Wireshark ~ Fri 20:07

File Edit View Go Capture Analyze 5Statistics Telephony Wireless Tools Help

t —

A = ® O R [ A « » 01« > _ e a o T

y display filter tr : =3 -| Expression.. + rk
Time Wireshark - Protocol Hierarchy Statistics - labdwpa2-deccap @ & &
46 4.206336 9]
47 4.206336 Protocol = Percent Packets =
48 4,206336 M - Frame 100.0
49 4, 206848 . - Ethernet 100.0
E? :“ﬁm * Internet Protocol Version 6 01
= User Datagram Protocol 0.0
Frame 1: 42 bytes on wi Multicast Domain Name System 0.0
Ethernet II, Src: Apple Internet Control Message Protocol ve Q.1
Address Resolution Prot * Internet Protocol Version 4 99.7
= User Datagram Protocol 1.5
Network Time Protocol 0.0
Multicast Domain Name System 0.0
GQUIC (Google Quick UDP Internet Connections) 01
Domain Mame System 1.0
Data 0.3
= Transmission Control Protocol 98.2
Secure Sockets Layer 5.7
= Hypertext Transfer Protocol 2.8
Portable Network Graphics 0.0

ff ff ff ff frf ff &
88 8@ 86 B4 0 BP1 4
00 PO @0 G0 00 0O A

]
No display fitter

?  lab4wpa2-dec.cap BHelp * Close |

+ Other Locations

“labdwep.cap” selected (47.2 MB)

.?% Attacker Kali - Ext

A2. There are a large number of TCP packets present appearing to be a syn-ack flood.



£ Artacker Kali - External Workstation on C¥301-ACUPPEO1 - Virtual Machine Connection

File Action Media Clipboard View Help

@0

Applications ~

B D

Thu 17:50

Casiost L 2 . _FU IR W

root@CS2APenTest: ~[Desktop/VMshare

View Search Terminal Help
2-P4-81.cape wait...

Bytes

tential targets 726690

195579

[e0:08:09] 22416 2 y : 502311
Time left: 46 minutes, 51 seconds

KEY FOUND! [ linkinpark

91 7
B

Transient K

.
No display filter.

BHelp Copy

Bits/s
157 k
42k
1,133
17
967
104
108k

| ﬂg_lose

pFsense - Firewall 6., OB Attacker Kali- Eder.. [} VMshare

B1. A dictionary attack is implemented, and the password is found, linkinpark




& Attacker Kali - External Workstation on CY301-ACUPP001 - Virtual Machine Connection - =] L:v(
W File Action Media Clipboard View Help (7]
Recycle Bin @ @0 nuw D [
Applications v Places v [ Terminal ~

root@CS2APenTest: ~

Acrobat § File Edit View Search Terminal Help
Reader Total number of pack read
Total number of WEP ta packet
Total number of WPA data
Number of plaintext data
Number of ¢ ypted WEP pa
Number of corrupted WEP packe
Number of decrypted WPA packets
Number of bad TKIP (WPA) packe
Number of bad CCMP (WPA) pac
# airdecap-ng
You must also specify the ESSID
airdecap-ng --help" for help.
# airdecap-ng -p e Cybe
Total number
Total number
otal
Total
Number plai t
Number decrypte
Number corrupted ¥
decrypted
bad TKIP (WPA)
Number bad CCMP (WPA)
|

Google
Chrome

VM - Kali
Login info

By HypervMonoger B phsense - Firews.. 3 AttackerKali-Ex. [ Public Downioads  [l| VMshare B vMshare B PubiicDownloads [l VMshare

B2. The key is used to prove decryption, screenshot shows command



EP Attacker Kali - External Worlstation on CY301-ACUPPOOT - Virtual Machine Connection
File Action Media Clipboard View Help
=] @0 | unmwifd &
Applications > Places ~ W Wireshark ~ Fri21:41
WPA2-P4-D1-dec.cap e ® 0
File Edit View Go Capture Analyze »5Statistics Telephony Wireless Tools Help

® RE Qew des-_ = aaalif

=4 ~| Expression.. +

Source Destination Protocol Length ==
0.8.8.8 255.255.255.255 DHCP 356 ——}

8.0.0.8 255.255.255.255 DHCP 368

3 0.641104 42,62,94.2 192.168.1.127 TCP i ff—
41.610888 192.168.1.1 192.168.1.127 DNS 164 - :
51.621128 182.168.1.1 192.168.1.127 DNS 168

A1 TIMIT2R AR 18 24 2473 1Q2 1R8 1 127 Trp 54
P

Frame 1: 356 bytes on wire (2848 bits), 356 bytes captured (2848 bits)

Ethernet II, Src: HuaweiTe b8:3d:23 (0@:9a:cd:bB8:3d:23), Dst: Broadcast (ff:ff:ff:
Internet Protocol Version 4, Src: 0.0.0.8, Dst: 255.255.255.255

User Datagram Protocol, Src Port: 68, Dst Port: &7

Bootstrap Protocol (Discover)

O 7 WPA2-P4-01-dec.cap Packets: 522 - Displayed: 522 (100.0%)  Profile: Default

B proense-Firena.. B9 Anackerkali-Ex. i 1 are B rubiic Downloads [l VMshare

= B Attacker Kali - External Workstation on CY201-ACUPPOOT - Virtual Machine Connection - =} ® N
E File Action Media Clipboard View Help ')
e Bin B D@0 nw D> g

Applications ~ Places = B Wireshark ~
WPA2- .cap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
am 2 B o e* s =aaaq

Wireshark - Pratocol Hierarchy Statistics . WPA2-P4-Dl-deccap @ @ @

. 000Ee0 B Protocol ~ Percent Packets
Sh ALty = [Frame 100.0
3 8.641184
= =~ Ethernet 100.0
4 1.6510888 .
51.621128 = Internet Protocol Version 4 100.0
R4 731798 = User Datagram Protocol 29.7
- GQUIC (Google Quick UDP Internet Connections) 0.6
Frame 1: 356 bytes on Domain Name System 4.4
Ethernet II, Src: Huawe] Data
Internet Protocol Versi Bootstrap Protocol 0.4
User Datagram Protocol, = Transmission Control Protecol
Bootstrap Protocol (Dis - X11
Malformed Packet
Secure Sockets Layer
- MSN Messenger Service
fF TF FF c
ag 48 A - Hypertext Transfer Protocol
o] oo MP4 | ISOBMFF file format
ee (=] c JavaScript Object Notation
e ae ¢ Data
e a8 : Internet Control Message Protocol
1] e &
ae ae a 1
08 [ L¢] 8 No display filter
Lele] oe

B =

MNutan

BiHelp Copy ~=|| ®Close |

WPA2-P4-01-dec.cap

I Attacker Kali - Ex




B2. We have a large % of the traffic is UDP or TCP packets as presented in the hierarchy for
WPA2-P4-01-dec.cap.






