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CYSE301 CYBERSECURITY TECHNIQUES AND OPERATIONS 

Assignment #4 – Ethical Hacking 
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A.1 display of all 5 critical security issues in the target Windows server 2008 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

A.2 exploit that targets a security issue other than MS17-010.  

I chose MS15-034. CVE-2015-1635.  

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

A.3 Needed options are  Remote hosts, Remote port, threads and a remote client. This will check if 

scanned hosts have a vulnerability in the HTTP protocol stack allowing arbitrary code execution. Allows 

remote attackers to execute arbitrary code via crafted HTTP requests. This is a denial of service module.   

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

B.1 Payload options are configured, 30123 is the listening port number. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

B.2 Meterpreter session is background using background command.  Then the active sessions are 

displayed. 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

C.1 A screenshot of the target machine 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

C.2 Text file is created named "IMadeIT-acupp001.txt" with “This is XXX, hello pumpkin!” in the file, the 

file is uploaded to the target desktop, the file exists, and the command is shown that uploaded the file. 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

C.3 The file is stolen (downloaded) from C:/inetpub/ftproot/ 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

C.4 Windows Command Prompt accessed via the meterpreter shell, a malicious user is created with  

Acupp001 with admin privilege in the Windows Server 2008.  

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

C.5 Remote access to the malicious account is created in the previous step and here I browse the files  

belonging to the other user in the RDP.    


