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Assignment #5

Activities (] Terminal Sep 27 16:13
$s +1 acupp@acupp-VirtualBox: ~ Q = - o

sudo useradd Ziggy
sudo useradd Shelby
sudo useradd Brianna
sudo useradd Austin
sudo useradd Jake
sudo useradd Terry
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Step 1: used sudo useradd to add 6 users.



(] Terminal Sep 27 15:36

acupp@acupp-VirtualBox: ~ Q =

$ sudo passwd Ziggy
New password:
BAD PASSWORD: The password is shorter than 8 characters
Retype new password:
passwd: password updated successfully
$ sudo passwd Shelby
New password:
BAD PASSWORD: The password is shorter than 8 characters
Retype new password:
passwd: password updated successfully
$ sudo passwd Brianna
New password:
Retype new password:
passwd: password updated successfully
$ sudo passwd
New password:
Retype new password:
passwd: password updated successfully
$ sudo passwd
New password:
Retype new password:
passwd: password updated successfully

$

Step 1 continued: used sudopasswd USER to add a password to each account. The passwords are
Ziggy: love

Shelby: 2019

Brianna: iloveyou2017

Austin: nova$1969

Jake: kitten2009

Terry: Ar!ZOnA1971

(=] Terminal
acupp@acupp-VirtualBox: ~

Retype new password:
passwd: password updated successfully

:~S sudo passwd Shelby
New password:
BAD PASSWORD: The password is shorter than 8 characters
Retype new password:
passwd: password updated successfully

: % sudo passwd Brianna
New password:
Retype new password:
passwd: password updated successfully

: % sudo passwd Austin
New password:
Retype new password:
passwd: password updated successfully

:~% sudo passwd

New password:
Retype new password:
passwd: password updated successfully
:-S sudo passwd Terry

New password:

Retype new password:

passwd: password updated successfully
%




Activities (-] Terminal

"s +1 acupp@acupp-VirtualBox: ~

passwd: password updated successfully
:§ sudo passwd Austin
Mew password:
Retype new password:
passwd: password updated successfully
: S sudo passwd Jake
New password:
Retype new password:
passwd: password updated successfully
:S$ sudo passwd Terry
New password:
Retype new password:
passwd: password updated successfully
S sudo tail -6 fetc/shadow > acupp@8i.hash
-5 1s
acupp@0l.hash
copyright cyse270

rockyou.txt
Step 2: used sudo tail -6 /etc/shadow > acupp001.hash to export the users hashes into a file named
acupp001.hash

Activities (-] Terminal

$s [+l acupp@acupp-VirtualBox: ~

gunzip rockyou.txt.gz
1s

/ acuppf@1.hash
. copyright_cyse270

Downloading john the ripper

rockyou. txt



Activities (-] Terminal Sep 27 16:31

*’ +1 acupp@acupp-VirtualBox: ~ Q =

$ cat acupp001.hash
Ziggy:$yS$3ioTSCIid50p4H1UUOMLSMIY /D1ScL3Nv4.dV/yIWZTqYOGB8GRBgpKGWMMRQT8CdQ5u8an4:
19627:06:299999:7:::
Shelby:SyS$Sj9TSHC41nRTgZWM26ZQt jGKMG. SNOUZz7dBz2VhLE6pYXM84Rdhuv9ESLEj2C.0ZGxrc3cC
$19627:0:99999:7:::
Brianna:SyS$joTSWHB4 /VUuwdZeB3MhkUmyD . $XcnOVwumv2FEWVpGeMYO2sLVRQwunufNdfT31Fggpl
A:19627:0:99999:7:::
Austin:Sy$joTS$S9r1S0I18D9c1ZjNDCCP3UOSALOUUOBBCTDWEOHYa/s7woPGL jpku28ESm. fQZAZC10
$19627:0:99999:7:::
Jake:SyS$joTSILop.4mMWOipn2TNSAPONOSTL7rgTa2doCY /ulq4f8tQpOTHUML /9WVg5HeLNIX9y6: 1
9627:0:99999:7:::
Terry:SyS$jOTSIDLIITIW3UUOjFI1snRTU.St5KCXTFuLLzvzbPpwgid8uVQFXVEWmkHaQadPHKCES3:
19627:0:99999:7:::

N |

Hashes present in file
Activities (] Terminal

s 1 acupp@acupp-VirtualBox: ~

Session aborted

:-S$ cat acupp@@l.hash
Ziggy:5$y$joTSCIid50p4HiUUIMi5SmIy /D1Sc13Nv4 . dV/yIWZTqYOGBGRBgPKGWMMRQTECAQ5u8an4:
19627:8:99999:7 110
Shelby:5y$j9TSHC41nRTgZWM26ZQt jGKMG . SNOUz7dBz2VhLE6pYxMB4Rdhuv9ESLEj2C.0ZGxrc3cC
19627:0:99999:7:1:
Brianna:Sy$j9TSWHB4 /VUuwdZeB3MhkUmyD . $XcnOVwumv2FEWVpGeMY02sLVRQwunufNdfT31Fggpl
A:19627:0:99999:7:::
Austin:SyS$joTS$9rIS0I18D9c1Z jNDCCP3UOSALIUUOBBCTDWEOHYa/s7woPGL jpku28ESm. FQZAZCLO
19627:0:99999:7:1:
Jake:Sy$j9TSILop. 4mMWOipn2TNSAPONOSTL7rgTa2doCY /ulqdf8tQpOTHUML /9WVg5SHeLNIX9y6: 1
9627:8:99999:7:::

Terry:5yS$j9TSIDLIITIW3UUOjFI1snRTU. St5KCXTFuLLzvzbPpwgid8uVQFXVEWmkHaQadPHKCES3:
19627:8:99999:7 110

:-$ john --wordlist=rockyou.txt acupp@@1.hash
Using default input encoding: UTF-8
Loaded 6 password hashes with 6 different salts (crypt, generic crypt(3) [?/64])
Cost 1 (algorithm [®:unknown 1:descrypt 2:md5crypt 3:sunmd5 4:bcrypt 5:sha256cry
pt 6:sha512crypt 7:scrypt 10:yescrypt 11l:gost-yescrypt]) is 18 for all loaded ha
shes
Cost 2 (algorithm specific iterations) is 1 for all loaded hashes
Will run 2 OpenMP threads
iress 'q" or Ctrl-C to abort, 'h' for help, almost any other key for status

Step 2 continued: used john the ripper tool to attempt to crack the passwords in wordlist mode



Fd Ubuntu-acupp [Kunning] - Uracle VIVI Virtualsox
File Machine View Input Devices Help

Activities (=] Terminal Oct 2 23:54

,‘s M acupp@acupp-VirtualBox: ~

pt 6:sha512crypt 7:scrypt 10:yescrypt 11:gost-yescrypt]) is 10 for all loaded ha
shes
Cost 2 (algorithm specific iterations) is 1 for all loaded hashes
Will run 2 OpenMP threads
Press 'q' or Ctrl-C to abort, 'h' for help, almost any other key for status
0g 0:00:16:07 0.03% (ETA: 2023-11-13 02:57) 0g/s 4.864p/s 29.48c/s 29.48C/s ....
stenta L2 22222
Remaining hashes 6 (0 removed)
Remaining salts 6 (0 removed)
Time in seconds 967.04 (967.04 new)
Successful guesses © (0 new, 0 g/s)
Passwords tested 4704 (4704 new, 4.864 p/s)
dupe suppressor is disabled
and it accepted 0 (0.00%, 0 p/s)

rejected 0 (0.00%, 0 p/s)

out of total 0 (0 p/s)
Hash computations 28512 (28512 new, 29.48 c/s)
Hash combinations 28512 (28512 new, 29.48 C/s)
0g 0:00:16:16 0.03% (ETA: 2023-11-13 12:09) 0g/s 4.819p/s 29.40c/s 29.40C/s ....
e enl222222
Session aborted
:$ john --show acupp001.hash

0 password hashes cracked, 6 left

Y |

Step 3: Unfortunately, despite loading 6 hashes, and keeping john the ripper open for over 10 minutes
the passwords were not cracked.



