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Step 1: used sudo useradd to add 6 users.  

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

Step 1 continued: used sudopasswd USER to add a password to each account. The passwords are 

Ziggy: love 

Shelby: 2019 

Brianna: iloveyou2017 

Austin: nova$1969 

Jake: kitten2009 

Terry: Ar!Z0nA1971 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

Step 2: used sudo tail -6 /etc/shadow > acupp001.hash to export the users hashes into a file named 

acupp001.hash 

 

 

 

 

 

Downloading john the ripper 



Hashes present in file 

 

 

 

 

 

 

 

 

 

 

 

 

 

Step 2 continued: used john the ripper tool to attempt to crack the passwords in wordlist mode 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

Step 3: Unfortunately, despite loading 6 hashes, and keeping john the ripper open for over 10 minutes 

the passwords were not cracked.  


