1.

user1 = gate
user2 = 2468
user3 = read123
user4 = break47!
user5 = home23
user6 = Tree20@

F1 Teady

o useradd wser?
useradd: user ‘userl” already

Sudo useradd userl
useradd: user 'userd” al reacdy

useradd users
T OUSEr Cusers” already Exlsts

"l ESETS
per ‘userd” already exists

sudo useradd usere
useradd: user 'useért’ already &

Sido passwd userl
vt -
néw passworad:

password updated

qwd user?

new password:
password updated

sido passwd userd
New password:
Retype néw password:

il password updated

S0 passed users
MNew password:
H & nitw password:
passwd: password updated

passwd: password updated

successfully

successtully

successfully

successtully




locate rockyou.txt.gz
Jhome /stuedent/rockyou. txt. gz
fusr/share/wordlists/rockyou.txt.gz

sudo cp fusr/share/wordlists/rockyou.txt.gz /home/student

R
total 188888
drwxr=-xr=x student student LP96 OCt
drwxr-air-x student student HB96 Oct
IrWEr-xr-x student student 5096 Oct
drwxr-xr-x 2 student student 4396 Oct
irwar-xr-x 2 student student 396 Oct
drwxr-xr-x student student P96 OCt
IrWEr-5r-x student student 006 Oct
irwer-xr-x 2 student student 096 Oct
-rW-rw-r-- student student 594 Oct
re-rw-r-- 1 student student 09 Oct
===~~~ student student 139921587 Oct
MW=C==F== root root 53357329 Oct
FW-Fw-F-- student student 2096 Oct

58

58

;58

-1

H=1

e |

]

1

111 hash.txt
131 one.txt

s&4 rockyou.txt
= L) |

165 student.txt

2
£
£
P
F)
rJ
d
Fj
b
b
B
)
]

gunzip rockyou.txt.gz
gzip: rockyou.txt already exists; do you wish overwrite [y or n)? y

-

sudo grep -E “"userl|user2|user3|userd|userS|usert|® fetc/shadow
root:*:2@150:0:99990:7:::
daemon:+:20150:0:99999:7:::
hin:+:20150:0:99999:7:::
SYS:#:20150:0:909990:7::5:
SYNC:*:28150:0:99999:7:::
cames:*:2@158:8:99999;: 7
man:*:20150:0:99999:7:::
Lp:*:20150:0:99999:7:::
mail:*;:2@150:8:99999:7:::
NEws :*: 20150:0:99090 = F=::
JucCp:*:20158:8:99999:7:::
proxy:+:20150:9:99999:7:::
wew-data:*:20150:0:99999:7:::
backup:#:20150:0:99999:7:::




shadow > avaledZ.ixt
SCL

EPFNICRE

wordlisTs  home s student / rockyol . Txt

i hEshes with 6 F vt salts [erypt, peneric cryptll) [Y/E

3] : 1ideSEFypt 2: /K NS RIBEFYPT 3 BEFYPE oiiRAN1IETYRL : J] 15 @ For all

iterations) is for all Loaded hashes
b
to abort, almost any other key Tor status

or Ctrl

- Sent an email, regarding staying after class to get help with no passwords getting
cracked









