   
   
In this assignment, you will act as an hackker to iden7fy the vulnerabili7es in the LAN network and a defender to apply proper countermeasures. You need to provide a screenshot for each task below.    
Task A: Sword - Network Scanning (20+ 20 = 40 points)   
Power on the listed VMs and complete the following steps from the External Kali (you can use either nmap or zenmap to complete the assignment)   
· External Kali   
· pfSense   
· Ubuntu    
· Windows Server 2022   
Make sure you didn’t add/delete any firewall policy before conInuing. 1. Use Nmap to profile the basic informa7on about the subnet topology (including open ports informa7on, opera7on systems, etc.)  You need to get the service and backend soLware informa7on associated with each opening port in each VM.   
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2. Run Wireshark in Internal Kali VM while External Kali is scanning the network. Discuss the traffic pa3ern you observed. What do you find? Please write a 200-word essay to discuss your findings.    
Wireshark is showing that it is receiving mul7ple protocols such as ICMP, TCP, and UDP. Wireshark is detec7ng that the machine is trying to connect to the firewall but it is not receiving anything and geWng DNS. There are lso mul7ple reports of ARP which means address resolu7on protocol which means it is trying to find the IP address.    
   
Task B: Shield – Protect your network with a firewall (10 + 10+ 20 + 20 = 60 points)   
In order to receive full credits, you need to fill the table (add more rows if needed), implement the firewall rule(s), show me the screenshot of your firewall table, and verify the results.  1. Configure the pfSense firewall rule to block the ICMP traffic from External Kali to Ubuntu VM.   
	Rule #   
	Interface   
	Ac7on   
	Source IP   
	Des7na7on IP   
	Protocol (port # if appliable)   

	1   
	WAN   
	Block   
	192.168.217.3  
	 192.168.10.18  
	 	ICMP   


[Add the screenshot here]   
[image: ]    

2. Clear the previous firewall policies and configure the pfSense firewall to block all ICMP traffic from External Kali to the LAN side.    
	Rule #   
	Interface   
	Ac7on   
	Source IP   
	Des7na7on IP   
	Protocol (port # if appliable)   

	2   
	LAN   
	Block   
	192.168.217.3  
	 192.168.10.18  
	 	ICMP   


   
[image: ]    
3. Clear the previous firewall policies and configure the pfSense firewall to block ALL traffic from External Kali to the LAN side, except for the FTP protocol towards Ubuntu.    
	Rule #   
	Interface   
	Ac7on   
	Source IP   
	Des7na7on IP   
	Protocol (port # if appliable)   

	3   
	LAN   
	Block   
	192.168.217.3  
	 192.168.10.18  
	 	21   
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{root® kali)-[~
3 hmap -0 192.168.10.28
Starting Nmap 7.945VN ( https://nmap.org ) at 2025-10-09 17:54 EDT 7
Nmap scan report for 192.168.10.18
Host is up (0.0042s latency).

Trash
emmmmm \ot shown: 968 filtered tcp ports (no-response), 30 closed tcp ports (reset)

PORT  STATE SERVICE :
21/tcp open ftp 7’
22/tcp open ssh o

Device type: general purposelstorage-misclfirewall z

Running (JUST GUESSING): Linux 2.6.X4.XI3.X|5.X (92%), Synology Diskstation

Manager 5.X (86%), WatchGuard Fireware 11.X (86%) #

0S CPE: cpe:/o:linux:linux_kernel:2.6.32 cpe:/o:linux:linux_kernel:4.4 cpe:/o
:linu; inux_kernel:3.10 cpe:/o:linux:linux_kernel:5 cpe:/o:linux:linux_kerne

File System

1 cpe:/a:synology:diskstation_manager:5.1 cpe:/o:watchguard: fireware:11.8 4
- Aggressive 05 guesses: Linux 2.6.32 (92%), Linux 4.4 (92%), Linux 2.6.32 or 3

.10 (91%), Linux 2.6.32 - 2.6.35 (90%), Linux 2.6.32 - 2.6.39 (90%), Linux 5. 24
Home - 5.4 (88%), Linux 3.1 - 4.1 (88%), Linux 3.2 - 3.8 (88%), Linux 4.0 (87%) -

, Linux 2.6.18 (87%) §

No exact 05 matches for host (test conditions non-ideal). 7
- 05 detection performed. Please report any incorrect results at https://nmap.o =

rg/submit/ . i

Nmap done: 1 IP address (1 host up) scanned in 21.07 seconds

[(zoot® kali)-(~]
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Nmap done: 1 IP address (1 host up) scanned in 21.07 seconds

[ (xoot® kali)-[~
-+ nmap -0 192.168.10.19

Starting Nmap 7.94SVN ( https://nmap.org ) at 2025-10-09 17:57 EDT
Nmap scan report for 192.168.10.19

Host is up (0.011s latency)

Not shown: 997 filtered tcp ports (no-response)

PORT  STATE SERVICE - .
135/tcp open msrpc ipn o
139/tcp open netbios-ssn

445/tcp open microsoft-ds
Warning: 0SScan results may be unreliable because we could not find at least -
1 open and 1 closed port
Device type: general purpose
Running (JUST GUESSING): Microsoft Windows 202211112016 (97%) , .
05 CPE: cpe:/o:microsoft:windows_server 2016

Aggressive 05 guesses: Microsoft Windows Server 2022 (97%), Microsoft Windows
11 21H2 (91%), Microsoft Windows Server 2016 (91%

No exact 0S matches for host (test conditions non-ideal)

05 detection performed. Please report any incorrect results at https://nmap.o
rg/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 22.16 seconds

(root® kali)-[~ -

L
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64 bytes from 192.168.10.18: icmp_seq=5 ttl-63 time=3.80 ms
ie

— 192.168.10.18 ping statistics —
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rtt min/avg/max/mdev = 2.143/3.385/4.611/0.930 ms

[{root@kali)-[=]
ping 192.168.10.18
PING 192.168.10.18 (192.168.10.18) 56(84) bytes of data.
i
zsh: suspended ping 192.168.10.18

[(root@kati)=~]
]

[ (roet@ kati)-(~)
* ping 192.168.10.18
PING 192.168.10.18 (192.168.10.18) 56(84) bytes of data.
g
— 192.168.10.18 ping statistics —
3 packets transmitted, O received, 100% packet loss, time 2030ms

® kali)-[~]
[Ctzeot 1
L
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Starting Nmap 7.94SVN ( https://nmap.org ) at 2025-10-09 17:48 EDT

Nmap scan report for 192.168.10.13

Host is up (0.0038s latency)

Not shown: 998 closed tcp ports (reset)

PORT  STATE SERVICE

8000/tcp open http-alt

8089/tcp open unknown

No exact 05 matches for host (If you know what 0S is running on it, see https
://nmap. org/submit/ ).

TCP/IP fingerprint:

0S:SCAN(V: %D=10/9%0T=8000%C

05: EB2DD1%P-x86_64-pc-Linux-gnu)SEQ(SP=FEXGC o4
05:SP=FFXGC %TS-A)OPS(01-N5B4ST11NW7X02-M5BAST1INN7X03

os

os

os:

0s
os

Network Distance: 2 hops
05 detection performed. Please report any incorrect results at https://nmap.o

rg/submit/ . =
Nmap done: 1 IP address (1 host up) scanned in 25.56 seconds

(root® kali)
] >
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{root® kali)-[~
3 hmap -0 192.168.10.28
Starting Nmap 7.945VN ( https://nmap.org ) at 2025-10-09 17:54 EDT 7
Nmap scan report for 192.168.10.18
Host is up (0.0042s latency).

Trash
emmmmm \ot shown: 968 filtered tcp ports (no-response), 30 closed tcp ports (reset)

PORT  STATE SERVICE :
21/tcp open ftp 7’
22/tcp open ssh o

Device type: general purposelstorage-misclfirewall z

Running (JUST GUESSING): Linux 2.6.X4.XI3.X|5.X (92%), Synology Diskstation

Manager 5.X (86%), WatchGuard Fireware 11.X (86%) #

0S CPE: cpe:/o:linux:linux_kernel:2.6.32 cpe:/o:linux:linux_kernel:4.4 cpe:/o
:linu; inux_kernel:3.10 cpe:/o:linux:linux_kernel:5 cpe:/o:linux:linux_kerne

File System

1 cpe:/a:synology:diskstation_manager:5.1 cpe:/o:watchguard: fireware:11.8 4
- Aggressive 05 guesses: Linux 2.6.32 (92%), Linux 4.4 (92%), Linux 2.6.32 or 3

.10 (91%), Linux 2.6.32 - 2.6.35 (90%), Linux 2.6.32 - 2.6.39 (90%), Linux 5. 24
Home - 5.4 (88%), Linux 3.1 - 4.1 (88%), Linux 3.2 - 3.8 (88%), Linux 4.0 (87%) -

, Linux 2.6.18 (87%) §

No exact 05 matches for host (test conditions non-ideal). 7
- 05 detection performed. Please report any incorrect results at https://nmap.o =
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Nmap done: 1 IP address (1 host up) scanned in 21.07 seconds
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Nmap done: 1 IP address (1 host up) scanned in 21.07 seconds

[ (xoot® kali)-[~
-+ nmap -0 192.168.10.19

Starting Nmap 7.94SVN ( https://nmap.org ) at 2025-10-09 17:57 EDT
Nmap scan report for 192.168.10.19

Host is up (0.011s latency)

Not shown: 997 filtered tcp ports (no-response)

PORT  STATE SERVICE - .
135/tcp open msrpc ipn o
139/tcp open netbios-ssn

445/tcp open microsoft-ds
Warning: 0SScan results may be unreliable because we could not find at least -
1 open and 1 closed port
Device type: general purpose
Running (JUST GUESSING): Microsoft Windows 202211112016 (97%) , .
05 CPE: cpe:/o:microsoft:windows_server 2016

Aggressive 05 guesses: Microsoft Windows Server 2022 (97%), Microsoft Windows
11 21H2 (91%), Microsoft Windows Server 2016 (91%

No exact 0S matches for host (test conditions non-ideal)

05 detection performed. Please report any incorrect results at https://nmap.o
rg/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 22.16 seconds
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