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Abstract

As technology becomes further integrated into the workplace, the level of cyber threats rises. Are 

current employees aware of these threats? Do they need to be? Is there a need for increased 

cybersecurity awareness within the workplace? Through my research, I have found answers to 

these questions, and throughout the course of this paper, I will share my findings. My research 

consisted of viewpoints from several disciplines, such as cybersecurity, ethics, education, and 

psychology. It is through the findings of these disciplines that not only does cybersecurity 

awareness within the workplace need to increase, but the manner in which it is taught and 

portrayed needs to evolve within the current digital landscape.
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The human factor is generally considered the weakest factor in the realm of 

cybersecurity.  Despite ever-increasing technological advances and the increased sophistication 

of systems designed to protect sensitive data, human error still remains one of the leading causes 

of cyber incidents. Through my research, the two primary ways to mitigate this issue are through 

surveillance and cybersecurity awareness. As this paper aims to determine the necessity of 

increased cybersecurity awareness, I will first discuss surveillance. If surveillance is enough of a 

solution on its own, there would be no need for increased cybersecurity awareness. While certain 

types of surveillance can make employees feel safer, such as gates, security cameras, and 

security guards, others can be perceived as invasive. For example, surveillance techniques such 

as screen and email monitoring, which are designed to detect and prevent internal breaches, often 

come with negative connotations among employees. The more invasive types of surveillance are 

effective tools for ensuring greater security within the workplace, but could hamper the 

productivity, morale, and mental health of employees. In fact, research has shown that constant 

exposure to invasive surveillance methodologies can lead to varying psychological 

consequences, including anxiety, fatigue, depression, and other health issues, which can 

ultimately impair an employee’s effectiveness and well-being in the workplace. “...some 

psychological studies have documented the link between monitoring and fatigue, anxiety, 

depression and nervous disorders, and adverse impacts on health and productivity”(West & 

Bowman, 2014). Surveillance, while a strong tool for security, is not enough of a solution to 

prevent the need for increased cybersecurity awareness among employees.
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Cybersecurity awareness, or CSA, is defined by Sunil Chaudhary as follows: “CSA 

encompasses an understanding of cyber risks that could potentially lead to cyber incidents and 

other cyber threats, their preventive and mitigation strategies, and, more crucially, the attitude 

and ability to translate the acquired knowledge into the right action or behaviour”(Chaudhary, 

2024). Chaudhardy argues that cybersecurity awareness is often misdefined as simply knowing 

information regarding cybersecurity. When in reality, a true understanding of cyber concepts and 

an understanding of why they are important is necessary as well. Employees need more than 

knowledge; they need to be invested in security and develop good routines, practices, and cyber 

hygiene. In other words, cybersecurity awareness is not only the development of knowledge, but 

also the development of behaviors. This distinction between definitions of cybersecurity 

awareness is critical when analyzing the current employee attitude towards cybersecurity. 

Employees may know of concepts, but they don’t always think it's their job to care about them. It 

is a common mindset to believe that cybersecurity is only the responsibility of those in the 

information technology field or those who are cybersecurity professionals. Additionally, 

Chaudhary asserts that thinking with security in mind is not an intuitive thing to do. 

Consequently, employees are predisposed to thinking that cybersecurity awareness training is a 

nuisance that takes away time from what they deem to be more productive tasks. With all this in 

mind, perhaps the issue at hand is not entirely the level of cybersecurity awareness but the 

manner in which it is taught and represented to employees as well.
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In the world of cybersecurity, cybersecurity frameworks are created to organize an 

organization’s plan for combating cyber threats, thereby protecting sensitive information and 

data. “This approach can cover a wide range of topics, such as the best practices for password 

management, spotting and avoiding phishing scams, safeguarding sensitive information, and 

handling security incidents. This method offers a consistent approach to training and assists firms 

in making sure that all employees, regardless of job function or level of technical skill, receive 

the same training. Additionally, by utilizing frameworks for cybersecurity awareness, businesses 

can gauge the success of their training initiatives using indicators like employee feed-back, the 

frequency of security awareness training, and the volume of security incidents 

reported”(Taherdoost, 2024). By implementing a framework for cybersecurity awareness, 

companies can clearly illustrate to their employees the expectations regarding cybersecurity. 

Additionally, a cybersecurity framework functions as a means of teaching employees how to be 

security-minded and ensuring best practices are used within the workplace. “These programs are 

designed not only to equip individuals with the necessary knowledge and skills to recognize and 

respond to potential threats but also to foster a cybersecurity-conscious culture within the 

organization”(Abrahams et al., 2024).

Conclusion

In summation, cybersecurity awareness is more than just knowing cybersecurity-related 

concepts; it is understanding their importance and consciously integrating them into daily 

routines and behaviors. For cybersecurity awareness to be truly effective, it must go beyond 

theoretical training to foster a security-conscious mindset and culture. In order to properly 

portray cybersecurity awareness to employees within the workplace, the implementation of a 



Is There a Need for Increased Cybersecurity Awareness Within the Workplace? 6

cybersecurity framework is necessary. These frameworks set clear goals, guidelines, and 

expectations for employees. Only when employees are properly educated on and understand the 

importance of cybersecurity can human error be properly mitigated.
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