CYSE 301: Cybersecurity Technique and Operations

Assignment 3: Sword vs. Shield



In this assignment, you will act as an attacker to identify the vulnerabilities in the LAN network and a
defender to apply proper countermeasures. You need to provide a screenshot for each task below.

Task A: Sword - Network Scanning (20+ 20 = 40 points)
Power on the listed VMs and complete the following steps from the External Kali (you can use either

nmap or zenmap to complete the assignment)

External Kali

pfSense

Ubuntu

Windows Server 2022

Make sure you didn’t add/delete any firewall policy before continuing.

1. Use Nmap to profile the basic information about the subnet topology (including open ports
information, operation systems, etc.) You need to get the service and backend software information
associated with each opening port in each VM.
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2. _Run Wireshark in Internal Kali VM while External Kali is scanning the network. Discuss the traffic

pattern you observed. What do you find?_Please write a 200-word essay to discuss your findings.

Task B: Shield — Protect your network with a firewall (10 + 10+ 20 + 20 = 60 points)
In order to receive full credits, you need to fill the table (add more rows if needed), implement the
firewall rule(s), show me the screenshot of your firewall table, and verify the results.
1. Configure the pfSense firewall rule to block the ICMP traffic from External Kali to Ubuntu VM.

Rule # Interface Action Source IP Destination IP Pr.otocol'
(port # if appliable)
1 WAN Block 192'71638’21 192.168.10.18 ICMP

[Add the screenshot here]

L3 B2 Windows 7 on CY301-ASIDWOO2 - Virtual Machine Connection - a X
G2 fdfm (=R W=y BHp File Action Media Clipboard View Help
@O uw|fs By B DO umI|f o E
BB |1 2 3 4|c T pfSense CYSEcom - Fire X lallsla] % |
- <« C | A Notsecure | b#pt://192.168.10.2/firewall_rules.php?if=wan § 3
ﬁsense ystem ~ Interfaces ~  Firewall v S ~ VPN~ Status~ Diagnostics ~ Help 3
COMMUNITY EDITION
WARNING: The ‘admin account password is set to the default value. Change the password in the User Manager.
Firewall/ Rules/ WAN Wi E @

The changes have been applied successfully. The firewall rules are now reloading in the background.
Monitor the filter reload progress

Floating WAN LAN

Rules (Drag to Change Order)

States  Protocol Source Port Destination

Port Gateway Queue Schedule Description Actions
X 0/0B * Reserved Block bogon networks ¢
Not assigned by
IANA
X 0/0B  IPva 102.168.217.3 * 1021681018 * none Block ICMP from Ext 3,0
IcMP Kali to Ubuntu o
any
&/ /782 IPva+6  WAN subnets none /0
0% packet loss, t KiB * Smx
htips://192.168.10.2/firewall_rules phpTif=FioatingRules -
A ~i] & [l e il

2. Clear the previous firewall policies and configure the pfSense firewall to block all ICMP traffic from
External Kali to the LAN side.

Rule # Interface Action Source IP Destination IP Pr.otocol'
(port # if appliable)
5 WAN Block 192.716;8.21 192.122431.10.0/ ICMP

[Add the screenshot here]
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3. Clear the previous firewall policies and configure the pfSense firewall to block ALL traffic from
External Kali to the LAN side, except for the FTP protocol towards Ubuntu.

P I
Rule # | Interface Action Source IP | Destination IP r.otoco'
(port # if appliable)

192.168.10.18 FTP #21

3 WAN Allow 192'71638'21

4 WAN Block 192.7128.21 192.1gi.1o.0/ .

[Add the screenshot here]
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4. Keep the firewall policies you created in Task B.3 and repeat Task A.1. What's the difference?

Extra credit (15 points): Use NESSUS to enumerate the security vulnerabilities of Microsoft Windows

Server 2022 VM in the CCIA network.



