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Read this and write a journal entry summarizing your response to the article on social
cybersecurity

The article highlights the shift in focus from traditional cybersecurity, giving way to the

newly popular discipline of social cybersecurity, which views social relations, human behaviors,

and cultural issues as critical components of risk to cybersecurity and responses. The article's

main point is the growing significance of knowing and preventing cybersecurity threats that take

advantage of relationships and behaviors. The writers make important the complicated

connection that exists between human behavior, social culture and political outcomes; they also

make the importance of the value of multiple approaches in order to successfully address these

difficult problems. It also emphasizes the importance of social cybersecurity for national

security, pointing out how government as well as non-government organizations use robots,

social media platform tampering and knowledge conflict to create disputes, convince public

opinion, and destroy public confidence in organization. To protect private information, secure

vital infrastructures, and fight off criminals who operate on social cyberspace, cybersecurity

tactics, regulations and technology must be continuously updated and creative. The writers talked

about the idea of “cognitive hacking” which is the use of technology to attack computer

networks as well as to alter people’s thoughts, attitudes, and actions. In order to successfully

reverse human behavior, social culture, and political outcomes, this new take on the classic cyber

framework calls for a better grasp of psychological and sociological factors in addition to

technological skills. All things considered, this investigation into social cybersecurity has

increased my understanding of the complex relationship that exists between technology, human

behavior, and national security, bringing an importance to the constant need for creativity,

attention, and strategic planning in order to protect our digital environment.




