
 

Data Collection is the biggest issue through the lens of Social Science. Data collection is 

the process of gathering information about an individual, such as their behavior, through 

scrolling, liking, posting, or searching. Not just one platform but multiple are collecting 

information about users behavior, interests, and even their location. The article, IEEE Digital 

Privacy, mentions how crucial these privacy risks are because users do not completely 

understand how much data is being collected or how it's being used.  

The Federal Trade Commission also talks about major social media and streaming 

companies participating in large-scale surveillance, meaning they are constantly tracking users 

across different apps and services. According to the article, Journal of Computer-Mediated 

Communication, psychology talks about why users are continuing to use social media even when 

concerned about their privacy. They describe it as a privacy paradox, meaning users are aware of 

this issue and care about their privacy, but continue to use it because it's more convenient for 

them. Sociology also allows us to see that oversharing on social media has become a normal and 

repeated habit in society. 

 Technical and Social solutions are the most effective strategies to implement to lower 

these risks. On the technical side, organizations can enhance their privacy by using stronger 

encryption, limiting the amount of data collected from users, and making privacy settings easier 

to navigate and understand. The Federal Trade Commission also recommends stronger policies 

to ensure companies are not collecting more data than needed. Even though these solutions could 

make the organization safer. Many users still choose convenience over privacy, even when they 

are aware of these risks. Additionally, Social media companies rely on data from users to 

advertise or make a profit, which causes less control over reducing data collection of users.  



 

In reflection, looking at cybersecurity from a social science perspective can allow us to 

better understand how human behavior can play a major role in creating risks. Throughout this 

case study, it is clear that privacy issues on social media are not just caused by the companies but 

also by the choices people make, such as what they share and how they interact online. When 

looking at psychology and sociology factors, we can understand why people use these platforms 

to share information, even if it means oversharing information, knowing the risks behind it. It 

also shows us that people are influenced by convenience more than security.  

In conclusion, this case study shows us how using social science in cybersecurity helps us 

understand real-world problems like the exposure of users privacy on social media platforms. By 

looking at and understanding these issues, we can create solutions to help us reduce risks for 

individuals and society altogether.  
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