
 

Mirai Malware 

 

T1. Highlighted the top malware when searching Mirai signature, I will be using the highlighted 

one for this lab.

 

T2. Shows downloaded malware sample in my downloads directory.
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T7.  

a.​  



 

b.​  

c.​  

d.​  

T8. This malware seems to embed a slui.exe to evade detection, as well as use an updater.exe as 

well. Seemingly installing two potential backdoor programs that can be executed for malware. 

Seemingly the malware executed multiple connections to multiple countries for “updates from 

microsoft” with multiple connections in the settings-win.data.microsoft.com domain. The two 

executable files it used may be used to turn a pc into a bot in a botnet, forcing it to execute the 

programs. 

T9. 



 

a.​  

b.​ This malware simply embedded a slui.exe to the computer on execution. This malware 

went through the same connections, dns requests, etc. However this slui.exe may 

potentially act as a subtle keylogger, with the slui.exe meant to evade detection. 

 

T10. The two malwares committed similar processes in their execution. The Mirai installed an 

updater.exe and an embedded slui.exe in order to provide a backdoor for attempts at botnet 

operations. While the VIPKeylogger malware seemingly embedded a very subtle slui.exe to act 

as a keylogger, potentially drawing even less attention than the Mirai. 


