
The growth of technology is highly unappreciable and can go in any direction with essentially 

no way to predict the outcome. When tech was still young, researchers had no idea what the 

Unintended Consequences of Anonymity would be and how it would cause stuff like cyber 

bullying and cybercrime or what laws to make and how to keep up with the evolving 

technology to prevent crimes, they still have no clue. Also, routine theory is only a recent 

theory they came about in the 80’s; the theory explains why crimes happen which is because 

of motivated offenders, a vulnerable target, and a lack of guardianship. 

The Unintended Consequences of Anonymity 

Definition: The purpose of the internet was to make for more open communication but because 

of this open communication, anonymity is highly prevalent because you do not have to give your 

info out to every website you visit. 

Examples: Cyber bullying has been steadily inclining as technology grows at least 46% of all 

teens in 2022 have received some sort of cyberbullying. There are thousands if not millions of 

cybercrimes committed daily and 99% of those criminals never get caught and just as much g go 

unreported 

Mitigation Techniques: Digital Rights Management (DRM) In order to prevent anonymous 

piracy, creators use "encryption" to ensure that only authorized users can access content and 

"content identification" (watermarks/digital fingerprints) to track leaks back to the source. 

The Unpredicted Lag Between Technology and Law 

Definition: The term "unpredicted lag" between technology and the law refers to the amount of 

time that harmful behaviors enabled by new technologies occur before the legal system has 

developed particular laws to recognize or punish them.   "Criminal liability may fail if statutes 



are vague or don't neatly fit the conduct" because the legal system relies on definitions of crime 

that have already been established.   There is a gray area where behavior may be sociologically 

viewed as "wrong" but technically remains outside the "legal definition" of crime because no 

defense or explanation is required if the act is not specifically illegal. 

Example: A 13-year-old girl named Megan Meier committed suicide in 2006 because of Lori 

Drew's, and a group of her friends, online hoax involving a fictitious MySpace profile. 

Prosecutors charged Drew under the Computer Fraud and Abuse Act (CFAA) for "unauthorized 

access" because there was no federal cyberbullying statute in place at the time. They essentially 

claimed that breaking MySpace's Terms of Service constituted a federal offense. She was found 

not guilty of the felonies by the jury. Later, a misdemeanor conviction was overturned because 

the statute did not adequately address online harassment. 

Mitigation Techniques: Guardianship This strategy focuses on the context of the crime and 

limiting opportunities rather than waiting for laws to punish offenders.  Also, proactive policing 

and specialized tools In order to comply with current legal frameworks or apprehend criminals, 

law enforcement uses technology to adapt. 

 

The Evolution of "Routine Activities" 

Definition: This topic comes from the Routine Activities Theory, in which theory states crime 

happens when there is a motivated offender, a vulnerable target, and a lack of guardianship. his 

theory was created recently (around 1979) as the rise of technology because criminologists did 

not Forsee technology becoming what it is now 



Example: Some examples a Routine Activities Theory crime (RAT) are crimes like phishing 

scams, cyber bullying, ransomware, or pretty much every cybercrime that includes social 

engineering 

Mitigation Techniques; Proper training, I will never be able to stress enough how important 

proper training is to ensure 99% of all leaks or cybercrime attacks are prevented. Since RAT 

crimes are purely related to humans, we must stop it by not giving the offender a good target.  

Philosophical Discussion 

Using the lens of the short arm of predictive knowledge helps me to mainly see that we don’t 

know everything and so that with any policies I make they need to be flexible and have room for 

interpretation and that the cybersecurity field in generals needs to be flexible because with that 

flexibility what it is that being a policy, hardware, software, or training will fall flat within 

months because it cannot withstand the constant change of cyber crime  

Conclusion 

The "Short Arm of Predictive Knowledge" illustrates how it is essentially impossible to forecast 

how technology will alter criminal behavior.   An obvious example of this failure is the legal 

system's tardiness in addressing anonymity, which allowed crimes like cyberbullying to 

proliferate before laws could define the behavior.   The application of Routine Activities Theory 

highlights this predictive gap even more:   Although the theory correctly identifies that crime 

requires a motivated offender and a lack of guardianship, sociologists initially failed to anticipate 

that the internet would eliminate physical barriers, creating an endless supply of targets and 

complicating prevention strategies. 
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