
CYSE 270 Lab 5 – Password Cracking  

Alex Bretana 

 

Step 1 – create 6 users (sudo useradd ____, sudo passwd 
*USER* ____) 

1. Jeff - community 
2. Abed - 1984 

3. Pierce – balding1945 
4. Troy – cha$eth3m0ney 

5. Britta – woman23 
6. Annie – Pr3D@t0R%751 

 



 
 



Step 2A: export user’s hashes to abret003.hash 
“Tail -6 /etc/passwd “ shows the 6 most recent created users (hence -6) 

“sudo tail -6 /etc/shadow > abret003.hash” takes the 6 most recent hashes 
from etc/shadow and imports them to a new file named abret003.hash 
“cat abret003.hash” checks the file to ensure it was copied properly

 
Step 2B: run john the ripper on the file (sudo john –

format=crypt abret003.hash –
wordlist=/home/alex/rockyou.txt) 



 
Step 3: how many passwords have been cracked after 10 

minutes? 
In my case, only one password was cracked at 26 minutes in, and it 
was the simplest one: Jeff’s password, “community.” It would take 
days to crack the harder ones. EDIT: at 27 minutes, it cracked the 

2nd password, Abed’s password: “1984.”  

 

 



EXTRA CREDIT:  echo 5f4dcc3b5aa765d61d8327deb882cf99 
> extracredit.txt 

echo 63a9f0ea7bb98050796b649e85481845 >> extracredit.txt

 
cat extracredit.txt 

 
John –format=raw-md5 –wordlist=/home/alex/rockyou.txt 

extracredit.txt 
John –show –format=Raw-MD5 extracredit.txt 

 


