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Below is the snippet of a sample lab report. 
[bookmark: _Hlk84038129]TASK A
1. [bookmark: _Hlk84038244]Open a terminal window.
[image: A screenshot of a computer

Description automatically generated]
[bookmark: _Hlk84037280]Your explanation goes here. For example:
I opened the terminal for Ubuntu.  
2. Execute the correct command to display user account information (including the login shell and home directory) for the current user using grep.
[image: A screenshot of a computer

Description automatically generated] 
[bookmark: _Hlk84037358]Your explanation goes here. For example:
In order for me to display user account information  for the current user utilizing grep, I typed cat /etc/passwd | grep Alysia. Cat /etc/passwd shows all user information while grep command gets information from the user account.
3. Execute the correct command to display user password information (including the encrypted password and password aging) for the current user using grep.
[image: A screenshot of a computer

Description automatically generated]
[bookmark: _Hlk84037498]Your explanation goes here. For example:
I typed the command sudo cat  /etc/shadow  | grep Alysia in order to see the password information such as encrypted password and password aging; I can also see the current user.
4. Create a new user named xxxxx and explicitly use options to create the home directory /home/xxxxx for this user.
[image: A screenshot of a computer

Description automatically generated]
[bookmark: _Hlk84037558]Your explanation goes here. For example:
I utilized the command sudo useradd -m -k /etc/skel abeck012 to create a new user named after my MIDAS, and utilized options to create the home directory /home/abeck012 for my new abeck012 user. Useradd enables me to add users while /etc/skel allows me to contents of a specific directory is copied to the new user’s home directory.  Also -m allows me to create a user’s home directory while -k enables me to override /etc/login.defs defaults.
5. Set a password for the new user. 
[image: A screenshot of a computer

Description automatically generated]
Your explanation goes here. For example:
I typed the command sudo passwd abeck012 in the terminal to create a password for my new user account.  
6. [bookmark: _Hlk84121303]Set bash shell as the default login shell for the new user xxxxx, then verify the change.
[image: A screenshot of a computer

Description automatically generated]
[bookmark: _Hlk84037823]Your explanation goes here. For example:
In order to set bash shell as the default login shell for the new user abeck012 I typed the command sudo usermod -s /bin/bash abeck012. To verify the change I typed tail -5 /etc/passwd to see the users at the end of the first five lines.  
7. Execute the correct command to display user password information (including the encrypted password and password aging) for the new user xxxxx using grep.
[image: A screenshot of a computer

Description automatically generated]
Your explanation goes here. For example:
I utilized the command sudo cat /etc/shadow | grep abeck012  to showcase user password information for my new user abeck012 using grep. Cat /etc/shadow command displays emcrypted passwords and password aging.
8. Add the new user xxxxx to sudo group without overriding the existing group membership.
[image: A screenshot of a computer

Description automatically generated]
[bookmark: _Hlk84038087]Your explanation goes here. For example:
In order to add the newuser abeck012 to the sudo group without overriding the existing group membership, I typed sudo usermod -G sudo abeck012; the -G prevents the command from completely replacing the sudo membership.  -G enables abeck012 to join the sudo membership.
9. Switch to the new user’s account, then continue Task B.
[image: A screenshot of a computer

Description automatically generated]
[bookmark: _Hlk84038304]Your explanation goes here. For example:
In order to switch my user account from Alysia to abeck012, I typed su abeck012 in the terminal.  
TASK B
1. Open a terminal window and determine the shell you are using.
[image: A screenshot of a computer

Description automatically generated]
[bookmark: _Hlk84038362]Your explanation goes here. For example:
I typed the command echo $SHELL to determine the shell that I was utilizing, which was /bin/bash.  
2. Display the current user’s ID and group membership.
[image: A screenshot of a computer

Description automatically generated]
[bookmark: _Hlk84038830]Your explanation goes here. For example:
I typed the command id in the terminal in order to see the user’s ID and group membership. The UID, GID, and groups such as abeck012 and sudo listed.  
3. Display the group membership of the root account.
[image: A screenshot of a computer

Description automatically generated]
[bookmark: _Hlk84038932]Your explanation goes here. For example:
I typed the command groups root in order to showcase the membership of the root account.  
4. . Run the correct command to determine the user owner and group owner of the /etc/group file.
[image: A screenshot of a computer

Description automatically generated]
Your explanation goes here. For example:
I typed the command ls -l /etc/group to see the user owner and group owner of the /etc/group file. It appears that the user/owner root had ownership of /etc/group.  

5. Create a new group named test and use your UIN as the GID.
[image: A screenshot of a computer

Description automatically generated]
[bookmark: _Hlk84038996]Your explanation goes here. For example:
I created the group test and changed the GID to my UIN by typing sudo groupadd -g 1127384 test in the terminal.  The -g enables me to choose the GID to the test group.
6. Display the group account information for the test group using grep.
[image: A screenshot of a computer

Description automatically generated]
[bookmark: _Hlk84039118]Your explanation goes here. For example:
The command cat /etc/group | grep test enabled me to see the test group account information in the terminal.  
7. Change the group name of the test group to newtest.
[image: A screenshot of a computer

Description automatically generated]
Your explanation goes here. For example:
In order to change the group name from test to newtest, I typed the command sudo groupmod -n newtest test. -n enables me to change the group name.

8. Add the current account (xxxxx) as a secondary member of the newtest group without overriding this user’s current group membership.
[image: A screenshot of a computer

Description automatically generated]
[bookmark: _Hlk84039208]Your explanation goes here. For example:
I typed the command sudo usermod -a -G newtest abeck012 in order to append the new group to the user’s secondary group. -G is meant to not override the user’s current group membership while -a appends the command.  
9. Create a new file in the account’s home directory, then change the group owner to newtest.
[image: A screenshot of a computer

Description automatically generated]
Your explanation goes here. For example:
I typed sudo touch happy.txt in the terminal in order to create a new file. The command sudo chgrp newtest happy.txt enabled me to change the group owner of the file to newtest. Therefore, the group newtest had ownership over the happy.txt.  
10. Display the user owner and group owner information.
[image: A screenshot of a computer

Description automatically generated]
[bookmark: _Hlk84039391]Your explanation goes here. For example:
I typed the command ls -l happy.txt to see the user owner and group owner information; the group newtest had ownership of the happy.txt file.  
11. Delete the newtest group, then repeat the previous step. What do you find?	
[image: A screenshot of a computer

Description automatically generated]
Your explanation goes here. For example:
I deleted the newtest group by typing sudo groupdel newtest. Then, I retyped ls -l happy.txt to see the the group newtest no longer had ownership of the file nor existed.  

12. Delete the user xxxxx along with the home directory using a single command.	
[image: A screenshot of a computer

Description automatically generated]
Your explanation goes here. For example:
I typed sudo userdel -r abeck012 in terminal because I wanted to delete the abeck012 user account along with the home directory.  
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You have the Auto capture keyboard option turned on. This wil cause the Virtual Machine to automatically capture the keyboard every time the VM window is activated and make it unavailable to other applications running on your host machine: when the keyboard is captured, all keystrokes (including system ones like ()

The Virtual Machine reports that the guest OS supports mouse pointer integration. This means that you do not need to capture the mouse pointer to be able to use it in your guest 0 - all mouse actions you perform when the mouse pointer is over the Virtual Machine's display are directly sent to the guest 0S. TFthe (%

ties 3 Terminal v Oct1 2319
m eck012@alysia-VirtualBox: /home/alysia ~ Q
H alysia@alysia-VirtualBox:-$ cat /etc/passwd | grep alysia
:x:1000:1000:Alysia Beckles,,, :/home/ :/bin/bash
alysia@alysia-VirtualBox:-$ sudo cat /etc/shadow | grep alysia
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@ P71LFOBUdET16BCr7AGq42tVYwfQVDUFZ. :18872:0:99999:7:::
alysia@alysia-VirtualBox:-$ sudo useradd -m -k /etc/skel abecke12
alysia@alysia-VirtualBox:-$ sudo passwd abecke12
New password:
Retype new password:
passwd: password updated successfully
4 ia@alysia-VirtualBox:-$ sudo usermod -s /bin/bash abecke12
lysia-VirtualBox:-$ tail -5 /etc/passwd
gnome-initial-setup:x:125:65534: : /run/gnome-initial-setup/: /bin/false
gdm:x:126:131:Gnome Display Manager:/var/lib/gdn3:/bin/false
~_ alysia:x:1000:1000:Alysia Beckles, ,,:/home/alysia:/bin/bash

@ systend-coredump:x:999:999:systend Core Dumper:/:/usr/sbin/nologin
abeck012:x:1001:1001: : /home/abecke12: /bin/bash
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Select the snip mode using the Mode button or click the New (@
B

button alysia@alysia-VirtualBox:~$ su abecke12
Password:
To run a command as administrator (user "root"), use "sudo <command>".
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