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Below is the snippet of a sample lab report. 
TASK A
1.  Use Wireshark to capture and save ALL related packets when you ping the URL "www.odu.edu". a. Locate the DNS queries and responses in the traffic. b. What is the IP address of the DNS server? c. What information is answered from the DNS server? d. Apply the proper display filter in Wireshark to show ICMP requests. e. Apply the proper display filter in Wireshark to show ICMP responses. f. Show the Protocol Hierarchy Statistics of the traffic.
a. 
[image: A screenshot of a computer
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Figure 1 Example Screenshot for task A.1 (you don't have to make notations on your screenshot)
[bookmark: _Hlk83574727]Your explanation goes here. For example:
Above is the network configuration in my Kali Linux. I use the command "ifconfig," and the IP address returned is "192.168.10.13".  
b. K
[image: Graphical user interface, application

Description automatically generated]
                     
[bookmark: _Hlk83574950]Your explanation goes here. For example:
Above is the network configuration in my Kali Linux. I use the command "ifconfig," and the IP address returned is "192.168.10.13".  
c. 
[image: Graphical user interface, application

Description automatically generated]
               
[bookmark: _Hlk83575118]Your explanation goes here. For example:
Above is the network configuration in my Kali Linux. I use the command "ifconfig," and the IP address returned is "192.168.10.13".  
d. 
[image: ]
[bookmark: _Hlk83575169]Your explanation goes here. For example:
Above is the network configuration in my Kali Linux. I use the command "ifconfig," and the IP address returned is "192.168.10.13".  
e. 
[image: Graphical user interface, text, application

Description automatically generated]
[bookmark: _Hlk83575208]Your explanation goes here. For example:
Above is the network configuration in my Kali Linux. I use the command "ifconfig," and the IP address returned is "192.168.10.13".  
f. 
[image: Graphical user interface, application

Description automatically generated]
Your explanation goes here. For example:
Above is the network configuration in my Kali Linux. I use the command "ifconfig," and the IP address returned is "192.168.10.13".  
2. Use Wireshark to capture and save ALL related packets when you visit the URL www.odu.edu in a new Incognito window. Stop capturing after the ODU website is fully loaded. a. Locate all DNS queries and responses after you open the website and highlight the DNS query for the ODU website. b. How many other DNS queries have been captured after the ODU website is loaded? Can you explain why this happens? c. Combine what you have observed in the previous questions. Can you identify the widgets (external links) loaded on the ODU website? d. Show the Protocol Hierarchy Statistics of the traffic. 
a. K
[image: Graphical user interface, text, application, email

Description automatically generated]
b. L
[image: A screenshot of a computer

Description automatically generated]
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No. Time. Source Destination Protocol  Length Info

4420.. 6963.556735  10.254.56.39 128.82.112.29 1cHP 74 Echo (ping) request id=0x@001, seq=22/5632, tt1=128 (reply in 442080)

4420.. 6964.579409  10.254.56.39 128.82.112.29 1cHP 74 Echo (ping) request id=0x@001, 3/5888, tt1=128 (reply in 442091)

4420.. 6965.588786  10.254.56.39 128.82.112.29 1CHP 74 Echo (ping) request id=0x@001, seq=24/6144, tt1=128 (reply in 442093)

4420.. 6966.606355  10.254.56.39 128.82.112.29 1CHP 74 Echo (ping) request id=0x@001, seq=25/6400, tt1=128 (reply in 442095)

&R snipping Tool —

Frame 442079: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface \Device\NPF_{67D99241-F89D-49AB-BDES-DSBEFO4B7DEA}, id 0
Ethernet II, Src: IntelCor_7a:dd:93 (@4:d3:b@:7a:dd:93), Dst: Al1-HSRP-routers_01 (00:00:0c:07:ac:01) QZMEW [ Mode ~ () Delay ~ xgante\
Internet Protocol Version 4, Src: 10.254.56.39, Dst: 128.82.112.29
Internet Control Message Protocol

Select the snip mode using the Mode button or dlick the New
button.

@ Snipping Tool is moving... ~

In a future update, Snipping Tool will be moving to a
new home, Try improved features and snip like usual
with Snip & Sketch (or try the shortcut

Windows logo key + Shift + ).

Try Snip & Sketch

@ 7 wireshark_Wi-FiUVGAL.pcapng. || Packets: 442102 - Displayed: 4 (0.0%) - Dropped: 0 (0.0%) || profile: Default
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4420.. 6963.561510  128.82.112.29 10.254.56.39 cMP 74 Echo (ping) reply 1d=0x0001, seq=22/5632, tt1=246 (request in 442079)

4420.. 6964.584643  128.82.112.29 10.254.56.39 cMP 74 Echo (ping) reply id=0x0001, 3/5888, 46 (request in 442090)

4420.. 6965.593018  128.82.112.29 10.254.56.39 cMP 74 Echo (ping) reply 1d=0x0001, seq=24/6144, tt1=246 (request in 442092)

4420.. 6966.610301  128.82.112.29 10.254.56.39 cMP 74 Echo (ping) reply 1d=0x0001, seq=25/6400, tt1=246 (request in 442094)

&R snipping Tool —

Frame 442080: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface \Device\NPF_{67D99241-F89D-49AB-BDES-DSBEFO4B7DEA}, id 0
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Internet Protocol Version 4, Src: 128.82.112.29, Dst: 10.254.56.39
Internet Control Message Protocol

Select the snip mode using the Mode button or dlick the New
button.

@ Snipping Tool is moving... ~

In a future update, Snipping Tool will be moving to a
new home, Try improved features and snip like usual
with Snip & Sketch (or try the shortcut

Windows logo key + Shift + ).

Try Snip & Sketch

@ 7 wireshark_Wi-Fi6UVGAL.pcapng Packets: 442102 - Displayed: 4 (0.0%) * Dropped: 0 (0.0%)
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No. Time Source Destination Protocol  Length Info
266 65.256460 128.82.95.20 10.254.56.39 DNS 141 Standard query response 0xd7b@ A beacons2.gvt2.com A 216.239.36.117 A 216.239.38.117 A 216.239.32.117 A 216.239.34.117
297 82.552843 10.254.56.39 128.82.95.20 DNS 78 Standard query 0x42f0 A www.trendmicro.com L
298 82.552951 10.254.56.39 128.82.95.20 DNS 80 Standard query 0x89b9 A www.trendmicro.co.jp
299 82.557235 128.82.95.20 10.254.56.39 DNS 174 Standard query response 0x42f0 A www.trendmicro.com CNAME www-ss.trendmicro.com.edgekey.net CNAME e7481.g.akamaiedge.n..
300 82.557235 128.82.95.20 10.254.56.39 DNS 173 Standard query response 0x89b9 A www.trendmicro.co.jp CNAME san.trendmicro.com.edgekey.net CNAME e3828.g.akamaiedge.ne..
[+ 437111.43953)  10.254.56.39 128.82.95.20 DNS. 71 Standard query 0x393b A www.odu.edu
| 438111.441558  10.254.56.39 128.82.95.20 DNS 77 Standard query 0x8e@5 A wpad.wlan.odu.edu
L a0 111.a45040  128.82.95.20 10.254.56.39 DNS 87 Standard query response @x393b A www.odu.edu A 128.82.112.29
- 441111.447043  128.82.95.20 10.254.56.39 DNS 126 Standard query response 0x8e@5 No such name A wpad.wlan.odu.edu SOA nsl.odu.edu
483 111.630589  10.254.56.39 128.82.95.20 DNS 75 Standard query 0x1d19 A code.jquery.com
484111.631343  10.254.56.39 128.82.95.20 DNS 80 Standard query Oxefe6 A fonts.googleapis.com
489 111.633895  10.254.56.39 128.82.95.20 DNS 79 Standard query 0xd146 A kit.fontawesome.com
491111.634609  128.82.95.20 10.254.56.39 DNS 143 Standard query response 0x1d19 A code.jquery.com CNAME cds.s5x3j605.hwcdn.net A 69.16.175.10 A 69.16.175.42
493 111.634609  128.82.95.20 10.254.56.39 DNS 96 Standard query response Oxefe6 A fonts.googleapis.com A 172.217.0.42
496 111.6351290  10.254.56.39 128.82.95.20 DNS 83 Standard query 0xf8fc A maxcdn.bootstrapcdn.com
502 111.636970  128.82.95.20 10.254.56.39 DNS 163 Standard query response 0xd146 A kit.fontawesome.com CNAME kit.fontawesome.com.cdn.cloudflare.net A 104.18.22.52 A 104.. |
Questions: 1 ~
Answer RRs: 0
Authority RRs: @
Additional RRs: @
v Queries
v waw.odu.edu: type A, class IN
Name: www.odu.edu
T lanath: 111 hd
0000 00 00 @c 07 ac 01 04 d3 b 7a dd 93 @8 00 45 00
0010 00 39 47 15 00 00 80 11 dl 13 @a fe 38 27 80 52
0020 Sf 14 ed 8a 00 35 00 25 71 6f 39 3b 01 00 00 01
0030 00 00 00 00 00 00 [
0040 00 01 00 01
@ 7 Query Name (dns.qry.name), 13 bytes || Packets: 11550 - Displayed: 82 (0.7%) - Dropped: 0 (0.0%) || profile: Default
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266 65.256460 128.82.95.20 10.254.56.39 DNS 141 Standard query response @xd7b® A beacons2.gvt2.com A 216.239.36.117 A 216.239.38.117 A 216.239.32.117 A 216.239.34.117
297 82.552843 10.254.56.39 128.82.95.20 DNS 78 Standard query 0x42f@ A www.trendmicro.com
298 82.552951 10.254.56.39 128.82.95.20 DNS 80 Standard query ©x89b9 A www.trendmicro.co.jp
299 82.557235 128.82.95.20 10.254.56.39 DNS 174 Standard query response 0x42f@ A www.trendmicro.com CNAME www-ss.trendmicro.com.edgekey.net CNAME e7481.g.akamaiedge.n..
300 82.557235 128.82.95.20 10.254.56.39 DNS 173 Standard query response @x89b9 A www.trendmicro.co.jp CNAME san.trendmicro.com.edgekey.net CNAME e3828.g.akamaiedge.ne..
T 437 111.439532 10.254.56.39 128.82.95.20 DNS 71 Standard query 0x393b A www.odu.edu
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4420.. 6963549641  128.82.95.20 10.254.56.39 NS 87 Standard query response @xbf2e A ww.odu.edu A 128.82.112.29 p e
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