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Below is the snippet of a sample lab report. 
TASK A
1.  Use Wireshark to capture and save ALL related packets when you ping the URL "www.odu.edu". a. Locate the DNS queries and responses in the traffic. b. What is the IP address of the DNS server? c. What information is answered from the DNS server? d. Apply the proper display filter in Wireshark to show ICMP requests. e. Apply the proper display filter in Wireshark to show ICMP responses. f. Show the Protocol Hierarchy Statistics of the traffic.
a. 
[image: A screenshot of a computer

Description automatically generated]
 
[bookmark: _Hlk83574727]Your explanation goes here. For example:
I pinged the website www.odu.edu in the command prompt. Then I type DNS in the Wireshark filter and obtained DNS queries and responses in the traffic.  
b. 
[image: Graphical user interface, application

Description automatically generated]
                     
[bookmark: _Hlk83574950]Your explanation goes here. For example:
While I was in Wireshark, I was able to obtain the IP address of the DNS server by looking under the Domain Number System (query), which was 128.82.95.20.
c. 
[image: Graphical user interface, application

Description automatically generated]
               
[bookmark: _Hlk83575118]Your explanation goes here. For example:
The DNS server provides certain information on anything linked to the internet. It will provide me the IP address of any website that I am either pinging or searching for. The DNS servers’ main function is to convert domain names to IP addresses that are numerical. The DNS server is 128.82.112.29.
d. 
[image: Graphical user interface, text, application

Description automatically generated]

[bookmark: _Hlk83575169]Your explanation goes here. For example:
To get the ICMP requests to only be displayed on Wireshark, I had to type ip.dst = = 10.254.56.39 && ICMP. The numbers were the IP address to the website I pinged earlier in this lab, which was www.odu.edu.
e. 
[image: Graphical user interface, text, application

Description automatically generated]

[bookmark: _Hlk83575208]Your explanation goes here. For example:
In order to get the ICMP responses to only be displayed on Wireshark, I had to type ip.src = = 10.254.56.39 && ICMP.
f. 
[image: Graphical user interface, application

Description automatically generated]
[bookmark: _Hlk83584760]Your explanation goes here. For example:
In order to obtain the Protocol Hierarchy Statistics of traffic I clicked the statistics tab and clicked the Protocol Hierarchy. Which shows the statistics of several protocols such as ICMP, IPv4, and etc.
2. Use Wireshark to capture and save ALL related packets when you visit the URL www.odu.edu in a new Incognito window. Stop capturing after the ODU website is fully loaded. a. Locate all DNS queries and responses after you open the website and highlight the DNS query for the ODU website. b. How many other DNS queries have been captured after the ODU website is loaded? Can you explain why this happens? c. Combine what you have observed in the previous questions. Can you identify the widgets (external links) loaded on the ODU website? d. Show the Protocol Hierarchy Statistics of the traffic. 
a. 
[image: Graphical user interface, text, application, email

Description automatically generated]
[bookmark: _Hlk83579382]Your explanation goes here. For example:
I typed DNS in the Wireshark filter to see a display of queries and responses, and then I highlighted the DNS query by clicking on the word query.

b. 
[image: A screenshot of a computer

Description automatically generated]
Your explanation goes here. For example:
There have been several DNS queries because those are the websites that I have visited earlier which were cached. When I was browsing a website while Wireshark was running, it showed some of the sites that I was on previous to running Wireshark. 
c. 
[image: Graphical user interface, application, table

Description automatically generated]

[bookmark: _Hlk83581054]Your explanation goes here. For example:
There are several widgets that I see loaded on the ODU website such as Google API and Google manager.
d. 
[image: Graphical user interface, text, application

Description automatically generated]
[bookmark: _Hlk83581118]Your explanation goes here. For example:
In order to obtain the Protocol Hierarchy Statistics of traffic I clicked the statistics tab and clicked the Protocol Hierarchy. Which shows the statistics of several protocols such as UDP, IPv4, and etc.

3. Study two Protocol Hierarchy Statistics in Task 1. f and Task 2.d, respectively. Explain the main differences between the two types of traffic.
















1.
[image: Graphical user interface, application

Description automatically generated]
2.d
[image: ]
Your explanation goes here. For example:
Regarding 1f I had to ping the URL www.odu.edu and then I had to search www.odu.edu in the incognito window. There are several differences when comparing the Protocol Hierarchy Statistics between the two. For instance, pinging the website had significantly less packets than searching for it on the internet; 2d had 82 packets while 1f had 4 packets. Also, both end bytes and packets are more in 2d than 1f. Some of the protocols shown above are different too.
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0040 67 6 65 61 70 69 73 03 63 6f 6d 00 00 01 00 01

£ onts-goo
gleapis- com- -

@ 7 Query Label Count (dns.count.labels), 22 bytes

|| Packets: 1155¢

Page8of8  651words [

H L Type here to search

VM info

&R snipping Tool — X

Egnew [Hl Mode ~

Select the snip mode using the Mode button or click the New (@
button.

2 Delay v X Cancel 4} Options

@ Snipping Tool is moving... ~

In a future update, Snipping Tool will be moving to a
new home, Try improved features and snip like usual
with Snip & Sketch (or try the shortcut

Windows logo key + Shift + ).

Try Snip & Sketch
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» 2
Am 10 I DRE Re"E7sEaaan
s S, (B ressingiine
o, e source Destnaton Froocol  Langth il B -
4416 6866.014019  128.82.95.20 10.258.56.39 o 126 Standard query response 0x30c5 No such nane A wpad.wlan.odu. edu SOA ns1.odu. edu
4818 6917.350131  10.254.56.39 125.82.95.20 oS 78 Standard query 0xc298 A . trendaicro. con
4218 6917.350131  10.254.56.39 128.82.95.20 o 80 Standard query BxBFfc A wm. trendmicro.co.p
4418 6917.354004  128.82.95.20 10.254.56.39 oS 174 Standard query response Oxc298 A wa. trendnicro.con CNAME wav-ss. trendnicro. con. edgekey.net CNAME e7481.g..
4a18_6917.354094  128.82.95.20 10.250.56.39 ois 173 Standard query response @xgffc A . trendmicro.co.jp CNAME san.trendnicro.con.edgekey.net CNANE €3828.g.
4818.6920.223588  10.25.56.39 128.82.95.20 o 78 Standard query @xd147 A ww. google. con
4415 6920200501 128.82.95.20 10.254.56.39 ons 170 Standard query response 0xd147 A wa.google.com A 142.250.31.106 A 142.250.31.147 A 142.250.31.99 A 142.2.
4418 6920.261508  10.254.56.39 128.82.95.20 o 80 Standard query @x35b A beacons. £cp. EvE2. con
4418.6920.266373  128.82.95.20 10.254.56.39 o 126 Standard query response Gx384b A beacons.gcp. gvt2.com CNAME beacons-handoff . gcp. gvt2.con A 142.250.188.195
4419_6920.220200  10.254.56.39 128.82.95.20 ois 94 Standard query @xecsf A chatbot. foundations. blackboard. con
4819.6924.229509  128.82.95.20 10.254.56.39 o 201 Standard query response OxecSf A chatbot. foundations. blackboard. con CNAME d35b6ahzk16157.cloudfront.net A.
4420 6963504330 10.254.56.39 125.82.95.20 os 71 Standard query @xbf2e A ww.odu.edu
4220_6963.509601  128.82.95.20 10.25.56.39 ois 87 Standard query response Oxbf2e A wa.odu.edu A 128.82.112.29

X

Frame 434183: 9 bytes on wire (720 bits), 90 bytes captured (720 bits) on interface \Device\NPF_{67099241-F89D-49AB-BDE3-DSBEFOABTEA}, id O

Ethernet IT, Src: Cisco_18:0e:Sb (88:9a:d2:18:0e:5b), Dst: IntelCor 7a:dd:93 (04:d3:b0:7a:dd:93)
Internet Protocol Version 4, Src: 128.82.95.20, Dst: 10.254.56.39

User Datagram Protocol, Src Port: 53, Dst Por

~ Domain Name System (response)
Transaction ID: Oxds82

Flags: 6x8180 Standard query response, No
Questions:

1

Answer RRs: 1

Authority RRs: @
Additional RRs: 0

v Queries
c@.pubmine.com: type A, class TN
Answers
[Request In: 434181)

56821

C@hew BMode ~ (A1

Select the snip mode using the )

button,

@

Privacy & Gookies: This site uses cookies. By continuing to use this website, you agree o thelr use.
To find out more, including how to conrol cookies, see here: Goolde P

7 umber of 2ddtonalrecords i packet (Gns.cont.a6d_r), 2 byes
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