CYSE 450
Term: Fall 2022

CYSE 450
Term: Fall 2022
Laboratory Exercise D3 – Evading Detection Systems


1. Overview

For this lesson, students will use the Cyber Range: Kali Linux with Metasploitable (2020.09)  environment to evade detection systems using Nmap and Metasploit. 

2. Resources required

This exercise requires a Kali Linux VM running in the Cyber Range. 


3. Initial Setup

For this exercise, you will log in to your Cyber Range account and select the Kali Linux with Metasploitable (2020.09)  environment, then click “start” to start your environment and “join” to get to your Linux desktop login. Log in using these credentials:

Username: student
Password: student

4. Tasks

Task 1: Fragmenting packets

By splitting up the TCP header into smaller packets, we can confuse a detection system. Since the entire packet is not there, it will be not be detected as malicious. We have already discovered the target in previous lessons (in this instance 10.1.32.187). For this lesson, we will continue attacks against the discovered Metasploitable target. 

A fragmented scan requires root privileges, so we will use sudo here. Open a terminal and complete the following:

· sudo nmap -f <Target IP>

[bookmark: _heading=h.gjdgxs]As you can see in the screenshot below, this attempt returned open and closed ports. In some cases, you will get “all 1000 scanned ports are filtered.” This is common and the technique does not always work.  In other words, it did not make it through the firewall. It is important to know several methods to bypass detection systems. If you have time, try to run the command again. You may get different results. You can also try switching to root instead of using sudo.
[bookmark: _heading=h.jn63qadmdvxc]
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Task 2: Changing the mtu size

Changing the Maximum transmission unit (mtu) will decrease the maximum size of a packet to the specified size. By completing a quick sudo ifconfig in the terminal, we can view a generalized mtu. As shown in the screenshot, the mtu size is usually a larger number. 

[image: ]
This technique can sometimes find hidden ports/services when you use a mtu that is too large or extremely small. In this case, we will try a small mtu.

· sudo nmap -f --mtu <packet size> <Target IP>
· In my case : sudo nmap -f --mtu 128 10.1.32.187

No difference in this instance; however, this technique can be used to bypass a firewall. You would know that you were successful if there were more ports/services revealed. 

[image: ]

Now that we know this technique is effective on this machine, let’s get Metasploit up and running so we can check all the ports and save it to our database. 

Task 3: Setting the Metasploit SQL database to run on startup

So far, we have started the SQL database each time we logged in. We can update the startup scripts by using the update-rc.d command.  Complete the following steps, so that next time we need to start the msfconsole, we will not need to type the command sudo service postgresql start. 

· sudo update-rc.d postgresql enable
· sudo service postgresql start
· sudo msfconsole

Task 4: Bypassing detection systems using the msfconsole

· Be sure to switch to the metasploitable workspace by typing workspace metasploitable.
· Type hosts in the msfconsole.
	[image: ]

	[image: Graphical user interface, application

Description automatically generated]




If you have hosts other than the Metasploitable target, you need to delete them as they are out of scope. Remember this is done with the hosts -d <IP1, IP2, IP3, >.  Do not forget to add a space after the comma. There should be a host in the database from Module 3. If you have no hosts, then it is possible that your environment has been reset. Refer back to module 3 lesson exercise 1 on how to set up Metasploit.
 
In the Metasploit console, type the following command:

· db_nmap -T5 -p- -Pn -f --mtu 128 <target IP>
· In my case: db_nmap -T5 -p- -Pn -f --mtu 128 10.1.32.187
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Remember that the -p- will scan all ports from 1 through 65535. You can press the spacebar to view the progress. The screenshot below shows my results (yours may vary).  

[image: ]

Now let’s see if we can use this technique to enumerate the target. For this, we will add the -A option and specify all the ports that were discovered. 

[NOTE: You may find more or less ports. Use the ports you discovered in the command below.]

· db_nmap -p 21,22,80,445,631,3000,3306,3500,6607,8181 -A -f --mtu 128 <target IP>
· In my case: db_nmap -p 21,22,80,445,631,3000,3306,3500,6607,8181 -A -f --mtu 128 10.1.32.187
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As you can see in the screenshot below, we have a lot of information returned. The scan was a success. 


[image: ]

NOTE: If your scan gets hung up, use CTRL + C to stop the scan and try again. It should only take about 2 minutes to scan. If the scan still does not work, logout of the VM then log back in and repeat the steps. If that still does not work, ask your instructor to reset your VM. In this case, you will need to refer back to module 3 lesson exercise 1 on how to set up Metasploit, and then it is highly recommended you repeat Task 3 of this lab.
 
To view all the details about what has been discovered type services and press enter. Here we can see there are several vulnerable services. This is rare in a real system; however, exploitable services on port  80, 8181, and any other http are usually the first services an attacker will attempt to exploit.  
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You can check what the http services are by opening a browser and typing <ip>:<service port>
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Task 5: Bypassing Firewalls with Nmap Scripts

Nmap has scripts that can bypass firewalls as well. The details of how this works is explained in the PowerPoint. 

The default location of Nmap scripts is in /usr/share/nmap/scripts folder. If we navigate to this folder, we can search the available scripts. First navigate to the scripts folder in a new terminal tab. 

[image: ]

This following command will list results in the current directory for “firewall.” 

· ls -a *firewall*

[image: ]

Now that we have found a suitable script, we can copy and paste it into the terminal at the right location. In the msfconsole, complete the following command:

· db_nmap -p- -A -T5 --script firewall-bypass <target IP>

Note, this took about 16 minute to complete. 

[image: ]

Task 6: Service Version UDP Scanning

Completing a UDP scan will return results that may or may not be accurate. In other words, it is not always reliable. I have gone down many rabbit holes only to find that the port was really closed and not filtered. However, if firewall/IDS/IPS rules are set to block TCP scanning techniques, UDP may be useful to gather information. Let’s complete a UDP scan in the msfconsole. Be sure you are root.

· db_nmap -sU -T5 <target IP>

Ports that are listed as closed but are showing a service may be inaccurate or they may be services that once were used but no longer are installed on the target. Ports that are open are usually accurate. We are not showing any filtered ports, so there are no issues there. In previous scans, port 137 was showing as closed or unknown. 

[image: ]

We cannot be 100% sure that the UDP scan results showing “open” are correct. UDP scanning is a difficult task as UDP does not require confirmation that packets have reached their destination; however, if paired up with a service version scan, the results can be useful when scanning against a firewall. The scan is very slow so you will have to be patient. For our example, we will speed up the process by only scanning the most likely used ports. We do this by adding a --version-intensity 0. We can also add a -T5 for speed. However, time is limited so we will focus only on a simple service version scan with the ports that we found.  Return to the msfconsole and complete the following command:

· db_nmap -sV -T5 -p 21,22,80,445,631,3000,3306,3500,6607,8181,8585,8484,6697,6667,9200 <target IP>

[image: ]
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Oftentimes when scanning and sniffing you will get few results due to firewalls, IDS/IPS rules, and blocked protocols. The above techniques will bypass many attempts to stop information gathering. Recon, scanning/enumeration, and sniffing are all information gathering techniques. Sniffing, and firewall/IDS/IPS evasion are still under phase 2 of hacking (scanning/enumeration). When pentesting, remember there are three phases: preattack, attack, and post attack. Phase one and two of a hack is actually phase 1 of a pentest. 
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1
[image: https://lh4.googleusercontent.com/jc5r0tAfahI12-oPOY9qjcQtnBJFttC9vXuM3CSY4qQww3uoxehkcfhR06YeZrjoE0CFADMKXBHIiBa3udgmqb0k3C6avQG6nr28s6QQK73B1oL9SUNz79O-cbgHLZJMvgLgldtSX2Q]© 2021 Cyber Range.  Created by R. Eric Kiser. (CC BY-NC-SA 4.0)  
image3.png
studentgkali:~$ sudo nmap -f --mtu 128 10.1.32.187

starting Nmap 7.80 ( https://nmap.org ) at 2021-03-18 01:21 UTC
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445/tcp open  microsoft-ds

631/tcp open ipp

3000/tcp closed ppp

3306/tcp open  mysql

8181/tcp open  intermapper

MAC Address: 12:2F:3C:0E:35:0F (Unknown)





image4.png
CIC T =R =] ® Nessus/ Initializing - M.. w Downloads - File Manag... ) Terminal - student@Kali... ) Terminal - student@kali.. ) Terminal - student@kali.. 1014PM ©) & O | @ &

-~ o x
-
2nsi Terminal-student @kl ~ox
Currently scanning: 192.168.100.0/16 Screen View: Unique Hosts (] Fle Edt View Termial Tabs Help 3 =
Password: [ ]
1 Captured ARP Req/Rep packets, from 1 hosts. Total size: 42 Kal »
1 AT WAC Address  Count | Len WAC Vendor / Hostname

10.1.112.1 0a:fc:ge:a0:8e

:ac 1 42 Unknown vendor

|

[ok] ‘
|

https://metasploit.com ‘

metasploit v5.0.101-dev ]
2049 exploits - 1108 auxiliary - 344 post 1
562 payloads - 45 encoders - 10 nops 1
7 evasion 1
Metasploit tip: Use to interact with the last opened session

msfs > db_status
Connected to msf. Connection type: postgresql.
msf5 > workspace --add metasploitable
Added workspace: metasploitable
Workspace: metasploitable
nsfs > |

s1am
i & g L




image5.png
1 Terminal - stud.. (] Terminal - stud.. (] Terminal-stud. 10:34PM ©) & O | & &

B (m@O=| 0O Nessus/nitoi

Terminal - student @kl -

. ng Tool Edit View Terminal Tabs Help

Cur) ORI 6667/tcp open  irc syn-ack ttl 64
- ap: 6697/tcp open ircs-u syn-ack ttl 64
3 inet6 ::1/128 scope host i s y ap: 8067/tcp open infi-async  syn-ack ttl 64
. valid_Lft forever preferred_lft forever ap: 8080/tcp open http-proxy  syn-ack ttl 64
11 2: etho: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 9001 ¢ 8181/tcp open intermapper syn-ack ttl 64
ult qlen 1000 ap: MAC Address: OA:14:0A:96:24:B3 (Unknown) L
Uink/ether 0a:3b:9d:3e:0b:27 brd ff:ff:ff:ff:f ap: Read data files from: /usr/bin/../share/mmap
inet 10.1.123.199/20 brd 10.1.127.255 scope global dynamic etho Nnap done: 1 IP address (1 host up) scanned in 3.9 seconds
valid_Lft 2571sec preferred_lft 2571sec Raw packets sent: 65536 (2.884MB) | Rcvd: 65536 (2.621MB)
inet6 fes0: :83b:9dff:fe3e:b27/64 scope link msf5 > workspace metasploitable
valid_lft forever preferred_lft forever BRI tnetasnivs AT
' rootakali:~# 2.nmap -5 -Pn -p 22 10.1.123.199/20 | grep -B4 ‘open’ nsfs > hosts
-bash: 2.nmap: command not found
rootgkali:~# nmap -sS -Pn -p 22 10.1.123.199/20 | grep -B4 'open’ Hosts 3-5p pu
Nnap scan report for ip-10-1-123-245.ec2.internal (10.1.123.245) - =
Host is up (0.00051s latency).
address mac nane os_name os_flavor os_sp purpose info
PORT  STATE SERVICE comments
22/tcp open ssh - Do e —
Nnap scan report for ip-10-1-123-199.ec2.internal (10.1.123.199) 10.1.123.245 0a:14:0a:96:24:b3 Unknown device I
0 Host is up (0.000042s latency). TR i
PORT  STATE SERVICE fools @ Kali D msfs > |
22/tcp open ssh — o

rootakali:~# o]

/T - T
0_‘1‘..(@‘ @F ~ & 6 &

|
=]

634PM
9/26/2022

&+





image6.png
B eaCs oo ® Nessus/ Initiali.. 8 Downloads - Fi... =) Terminal - stud... -] Terminal - stud.. ] Terminal - stud... £ Terminal - stud... *) Terminal-stud.. 10:38PM ©) & O | @ G

Terminal- student @kl - o x
_ox File Edit View Terminal Tabs Help
cur
56 ¢ inet6 ::1/128 scope host nsf5 > db_nmap -T5 -p- -Pn -f --mtu 128 10.1.123.245
— valid_1ft forever preferred_lft forever Starting Nmap 7.80 ( https://nmap.org ) at 2022-09-26 22:38 UTC
T12: etho: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 9001 qdisc mq state UP group defa M Nmap scan report for ip-10-1-123-245.ec2.internal (10.1.123.245)
o7 ult glen 1000 L : Host is up (0.00098s latency). o Lon

10.

Link/ether 0a:3b:9d:3e 3 £F:FF Not shown: 65522 closed ports

e inet 10.1.123.199/20 brd 10.| PORT  STATE SERVICE
13 valid_lft 2571sec prefer: : 21/tcp  open ftp
10. inet6 feso::83b:9dff:fede: ay v : 22/tcp  open ssh
10. valid_1ft forever prefer: 80/tcp open http

10." rootgkali:~# 2.nmap -sS -Pn -p 2JHS ” e button or click the Ne
10.° _pash: 2.nmap: command not founciERLEES

rootakali:~# nmap -sS -Pn -p 22
Nmap scan report for ip-10-1-123[KRANSRIINSTNE P EREATVI
Host is up (0.00051s latency).

139/tcp open netbios-ssn
: 445/tcp open microsoft-ds
631/tcp open ipp

: 3306/tcp open mysql
3500/tcp open rtmp-port

: 6667/tcp open irc
6697/tcp open ircs-u
8067/tcp open infi-async

5sppu

Ina future update, Snipping Tool will be moving to a
new home. Try improved features and snip like usual
vith Snip & Sketch (or ry the shortcut

Windows logo key + Shift + 5

PORT  STATE SERVICE
22/tcp open ssh

= s/ Initializing : 8080/tcp open http-proxy

Nnap scan report for ip-10-1-123 : 8181/tcp open intermapper

Host is up (0.000042s latency). localhost: : MAC Address: OA:14:0A:96:24:83 (Unknown) e -
] Nmap done: 1 IP address (1 host up) scanned in 2.97 seconds

PORT  STATE SERVICE fools & KailD: msfs

22/tcp open ssh -

rootakali:~# i |

e

¥ " G & 2« e o ~





image7.png
msf5 > db_nmap -T5 -p- -Pn -f --mtu 128 10.1.32.187

[*] Nmap:
[*] Nmap:
[*] Nmap:
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]

Starting Nmap 7.80 ( https://nmap.org ) at 2021-03-18 01:42 UTC

Stats: 0:00:04 elapsed; 0 hosts completed (1 up), 1 undergoing SYN Stealth Scan
SYN Stealth Scan Timing: About 2.69% done; ETC: 01:45 (0:02:25 remaining)
Stats: 0:01:22 elapsed; 0 hosts completed (1 up), 1 undergoing SYN Stealth Scan
SYN Stealth Scan Timing: About 40.92% done; ETC: 01:46 (0:01:58 remaining)
Nmap scan report for ip-10-1-32-187.ec2.internal (10.1.32.187)

Host is up (0.00047s latency).

Not shown: 65525 filtered ports

PORT  STATE SERVICE

21/tcp  open  ftp

22/tcp open  ssh

80/tcp open http

445/tcp open  microsoft-ds

631/tcp open ipp

3000/tcp closed ppp

3306/tcp open  mysql

3500/tcp open  rtmp-port

6697/tcp open  ircs-u

8181/tcp open  intermapper

MAC Address: 12: :35:0F (Unknoun)

Nmap done: 1 IP address (1 host up) scanned in 518.67 seconds





image8.png
B maO=s OO ® Nessus/ nitial

58 (

inet6 ::1/128 scope host
valid_lft forever preferred_lft forever

T 2; etho: <BRGADCAST,MULTICAST,UP, LONER_UP> mtu 9001 qdisc nq state UP group defa

= ult qlen 1000
£ Link/ether 0a:3b:9d:3e

b inet 10.1.123.199/20 brd 10.|
e valid_lft 2571sec prefer:
g inet6 feso: :83b:9dff

10. valid_1ft forever prefer:

10.: rootgkali:~# 2.nmap -sS -Pn -p 2|
10.° _pash: 2.nmap:
rootakali:~# nmap -sS -Pn -p 22

Host is up (0.00051s latency).

PORT  STATE SERVICE
22/tcp open ssh
Naap scan report for ip-10-1-123
il = (0.000042s latency).
PORT  STATE SERVICE
22/tcp open ssh
rootakali:~# of]

-~

I

Downloads - Fi.

O R L B LR REE o) Snipping Tool is moving.

Terminal -

stud. Terminal - stud. Terminal - stud. Terminal - stud. Terminal-stud.. 10:42PM ) A © | & G
Terminal - student @kal - o x
File Edit View Terminal Tabs Help
Naap: Nmap done: 1 IP address (1 host up) scanned in 2.97 seconds
msfs > db_nmap -p 21,22,80,445,631,3000,3306,3500,6607,8181 -A -f --mtu 128 10.1
.123.245
Nmap: Starting Nmap 7.80 ( https://nmap.org ) at 2022-09-26 22:40 UTC
[\ Nmap: Nmap scan report for ip-10-1-123-245.ec2.internal (10.1.123.245)
[\ Host is up (0.00061s latency). 5_sp
| Nmap: PORT STATE  SERVICE VERSION
Nmap: 21/tcp open  ftp ProfFTPD 1.3.5
Nmap: 22/tcp open  ssh 0OpenSSH 6.6.1p1 Ubuntu 2ubuntu2 (Ubuntu Li
nux; protocol 2.0)
ssh-hostke,
ab:77:76:2a:94:0b:63:7a:da: fb:11:8d f:c5 (DSA)
2048 Sb:ae:2a:41:3d:59:8c:9f:ae:3f:f6:eb:59:eb:76:cf (RSA)
f3:c5:98:6d:aa 72:88:fd:d2:a9 (ECDSA) 5P
80/tcp open  http Apache httpd 2.4.7
http-1s: Volume /
SIZE TINE FILENAME
- 2018-05-23 06:21 chat/
- 2011-07-27 21 drupal/
</ initiaizing 1.7K  2018-05-23 0 payroll_app.php
- 2013-04-08 1: phpmyadmin/
Mocalhost Thttp-server-header: Apache/2.4.7 (Ubuntu)
fools @ Kali D http-title: Index of /

B3

/IR

P
9/26/2022

f‘n D P @ 1 ~5a





image9.png
Terminal - stud... () Terminal - stud.. ©] Terminal - stud... () Terminal - stud... ) Terminal - stud.. 10:44PM

| ——

File Edit View Terminal Tabs Help
445/tcp open  netbios-ssn Samba smbd 4.3.11-Ubuntu (workgroup: WORKGROUP)
631/tcp open ipp CUPS 1.7

cur, http-server-header: CUPS/1.7 IPP/2.1
i http-title: Bad Request - CUPS v1.7.2
inete 3000/tcp closed ppp

— valid_Lft f[+]
T12: etho: <BROADCAS [+]
ult glen 1000 8]

-1 link/ether 0a:: (4]

inet 10.1.123.: [4]

valid_Lft 2 [+]

10.. inet6 feso::83l [4]

10. valid_1ft fi[«]

! rootakaliz~# 2.nmaj [+]
-bash: 2.nmap: com [+]

rootakaliz~# nmap - (]

Nnap scan report fi ]

Host is up (0.0005: 4]

3306/tcp open  mysql MysQL (unauthorized)
: 3500/tcp open  http WEBrick httpd 1.3.1 (Ruby 2.3.7 (2018-03-28))
http-robots.txt: 1 disallowed entry

_http-server-header: WEBrick/1.3.1 (Ruby/2.3.7/2018-03-28)

_http-title: Ruby on Rails: Welcome aboard

6607/tcp closed unknown

: 8181/tcp open  http WEBrick httpd 1.3.1 (Ruby 2.3.7 (2018-03-28))

http-server-header: WEBrick/1.3.1 (Ruby/2.3.7/2018-03-28)

http-title: Site doesn't have a title (text/html;charset=utf-8).

C Address: 0A:14:0A:96:24:83 (Unknown)

No exact 05 matches for host (If you know what 0S is running on it, see https://nmap.org/submit/ ).

TCP/IP fingerprint

05:SCAN(V=7 . BOXE=4XD=0/26%0T=21%CT=30004CU=404 19%PV=YADS=1%DC=DAG=Y¥M=0A140

: 05:AXTH=63322A80%P=XB6_64-pc-1inux-gnu)SEQ(SP=1074GCD=1%ISR=10BXTI=Z%CI=IXI

1%TS=8)0PS(01=M23015T11NW7%02=M2301ST11NW7%0:
3015T11 JWIN(W1=68DF W

+1

PORT  STATE SERVI( [+]
22/tcp open ssh [4]

= *1

Nnap scan report f [.]

Host is up (0.0000: 4]

0 ]
PORT  STATE SERVI( [+]
22/tcp open ssh  [4]

*] Network Distance: 1 hop
[+] Nmap: Service Info: Hosts: 10.1.123.245, IP-10-1-123-245; OSs: Unix, Linux; CPE: cpe:/o:linux:linux_kernel
[*] Host script results:

1P-10-1-123-245, NetBIOS user: <unknown>, NetBIOS MAC: <unknown> (unknown)

+] NetBIOS name
erminal T 1*] smb-os-discovery:
(] 0S: Windows 6.1 (Samba 4.3.11-Ubuntu)

6aapM
i L]

9/26/2022

7/ \ e —_——
Pma s mE"qguOloeta e -





image10.png
Nmap:
Nmap:

Nmap
Nmap:

Nmap:
Nmap:
Nmap:
Nmap:
Nmap:

Nmap
Nmap:

Nmap:
Nmap:

Nmap
Nmap:

Nmap:
Nmap:
Nmap:
Nmap:
Nmap:
Nmap:
Nmap:
Nmap:

_http-server-header: Apache/2.4.7 (Ubuntu)

_http-title: Index of /

445/tcp open  netbios-ssn Samba smbd 4.3.11-Ubuntu (workgroup: WORKGROUP)
631/tcp open  ipp CUPS 1.7

_http-server-header: CUPS/1.7 IPP/2.1

_http-title: Bad Request - CUPS v1.7.2

3000/tcp closed  ppp

3306/tcp open  mysql MysQL (unauthorized)

3500/tcp open  http WEBrick httpd 1.3.1 (Ruby 2.3.7 (2018-03-28))

http-robots.txt: 1 disallowed entry

rver-header: WEBrick/1.3.1 (Ruby/2.3.7/2018-03-28)

i tle: Ruby on Rails: Welcome aboard

6607/tcp filtered unknown

8181/tcp open http WEBrick httpd 1.3.1 (Ruby 2.3.7 (2018-03-28))

_http-server-header: WEBrick/1.3.1 (Ruby/2.3.7/2018-03-28)

_http-title: Site doesn't have a title (text/html;charset=utf-8).

MAC Address: 12:2F:3C:0QE:35:0F (Unknown)

Device type: general purpose

Running: Linux 3.X

0S CPE: cpe:/o:linux:linux_kernel:3

0s details: Linux 3.10 - 3.13

Network Distance: 1 hop

Service Info: Hosts: 10.1.32.187, IP-10-1-32-187; 0Ss: Unix, Linux; CPE: cpe:/o:linux:linux_kernel
Host script results:

| clock-skew: mean: 0s. deviation: 1s. median: 0s





image11.png
£ Terminal - stud... ©) Terminal - stud... (] Terminal - stud... () Terminal - stud.. £ Terminal-stud.. 10:46PM ©) & © | @ &

[ I T=E I =N] ® Nessus/ Initiali.. s Downloads - Fi

Terminal - student @kali:

File Edit View Terminal Tabs Help

smb2-security-mode:
2

Message signing enabled but not required
smb2-time:

620 inets

valid_Uft fi [+]
2: etho: <BROADCAS' [+]
ult glen 1000 5]

start_date: N/A
: TRACEROUTE

HOP RTT  ADDRESS
Link/ether a:: [+] 1 0.61 ms ip-10-1-123-245.ec2. internal (10.1.123.245)
inet 10.1.123. [+] 05 and Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
valid_lft 2! [+] Nmap: Nmap done: 1 IP address (1 host up) scanned in 20.85 seconds
inet6 fes0::831 psfs > services
valid_lft fiservices
rootakali:~# 2.nmaj
-bash: 2.nmap: com

rootakali:~# nmap - host port proto name state  info
Nmap scan report fi -. JUEg¢z-interasr=| sy
Host is up (0.0005110.1.123.245 21  tcp  ftp open  ProfFTPD 1.3.5
10.1.123.245 22 tep  ssh open  OpenssH 6.6.1p1 Ubuntu 2ubuntu2 Ubuntu Linux; protocol 2.0
PORT  STATE SERVI(10.1.123.245 80 tcp  http open  Apache httpd 2.4.7

22/tcp open ssh  10.1.123.245 139 tcp  netbios-ssn open
- 10.1.123.245 445  tcp netbios-ssn open Samba smbd 4.3.11-Ubuntu workgroup: WORKGROUP

Mmap scan report fi10.1.123.245 631 tcp  ipp open  CUPS 1.7
Host is up (0.0000 10.1.123.245 3000 tcp  ppp closed
0 10.1.123.245 3306 tcp  mysql open  MysQL unauthorized

PORT  STATE SERVI(10.1.123.245 3500 tcp  http open  WEBrick httpd 1.3.1 Ruby 2.3.7 (2018-03-28)

22/tcp open ssh  10.1.123.245 6607 tcp closed .
rootakali:~# of] tp  irc open
1.123.245 6697 tcp  ircs-u open
1.123.245 8067 tep  infi-async open
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[student@kali:/etc$ cd /usr/share/nmap/scripts/
student@kali:/usr/share/nmap/scriptss I
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[*] 21/tcp  open  ftp ProFTPD 1.3.5
[*] Nmap: 22/tcp open  ssh OpensSSH 6.6.1p1 Ubuntu 2ubuntu2 (Ubuntu Linux; protocol 2.0)
[*] Nmap: 80/tcp open http Apache httpd 2.4.7

[*] Nmap: |_http-server-header: Apache/2.4.7 (Ubuntu)

[*] Nmap: 445/tcp open  netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
[*] Nmap: 631/tcp open ipp cups 1.7

[*] Nmap: |_http-server-header: CUPS/1.7 IPP/2.1

[*] Nmap: 3000/tcp closed ppp

[*] Nmap: 3306/tcp open  mysql MysQL (unauthorized)

[*] Nmap: 3500/tcp open  http WEBrick httpd 1.3.1 (Ruby 2.3.7 (2018-03-28))
[*] Nmap: |_http-server-header: WEBrick/1.3.1 (Ruby/2.3.7/2018-03-28)

[*] Nmap: 6697/tcp open irc UnrealIRCd

[*] Nmap: 8181/tcp open  http WEBrick httpd 1.3.1 (Ruby 2.3.7 (2018-03-28))
[*] Nmap: |_http-server-header: WEBrick/1.3.1 (Ruby/2.3.7/2018-03-28)

[*] Nmap: MAC Address: 12:2F:3C:QE:35:0F (Unknown)

[*] Nmap: Device type: general purpose|specialized|WAP|media device|phone

[*] Nmap: Running (JUST GUESSING): Linux 3.X|4.X (98%), Crestron 2-Series (92%), Asus embedded (92%), Google Android 5.X|7.X (89%)

[*] Nmap: 0S CPE: cpe:/o:linux:linux_kernel:3 cpe:/o:crestron:2_series cpe:/h:asus:rt-ns6u cpe:/o:linux:linux_kernel:3.4 cpe:/o:google
:android:5.0 cpe:/0:google:android:7 cpe:/o:linux:linux_kerne
[*] Nmap: Aggressive 0S guesses: Linux 3.10 - 3.13 (98%), Crestron XPanel control system (92%), ASUS RT-NS6U WAP (Linux 3.4) (92%), Li
nux 3.16 (92%), Linux 3.8 (90%), Sony Android TV (Android 5.0) (89%), Android 7.1.1 - 7.1.2 (89%), Linux 3.13 (89%), Linux 3.13 - 4.4
(89%), Linux 3.18 (89%)

[*] Nmap: No exact 0S matches for host (test conditions non-ideal).

[*] Nmap: Network Distance: 1 hop

[*] Nmap: Service Info: Hosts: 10.1.32.187, IP-10-1-32-187, irc.TestIRC.net; 0Ss: Unix, Linux; CPE: cpe:/o:linux:linux_kernel

[*] Nmap: TRACEROUTE

[*] Nmap: HOP RTT ADDRESS

[*] Nmap: 1  0.53 ms ip-10-1-32-187.ec2.internal (10.1.32.187)

[*] Nmap: 05 and Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .

[*] Nmap: Nmap done: 1 IP address (1 host up) scanned in 940.84 seconds

nsf5 > |
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msf5 > db_nmap -sU -T5 10.1.32.187

[*] Nmap: Starting Nmap 7.80 ( https://nmap.org ) at 2021-03-18 02:10 UTC

[*] Nmap: Stats: 0:00:01 elapsed; 0 hosts completed (1 up), 1 undergoing UDP Scan

[*] Nmap: UDP Scan Timing: About 6.00% done; ETC: 02:10 (0:00:31 remaining)

[*] Nmap: Nmap scan report for ip-10-1-32-187.ec2.internal (10.1.32.187)

[*] Nmap: Host is up (0.00013s latency).

[*] Nmap: ALl 1000 scanned ports on ip-10-1-32-187.ec2.internal (10.1.32.187) are open|filtered
[*] Nmap: MAC Address: 12:2| E:35:0F (Unknown)

[*] Nmap: Nmap done: 1 IP address (1 host up) scanned in 11.22 seconds
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nsf5 > db_nmap -sV -T5 -|

21,22,80,445,631,3000,3306, 3500, 6607, 8181, 8585, 8484 6697, 6667, 6607,9200 10.1.32.187 10.1.32.187
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[*] Nmap: PORT STATE  SERVICE  VERSION

[*] Nmap: 21/tcp open  ftp ProFTPD 1.3.5

[*] Nmap: 22/tcp open  ssh OpensSSH 6.6.1p1 Ubuntu 2ubuntu2 (Ubuntu Linux; protocol 2.0)
[*] Nmap: 80/tcp open  http Apache httpd 2.4.7

[*] Nmap: 445/tcp open  netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)

[*] Nmap: 631/tcp open  ipp CUPS 1.7

[*] Nmap: 3000/tcp closed  ppp

[*] Nmap: 3306/tcp open  mysql MysQL (unauthorized)

[*] Nmap: 3500/tcp open http WEBrick httpd 1.3.1 (Ruby 2.3.7 (2018-03-28))

[*] Nmap: 6607/tcp filtered unknown

[*] Nmap: 6667/tcp filtered irc

[*] Nmap: 6697/tcp open irc UnrealIRCd

[*] Nmap: 8181/tcp open http WEBrick httpd 1.3.1 (Ruby 2.3.7 (2018-03-28))

[*] Nmap: 8484/tcp filtered unknown

[*] Nmap: 8585/tcp filtered unknown

[*] Nmap: 9200/tcp filtered wap-wsp

[*] Nmap: MAC Address: 12:2F:3C: 5:0F (Unknown)

[*] Nmap: Service Info: Hosts: 10.1.32.187, IP-10-1-32-187, irc.TestIRC.net; 0Ss: Unix, Linux; CPE: cpe:/o:linux:linux_kernel
[*] Nmap: Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
[*] Nmap: Nmap done: 2 IP addresses (2 hosts up) scanned in 15.20 seconds
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studentikaliz~$ sudo nmap -f 10.1.32.187

Starting Nmap 7.80 ( https://nmap.org ) at 2021-03-18 01:18 UTC
Nmap scan report for ip-10-1-32-187.ec2.internal (10.1.32.187)
Host is up (0.00057s latency).

Not shown: 992 filtered ports

PORT STATE  SERVICE

21/tcp  open  ftp

22/tcp  open  ssh

80/tcp open  http

445/tcp open  microsoft-ds

631/tcp open ipp

3000/tcp closed ppp

3306/tcp open  mysql

8181/tcp open  intermapper

MAC Address: 12 OE:35:0F (Unknown)

Nmap done: 1 IP address (1 host up) scanned in 5.00 seconds
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studentakaliz~$ sudo ifconfig
etho: flags=4163<UP,BROADCAST ,RUNNING, MULTICAST> _mtu 9001
inet 10.1.37.171 netmask 255.255.240.0 broadcast 10.1.47.255
inet6 fes0::10da:d1ff:fe43:b09d prefixlen 64 scopeid 0x20<link>
ether 12:da:d1:43:b0:9d txqueuelen 1000 (Ethernet)
RX packets 6177 bytes 468496 (457.5 KiB)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 12246 bytes 12157801 (11.5 MiB)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

Tlo: flags=73<UP,LOOPBACK,RUNNING> mtu_65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 prefixlen 128 scopeid 0x10<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 10062 bytes 1030305 (1006.1 KiB)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 10062 bytes 1030305 (1006.1 KiB)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0
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