Lab Activity
“Steganography”

Part 1

Read the article “What is Steganography” and answer these questions. 


1. What is the advantage of steganography over encryption? (5 pts.) An advantage of steganography over encryption is that it will conceal and encrypt data within digital content such as text, images, videos, audio, etc.; it aids in hiding the fact that there is sensitive data concealed.
2. Give an example of how steganography has been used prior to the computer age. (5 pts.) Before the computer age, steganography was used when people applied invisible ink in order to conceal confidential messages in otherwise inoffensive messages.
3. What is watermarking and how is it used? (5 pts.) Watermarking is considered to be a trademark that enables online publishers to recognize the source media files that have been distributed without any authorization or consent.  
4. Describe how Al-Qaeda used steganography. (10 pts.) The Al-Qaeda used steganography by embedding hidden data on terrorist training videos and plans for imminent attacks in a pornographic video. This is an example of video steganography, which enabled them to insert concealed data into each frame of the video since it is a large file. 
5. How did a GE engineer use steganography to steal files? (10 pts.)  The GE engineer utilized steganography to steal files by taking data from 40 Matlab and Excel files. Then, he hid the stolen data in an image of a sunset by utilizing picture steganography techniques and emailed the image to themselves before sending the picture to their business partner based in China.  
6. Why aren’t MS Word files good for sending large amounts of data? (5 pts.) MS word files are not a good option for sending large amounts of data because text files are typically small.
7. How is hashing used to detect steganography? (5 pts.) Hashing is used to detect steganography by taking the hash of the original file and then comparing it to the suspicious file. If the subsequent file is modified and there is concealed data in it, the hash will be different from the original file.


Part 2

Now you will get practice embedding images.  There are two browser-based tools that I have tested, and they do a reasonably good job of allowing someone to practice steganography:


· "Many Tools.org” - Online Steganography tool (embed/hide secret messages or images within a host-image)
· "Image Steganography” - Steganography Online - Encode message 

These tools use different encoding processes, and so images encoded with one cannot be decoded with the other. 


8. Use Steganography Online (stylesuxx.github.io) to encode a message into an image. Find an image online and hide some text in it. Upload the image to Pasteboard, and put the link here. Pasteboard is the best option. However, if you cannot upload to Pasteboard, then rename your image with your name and upload it into this folder (note, anyone with the link to this folder can edit. Just upload your file. Do not remove or modify the files of others).  (10 pts.) https://pasteboard.co/78PyWKLQJhKW.png
9. Decode the image “apple_steg”, and show you have decoded it with a screenshot of the decoded image. (10 pts.) 
	[image: Graphical user interface, text, application

Description automatically generated]

		[image: Graphical user interface, text, application

Description automatically generated]






10. [bookmark: _Hlk98371384]You are working in a forensics lab.  You have been given some images to analyze (In the folder “suspicious files”.)  The images seem harmless, as they were not encrypted, and it only seems to be primarily a bunch of frogs.  Check the images using the tools above. If you find nothing, then report this.  The images could be harmless.  If you find something, then summarize what you think is happening.  Draw some kind of conclusion and use the images as evidence for that conclusion. Your conclusion should be about 4 to 5 sentences.  (35 pts.) When I utilized the Steganography Online tool, stylesuxx.github.io to decrypt the message I found hidden messages embedded into each of the messages. For the partners.png file the hidden message “Kasey - Deepdotweb has been seized by the popo. We need to find a new spot to get intel. Check it out - https://www.deepdotweb.com” .  The frog_key_new.png file was also encoded with a message that showed an encrypted email that had information about a Bitcoin address. It showed the sender’s private and public key block. For the png files, avatar_service.png, chocolate_kasey1.png, frogger_kasey2.png, kasey_turnt_headshot.png, novelty_prices.png, toad_terms.png, and tree_basic.png I used the Online Steganography Tool, Many Tools.org. For avatar_service.png, the hidden message is on personal information that is left blank on somebody’s CC/Cvv2 and the image chocolate_kasey1.png’s message is about sending an order to Ms. Kasey. The next image frogger_kasey2.png, has a concealed message that asks the sender about their location to ensure that they are not speaking to an officer and the image file kasey_turnt_headshot.png, is embedded with a message that has Black’s cloud URL. The image file novelty_prices.png has purchasing information on the costs of four items hidden in the image, and the file toad_terms.png has hidden information on payments and several discounts. Finally, the image file tree_basic.png, has a hidden message about basic prices in the US and UK. In the images profane_crypto, frog_couple_jpeg.jpeg, toy_visa, and kermit_kasey did not have embedded messages. 

[image: ]
	[image: ]



[image: A frog on a leaf

Description automatically generated with medium confidence] 
	[image: Graphical user interface, text, application

Description automatically generated]



	[image: A picture containing text, fabric

Description automatically generated]



	[image: Graphical user interface, text, application

Description automatically generated]



	[image: Graphical user interface, text, application

Description automatically generated]



	[image: A chocolate bar next to a box

Description automatically generated with low confidence]



	[image: Graphical user interface, text, application, chat or text message

Description automatically generated]



	[image: Graphical user interface, text, application

Description automatically generated]



	[image: A picture containing text

Description automatically generated]



	[image: Graphical user interface, text, application, chat or text message

Description automatically generated]



	[image: Graphical user interface, text, application, chat or text message

Description automatically generated]



	[image: A person with red hair

Description automatically generated with medium confidence]



	[image: Graphical user interface, text, application

Description automatically generated]



	[image: Graphical user interface, application

Description automatically generated]



	[image: A picture containing indoor, wall, green, frog

Description automatically generated]



	[image: Graphical user interface, text, application

Description automatically generated]



	[image: Graphical user interface, text, application

Description automatically generated]



	[image: A picture containing outdoor, tree, frog

Description automatically generated]



	[image: Graphical user interface, text, application, chat or text message

Description automatically generated]



	[image: Graphical user interface, text, application

Description automatically generated]



	[image: A picture containing frog, green

Description automatically generated]



	[image: Graphical user interface, text, application

Description automatically generated]



	[image: Graphical user interface, text, application

Description automatically generated]



image1.png
Chrome-62-ready, thanks Google! A secure
connection had been due for a very long
Hide message (max ~250.000 characters + 256 KB Host-image (PNG)) time. Today we finally got around to
upgrading the site to run on HTTPS. —
(Starting October 2017, Chrome (version
62) will show a “NOT SECURE” warning
when users enter text in a form on an HTTP
1a page, and for all HTTP pages in Incognito

OR: mode.)
Hide image (max 64 KB, ‘Hide message’ above ignored)

No file chosen August 10, 2016

o
Host-image (max 256 KB/encoding or 384KB/decoding) . . ( ‘\ . .
apple_steg.png (1Y) o (1Y)

Decode this image instead

Who is this person?

Steganogra-fy! ‘Quickly lookup any person by e-mail

address or name. Run an instant
background check or find contact details &
personal records (including public legal
records).

Link to this page: “Steganography”

November 23, 2013

B> X
FIM Software | Free Demo _—
@ O e

Suite. Cimcor, Inc

‘You can link to this tool using this HTML code.

1128 PM

/16/2022




image2.png
test with browser based bitcoin mining. This
‘seemed like @ nice way to support this
website, but turned out to be far too much
of a burden to our visitors. So we've
decided to remove it. Our apologies for the

Intuitive monitoring neonvenience [thas caused

k Monitor August 18, 2017
Migrated to HTTPS

Happy to inform that Manytools is now fully
Chrome-62-ready, thanks Google! A secure
connection had been due for a very long
time. Today we finally got around to
upgrading the site to run on HTTPS. —
(Starting October 2017, Chrome (version
62) will show a “NOT SECURE" warning
when users enter text in a form on an HTTP
page, and for all HTTP pages in Incognito
mode.)

Steganography

Examples

Image to Byte array

August 10, 2016

Download
Who is this person?

77" ANNIVERSARY OUTDOOR FURNITURE

Ay e extra 10% off [ "™

e to search





image3.png




image4.png
Steganograpny Uniine
Encode | Decode

Decode image
To decade a hidden message fom an image, just choose animage and hithe Decode biton.

Neitner the image nor the message that has been hidden will be at any moment transmitted over the web, all the magic happens within your browser

patersong

Decode

Resaiebieh has been seized by the page. We n
‘Check it out - itps:/www deepdotweb comi

v

L L L 0 L ) L S S S S S e

Input





image5.png




image6.png
(Browse..) frog_key_newpng

Hidden message
Bitcoin Address
be1qar0sm7xfkvy51643lydnwIre59gtzzwismdq
Privae Key

—BEGIN PGP PRIVATE KEY BLOCK—

Version: Keibasg QRAESE V100
Comment hitp<ikeybase.olcrpto

ACFGBF 12ZnUBBACEJ96IZCBXS g2 30P10AAQuSgSUZSRA0IaY Tand uRFKyIP
97B7KVaW|QUPKRH2W+{Q+/e 3BOPZX TV QLSRN E4IQDPYS+UIATDLY
COBAKADGILIOZWOrS Xbme JgbKRK VWY WY REZR AT BIMBEKARAQSE
IgKDCDBCDHCLOEYyPoXZg8HUY;3yeDDaAaleBaaSCVHCaUINTBYX
QPSDVBNDVIY6QcFaStHazehCYewU3KHZFSrSJfHHROSANSGMCZSVESLdQu
NGEIEAZHDGAODBIMQTSNB30RBULGEXCISTOZINpSITYEDNMPIOS QY +SBLBIPT
Orc4yZNBOIGEPGOrGQVgzL RUIRHDMUN7KEG“WSUICTAORCTS g CI3S60.
QUpabIBG2H19IXVTOKTIaHVESYATHIGKXTHMBpPSOUUGQAYWCKCUVIIG3 TYRY.
57BN OVYX L IE 2l AP ThAXeNATRAhNPETTNGHFRRACA 038 HOM 14

Input

Decode




image7.png




image8.png
Lhrome-bz-ready, thanks Googie: A secure
connection had been due for a very long
Hide message (max ~250.000 characters + 256 KB Host-image (PNG)) time. Today we finally got around to

upgrading the site to run on HTTPS. —
(Starting October 2017, Chrome (version
62) will show a “NOT SECURE” warning
when users enter text in a form on an HTTP

1a page, and for all HTTP pages in Incognito

OR: mode.)
Hide image (max 64 KB, ‘Hide message’ above ignored)

No file chosen August 10, 2016

Host-image (max 256 KB/encoding or 384KB/decoding)

Choose File | avatar_service.png

Decode this image instead

Who is this person?

Steganogra-fy! ‘Quickly lookup any person by e-mail

address or name. Run an instant
background check or find contact details &
personal records (including public legal
records).

Link to this page: “Steganography”
You can link to this tool using this HTML code. November 23, 2013 _

Simply copy and paste it into your page: 3‘: ’ h‘ s ‘

ilch. (FieFreeonine) 93

BLOCK

Simplo returns only
1132 PM
3/16/2022 =

&




image9.png
Ascii Art converter

ANSI Art converter

Steganography
Examples

Image to Byte array

e here to search

Here it is! FOR VERY WELL-QUALIFIED BUYERS

APR'

My CC/Cw2 comes with
these infos:

Exp day:
CVN: (come with Cwv2, not
with CC)

V That’s more

like it.
a %

XL Lonnive (IN-DIowsel bitcon
mining)

Thank you for your feedback on our (brief)
test with browser based bitcoin mining. This
seemed like a nice way 1o support this.
website, but tumed out (o be far too much
of aburden to our visitors. So we've
decided to remove it. Our apologies for the
inconvenience it has caused.

August 18, 2017
Migrated to HTTPS

Happy to inform that Manytools is now fully
Chrome-62-ready, thanks Google! A secure
connection had been due for a very long
time. Today we finally got around to
upgrading the site to run on HTTPS. -
(Starting October 2017, Chrome (version
62) will show a *NOT SECURE" waming
when users enter text in a form on an HTTP.
page, and for all HTTP pages in Incognito
mode.)

August 10, 2016

AN IHG HOTEL

«




image10.png
"

Horty Potter
" rmo





image11.png
Chrome-62-ready, thanks Google! A secure
connection had been due for a very long
Hide message (max ~250.000 characters + 256 KB Host-image (PNG)) time. Today we finally got around to
upgrading the site to run on HTTPS. —
(Starting October 2017, Chrome (version
62) will show a “NOT SECURE” warning
when users enter text in a form on an HTTP
1a page, and for all HTTP pages in Incognito

OR: mode.)
Hide image (max 64 KB, ‘Hide message’ above ignored)

No file chosen August 10, 2016

Host-image (max 256 KB/encoding or 384KB/decoding) . . ( .

Choose File | chocolate_kasey1.png Y ”

Decode this image instead

Who is this person?

Quickly lookup any person by e-mail

address or name. Run an instant
background check or find contact details &
personal records (including public legal
records).

B> X Link to this page: “Steganography”

Square Online You can link to this tool using this HTML code. November 23, 2013

for restaurants. Simply copy and paste it into your page:

5 1134PM
& 3/16/2022 =




image12.png
1)

I saw your prices. Now you
see mine. | don't negotiate.
It is what it is.

Send your order to my
associate Ms. Kasey. I'm
going to need something
else from you...

, personalise content and ads, and provide social media features. We also share information about your use of our site with our advertising and

it with other information you've provided to them or they’ve collected from your use of their services.

Migrated to HTTPS

Happy to inform that Manytools is now fully
Chrome-62-ready, thanks Google! A secure
connection had been due for a very long
time. Today we finally got around to
upgrading the site to run on HTTPS. —
(Starting October 2017, Chrome (version
62) will show a “NOT SECURE” warning
when users enter text in a form on an HTTP
page, and for all HTTP pages in Incognito
mode.)

August 10, 2016

Ad\ge 2&

1134 PM

3/16/2022




image13.png
iijuoneisAe|q





image14.png
Host-image (max 256 KB/encoding or 384KB/decoding)

Choose File | frogger_kasey2.png

Decode this image instead

Who is this person?

Quickly lookup any person by e-mail
address or name. Run an instant
background check or find contact details &
personal records (including public legal
records).

AARP B> Link to this page: “Steganography’

Your Trusted Friend

e ~£C =
JOIN OUR ASHLEY A-LIST

. for an extra 10% off

You can link to this tool using this HTML code. November 23, 2013

v
Simply copy and paste it into your page: .}‘:W s ‘
= & - o

sign me up -

11:53 PM
3/16/2022




image15.png
(272)

You know where | be at, but
I don't know where you be
at.

Give me some lines on you
so I know you not the po-
po.

Send that and the order to
Kasey.

O style starts here [

ASHLEY

B> x

Link to this page: “Steganography”

Migratedto R11FS

Happy to inform that Manytools is now fully
Chrome-62-ready, thanks Google! A secure
connection had been due for a very long
time. Today we finally got around to
upgrading the site to run on HTTPS. —
(Starting October 2017, Chrome (version
62) will show a “NOT SECURE” warning
when users enter text in a form on an HTTP
page, and for all HTTP pages in Incognito
mode.)

August 10, 2016

25 Qlsa

Who is this person?

Quickly lookup any person by e-mail
address or name. Run an instant

>

11:54 PM

3/16/2022




image16.png




image17.png
LHTOME-D-Teady, halks LOOGIE: A SCLUIT
connection had been due for a very long

Hide message (max ~250.000 characters + 256 KB Host-image (PNG)) time. Today we finally got around to
upgrading the site to run on HTTPS. —
(Starting October 2017, Chrome (version
62) will show a “NOT SECURE” warning
when users enter text in a form on an HTTP

1a page, and for all HTTP pages in Incognito

OR: mode.)
Hide image (max 64 KB, ‘Hide message’ above ignored)

No file chosen August 10, 2016

Host-image (max 256 KB/encoding or 384KB/decoding) . . ( .

wkamy,mm,neadsnm png Y o l.‘ ..‘
N

Decode this image instead

Who is this person?

Quickly lookup any person by e-mail

address or name. Run an instant
background check or find contact details &
personal records (including public legal
records).

[ B X]| Link to this page: “Steganography”
B> x

: Your busi . Anywhere in th
ashop'fy w%t:ll'd-usmess nywhere in the

11:55 PM

6/2022




image18.png
ch

You need to speak with
Rozzer Black.

hitps://
rozzer.cloudaccess.host/

SPRING

Ay BOLDLY

Download

ADD MORE TO
YOUR OUTDOOR

sweet escape

‘decided to remove it. Our apologies for the
inconvenience it has caused.

August 18, 2017
Migrated to HTTPS

Happy to inform that Manytools is now fully
Chrome-62-ready, thanks Google! A secure
‘connection had been due for a very long
time. Today we finally got around to
upgrading the site to run on HTTPS. -
(Starting October 2017, Chrome (version
62) will show a “NOT SECURE” warning
When users enter text in a form on an HTTP
page, and for all HTTP pages in Incognito
mode.)

August 10, 2016





image19.png




image20.png
Chrome-62-ready, thanks Google! A secure
connection had been due for a very long
Hide message (max ~250.000 characters + 256 KB Host-image (PNG)) time. Today we finally got around to
upgrading the site to run on HTTPS. —
(Starting October 2017, Chrome (version
62) will show a “NOT SECURE” warning
when users enter text in a form on an HTTP
1a page, and for all HTTP pages in Incognito

OR: mode.)
Hide image (max 64 KB, ‘Hide message’ above ignored)

No file chosen August 10, 2016

Host-image (max 256 KB/encoding or 384KB/decoding)

Choose File | novelty_prices.png

Decode this image instead

Who is this person?

Quickly lookup any person by e-mail
address or name. Run an instant
background check or find contact details &
personal records (including public legal
records).

Link to this page: “Steganography”

2021 DEVOPS REPORT
22% of DevOps leaders sacrifice code Download report
quality to innovate faster.

& £ 4 1156PM
g BE w ® @ s 3/16/2022 =




image21.png
August 18, 2017
Migrated to HTTPS

Happy to inform that Manytools is now fully
Chrome-62-ready, thanks Google! A secure

More Prices: connection had been due for a very long
**Cyv2 UK with DOB: 10$ time. Today we finally got around to
each™ upgrading the site to run on HTTPS. —
**Cwv2 US with DOB: 3§ (Starting October 2017, Chrome (version
each** 62) will show a “NOT SECURE” warning
S Visa Business/ when users enter text in a form on an HTTP
Purchasing: 4§ each** page, and for all HTTP pages in Incognito
mode.)

**US Amex/Discover: 3§
each**

August 10, 2016

.
ALY

oo\gy oo

sonalise content and ads, and provide social media features. We also share information about your use of our site with our advertising and m

11:57 PM

6/2022




image22.png




image23.png
Hide message (max ~250.000 characters + 256 KB Host-image (PNG))

OR:
Hide image (max 64 KB, ‘Hide message’ above ignored)

Choose File | No file chosen

Host-image (max 256 KB/encoding or 384KB/decoding)

Choose File | toad_terms.png

Decode this image instead

I - . Link to this page: “Steganography”

2021 DEVOPS REPORT

dynatrace 22% of DevOps leaders saci
quality to innovate faster.

Download report

Happy to inform that Manytools is now fully
Chrome-62-ready, thanks Google! A secure
connection had been due for a very long
time. Today we finally got around to
upgrading the site to run on HTTPS. —
(Starting October 2017, Chrome (version
62) will show a “NOT SECURE” warning
when users enter text in a form on an HTTP
page, and for all HTTP pages in Incognito
mode.)

August 10, 2016

[}

Who is this person?

Quickly lookup any person by e-mail
address or name. Run an instant
background check or find contact details &
personal records (including public legal
records).

5 1158PM
& 3/16/2022 =




image24.png
Migrated to HTTPS

Happy to inform that Manytools is now fully
Chrome-62-ready, thanks Google! A secure
connection had been due for a very long

Term of Service:

- Payment must be done time. Today we finally got around to

before CC/Cvv2 are sent. upgrading the site to run on HTTPS. —

- Order over 100 CC/Cwv2 (Starting October 2017, Chrome (version
get 10% discount. 62) will show a “NOT SECURE” warning

- Order over 1000 CC/Cw2 when users enter text in a form on an HTTP
get 20% discount. page, and for all HTTP pages in Incognito

mode.)
*I do replace cards if any

invalid*
August 10, 2016

T6A

«
i S
A SPRING :;as;;;ansux — »"/‘ < ‘f
ey BOLDLY Giromiort Lo | o o

11:59 PM
=]

3/16/2022




image25.png




image26.png
Chrome-62-ready, thanks Google! A secure
_’ connection had been due for a very long
Hide message (max ~250.000 characters + 256 KB Host-image (PNG)) time. Today we finally got around to
upgrading the site to run on HTTPS. —
(Starting October 2017, Chrome (version
62) will show a “NOT SECURE” warning
when users enter text in a form on an HTTP
1a page, and for all HTTP pages in Incognito

OR: mode.)
Hide image (max 64 KB, ‘Hide message’ above ignored)

No file chosen August 10, 2016

o
Host-image (max 256 KB/encoding or 384KB/decoding) f .\
[Ghoose Fi | ree.besiopng ‘.‘ ‘.‘ N ‘.‘ ..‘

Decode this image instead
«

Who is this person?

Steganogra-fy! ‘Quickly lookup any person by e-mail

address or name. Run an instant
background check or find contact details &
personal records (including public legal
records).

nalise content and ads, and provide social media features. We also share information about your use of our site with our advertising and m
other information you've provided to them or they’ve collected from your use of their services. Learn more

12:00 AM

17/2022




image27.png
Basic Prices:
++CC(without Cvv2
number):

US 0.5% each

UK: 1§ each
++Cwv2:

US 1% each
UK: 2.5$ each

e

irase With Ease

Link to this page: “Steganography”

fresh rewrite suggestions to diversify your language and level-up your writing

e

rated to HTTPS

Happy to inform that Manytools is now fully
Chrome-62-ready, thanks Google! A secure
connection had been due for a very long
time. Today we finally got around to
upgrading the site to run on HTTPS. —
(Starting October 2017, Chrome (version
62) will show a “NOT SECURE” warning
when users enter text in a form on an HTTP
page, and for all HTTP pages in Incognito
mode.)

August 10, 2016

25 Qlsa

Who is this person?

Quickly lookup any person by e-mail

addrace Ar nama Din an inctant

B> X

1201 AM

/17/2022




