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Does interference in US elections by Russia, China, and Iran constitute information warfare, and, whether or not it is information warfare, is it justifiable? If the US were to interfere in similar ways in elections in Russia, China, or Iran, would that constitute information warfare, and, whether or not it would be information warfare, would it be justifiable?

Introduction
In “The Covert War for American Minds,” David Shedd and Ivana Stradner describe how Russia, China, and Iran have used information operations to influence people in the United States and create distrust and division. Russia has used social media, fake accounts, misleading videos, and other forms of disinformation during U.S. elections. China has also used fake American social media accounts. For example, the Chinese operation called Spamouflage created fake American users who posted about the presidential election and controversial issues such as reproductive rights and U.S. support for Israel. The authors explain that these operations are not usually about one message changing an election. Instead, the goal is to create chaos, discontent, and suspicion over a long period of time so that the combined effect can influence people's views and decisions. 
These actions are important because elections depend on people being able to make decisions using trustworthy information. In this Case Analysis, I will argue that the virtue ethics tool shows that Russia, China, and Iran engaged in information warfare because they intentionally manipulated people through deception and social media, and that their actions were not morally justified because they showed dishonesty, unfairness, and a lack of respect for the people they were trying to influence. I will also argue that if the United States used the same deceptive methods against Russia, China, or Iran, those actions would also be information warfare and would not become morally right simply because they were done in response to foreign interference.

Prier,  Social Media, Propaganda, and Character
One of the main concepts from Jarred Prier's article is “commanding the trend.” Prier explains that social media has become an important place for propaganda and information operations. Platforms such as Twitter and Facebook use algorithms to identify popular words, phrases, and hashtags and turn them into trends. A trending topic can quickly attract the attention of a large audience. Foreign actors can take advantage of this system by using existing online groups, propaganda, and automated bot accounts to spread a message quickly. 
Prier explains that this strategy depends on several things working together. There needs to be a message that fits an existing belief or narrative, people who already believe that message, a small group creating the propaganda, and automated accounts that help spread it. The group creating the propaganda can produce videos, memes, and fake news and then use the online network to make the message appear more popular and widespread. 
This concept helps explain why the actions described by Shedd and Stradner should be considered information warfare. The foreign actors were not simply expressing their opinions about American politics. They were trying to enter the American information environment and influence what Americans saw and discussed. China, for example, used fake American users through Spamouflage to post about the election and controversial political issues. Russia also used information operations to take advantage of existing disagreements in American society.
What makes this especially concerning is that the people receiving these messages may not know where they came from. If I see a political post from what looks like an ordinary American, I might assume that the person is expressing their real opinion. I may respond differently if I knew that the account was actually controlled by a foreign government. The deception changes how the information is understood.
This is where virtue ethics become useful. Virtue ethics asks us to think about the character and moral qualities shown by an individual or an organization. Instead of only asking, “Did this action produce a good result?” we can ask, “What kind of character does this action show?” A morally good person should develop qualities such as honesty, fairness, responsibility, courage, and respect for others. The same type of reasoning can be applied to governments and their actions.
From this perspective, creating fake identities to manipulate another country's citizens shows a lack of honesty. A government that creates an account pretending to be an ordinary American is intentionally hiding who it really is. The problem is not simply that the message might be false. The source itself is being misrepresented.
I think honesty is especially important in elections because elections are based on people's ability to make their own choices. If someone secretly manipulates the information a voter receives, that person is interfering with the voter's ability to make an independent decision. It is similar to someone giving you information while pretending to be someone they are not. You cannot properly judge the information because you do not know the real source.
Virtue ethics also makes us think about fairness. Russia, China, and Iran may have their own interests and disagreements with the United States, but that does not give them a fair claim to secretly manipulate American citizens. They are participating in another country's political process without being honest about their involvement. In my opinion, that is unfair because American citizens are not being given the opportunity to understand who is actually trying to influence them.
Another important virtue is responsibility. Countries have significant power because their actions can affect millions of people. With that power comes responsibility. A responsible government should consider the effects of its actions on ordinary people rather than treating citizens as tools for achieving political goals. Shedd and Stradner explain that influence operations intentionally try to create “chaos, discontent, and suspicion” within a target population over time. Deliberately creating these conditions shows a willingness to use people's fears and disagreements for political purposes.
I can relate to this part because I have seen how quickly information can affect people's opinions about other people. On social media, someone can post something about another person, and if enough people repeat it, others may start believing it without knowing whether it is true. Once people believe something, it can be very difficult to change their minds. This makes me understand why information warfare is so powerful. It does not have to physically attack someone to cause harm. It can change how people see each other.
Prier's discussion of social media shows how easily this can happen on a large scale. A small group of people using bots and existing online networks can spread a message to a much larger audience. From a virtue ethics perspective, the question is not only whether the technique works. We should also ask whether a good and responsible government should want to influence people through deception in the first place.
I believe the answer is no. A country can openly criticize another country's government, explain its own political beliefs, or publish information supporting its interests. Those actions can still be controversial, but they do not necessarily require deception. Creating fake citizens and secretly manipulating political conversations is different because it shows dishonesty and disrespect toward the people being targeted.
Morkevicius supports this concern by explaining that information-psychological warfare can manipulate an opponent's society and that fake identities can undermine people's trust in one another. He specifically discusses “sock puppets,” or accounts using fictitious identities, and explains that this kind of deception can damage social trust and civil order. This supports my virtue ethics argument because trustworthiness is an important part of having good moral character.
The same standard should apply to the United States. If the United States secretly created fake Russian, Chinese, or Iranian citizens and used those identities to spread false information during their elections, I would also consider that information warfare. More importantly, I would not consider it morally justified simply because another country had interfered with American elections first. If honesty, fairness, responsibility, and respect are important virtues, then the United States should demonstrate those virtues even when responding to an opponent.
The United States can defend itself in other ways. Shedd and Stradner describe actions such as exposing foreign influence operations, targeting foreign trolls and hackers, and sanctioning individuals and organizations involved in malign activities. These approaches can protect Americans without requiring the United States to become dishonest itself.
Therefore, using Prier's concept of commanding the trend and the virtue ethics tool, I believe foreign election interference qualifies as information warfare and is not ethically justified. The problem is not only what the operations accomplish. The methods themselves show a lack of honesty, fairness, responsibility, and respect for the people being targeted. A country should not abandon its moral character simply because it is dealing with an adversary.

Morkevicius, Deception, Trust, and Virtue Ethics
Morkevicus explains that information warfare can happen through two broad strategies: denial and deception. Denial means withholding information from an opponent, while deception is more complicated because it tries to manipulate an opponent's understanding of reality. Deception can involve concealment, changing how information is presented, or lying. Morkevicius explains that some forms of concealment can sometimes be acceptable, but deliberate lying is much more difficult to justify. This distinction is important in the case of Russia, China, and Iran because their election interference involved more than simply keeping information secret. Their operations included creating fake identities, spreading misleading information, and trying to make people believe that certain messages came from Americans.
Morkevicius also explains that information-psychological operations can be considered a form of coercive force because they attempt to change how people think and behave. These operations can undermine domestic cohesion and a country's ability to make political decisions. This helps answer the first question in the assignment. I believe the actions by Russia, China, and Iran should be considered information warfare, even though they may not look like traditional warfare. There does not have to be physical violence for information to be used as a weapon. If a country deliberately uses information to manipulate another country's population and political decision-making, it is using information as a form of conflict.
Morkevicius's discussion of trust is especially important to my argument. He explains that factual truth provides the foundation for public political life and that trust is a social good. Without shared facts, people cannot have meaningful political discussions or make decisions together. He also explains that Russian disinformation has been successful at exploiting polarization and increasing social tensions. 
From a virtue ethics perspective, this shows why election interference is morally wrong. A society needs virtues such as honesty, trustworthiness, fairness, and responsibility to function properly. When a foreign government intentionally spreads false information, it is not simply trying to win an argument. It is weakening the trust that people need in order to communicate with one another.
For example, imagine that two Americans disagree about immigration or abortion. They can have completely different opinions and still have a productive political discussion if they agree about basic facts. But if one side is being intentionally flooded with false information from a foreign government, the discussion becomes much harder. People may begin believing that their political opponents are lying or acting in bad faith when the real problem is that they have been manipulated by an outside actor.
Morkevicius explains that information warfare can be particularly dangerous because social trust is much harder to rebuild than physical property. Disinformation can also make it difficult for a society to establish a shared understanding of what is true after the operation has ended. This is one of the strongest reasons I believe these actions are not justifiable.
Using the virtue ethics tool, I would ask what a morally good government would do in this situation. A good government should demonstrate honesty when possible, responsibility toward civilians, fairness toward other societies, and respect for people's ability to make their own choices. Russia, China, and Iran failed these standards when they secretly attempted to manipulate American citizens through deceptive information operations.
However, this does not mean that the United States has to simply accept foreign interference. A virtuous response would require courage and responsibility. The United States should defend its elections, expose foreign operations, improve media literacy, and help citizens recognize manipulation. Morkevičius himself explains that improving media literacy and critical thinking can reduce the effectiveness of disinformation campaigns. These responses are better than simply responding with another campaign of deception.
The second part of the assignment asks whether it would be justifiable if the United States interfered in elections in Russia, China, or Iran in the same way. I would say no. It would still be information warfare because the United States would be using information and deception to influence another country's population and political process. More importantly, the action would still demonstrate the same lack of virtues that makes the original actions wrong.
It might be tempting to say that the United States should “fight fire with fire.” If Russia interferes with American elections, perhaps America should interfere with Russian elections. I understand why someone might make this argument. A country has a responsibility to protect itself. But virtue ethics asks us to think about what kind of character we are demonstrating through our actions. If the United States responds to dishonesty by becoming dishonest itself, it risks becoming part of the same problem.
There is also a difference between defending against deception and using deception against civilians. The United States can expose Russian, Chinese, or Iranian propaganda and tell citizens what is happening. It can also protect its own systems and election infrastructure. These actions demonstrate responsibility and courage without requiring the United States to create fake citizens or intentionally spread false information.
Therefore, I believe the best ethical response is not to copy the behavior of an opponent. Instead, the United States should protect itself while maintaining the virtues it expects from its own government. A country's moral standards should not disappear simply because it is dealing with an adversary.

Conclusion

Russia, China, and Iran's interference in U.S. elections should be considered information warfare because their operations used information and deception to influence American citizens and political decision-making. Prier's concept of “commanding the trend” shows how social media, bots, existing political divisions, and propaganda can be combined to spread messages to large numbers of people. Morkevicius shows the deeper problem: information warfare can damage social trust and make it harder for people to establish a shared understanding of reality. 
Using virtue ethics, I believe these actions are not justifiable because they demonstrate dishonesty, manipulation, unfairness, and a lack of responsibility toward the people being targeted. The same standard should apply to the United States. If America used fake accounts, deception, and disinformation to influence elections in Russia, China, or Iran, those actions would also be information warfare and would not automatically become morally acceptable because they were intended to protect American interests.
I recognize that this position has a difficult problem. If foreign countries continue using information warfare, completely refusing to use any form of deception could make defending against them more difficult. However, I believe there is a difference between defending society from manipulation and intentionally manipulating another society. The United States can expose foreign operations, strengthen election security, and improve citizens' media literacy without deliberately destroying trust in another country's population. In the long term, protecting truth and trust is more consistent with the kind of society a government should try to create.

