Lab 3 Passive Reconnaissance
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The IP addresses for the nameservers are exposed which can allow for attacks such as DNS
spoofing or flooding of the nameservers. The registrar name being available can be a
vulnerability because attackers can use the information for social engineering or finding

vulnerabilities in the registrar’s system. The expiration date of the domain being this year is a

weakness because an attacker can prepare to take over the domain as soon as it expires.

Question 2:

Task 1:

4 Gemini -

* & 0

[ All Bookmarks

E ﬂ = E ﬁ ﬁ ﬁ E ﬁ

/502 / TCP

1757586623 | 2026-02-16T22:35:02.81756@

@ 154.41.194.149 x  +
< C 2 shodanio/host/154.41.194.149
oo
aa
ciy washington
Organization Cogent Communications - IPENG
ISP Cogent Communications
ASN AS174
A\ Vulnerabilities Atports v | Latest <]
ote: the device may not be impacted by all of these issues The vulnerabilities are implied based on the software and versio
( 2025 (3)

CVE-20825-32728 E In sshd in OpenSSH before 10.0, the

DisableForwarding directive does not adhere to the
documentation stating that it disables X11 and agent
forwarding.

CVE-20825-26466

ping packet the SSH server receives, a pong packet is

allocated in a memory buffer and stored in a queue of

hitps://wwwshodan io/host/154.41.184.148%8009 g5 1t s only freed when the server/client kev

Efﬂ@i

i O Type here to search .

E A flaw was found in the OpenSSH package. For each

/2222 / TCP

LX) 0

unit ID: 8

-- slave ID Data:  PM71@PowerMeter  (11faffsesd3731385067765724d65746572)

-- Device Identification: Generic Vendor MODBUS-21 1.9

unit ID: 1
-- Slave ID Data:  ModbusRTUDevice  (118@@84d6f54627573525455446576656365)
-- Device Identification: Generic Vendor MODBUS-@1 1.0

Unit ID: 255

-- slave ID Data:  PM71@Powerveter  (11faff5e4d3731385867765724065746572)

-- Device Identification: Generic vendor MODBUS-21 1.0

OpenSSH a¢

SSH-2.8-0penssH_9.9
key type: ecdsa-shaz-nistpase
Key: ARAAEZVIZHHNLXNCYTItbmlzdHAYNTYAARAIbM]ZOHAYNT YAAABBBLP 1Xp2zeI2CSUSERVKdNpUL

&01PM

A~ o i)
DO &) g0

1t Temps to jump

15700829415 | 2026-02-16T17:44:11.642446

[

-



@ 15441.194.149 x 4+ 4 Gemini — X

<« (¢ 25 shodan.io/host/154.41.194.149 * ] °

EH [ All Bookmarks

v R Bowi

Explore Downloads 4 Account

Vierina
£

are | // LAST SEEN: 2026-02-16

@ General Information 5% Open Ports

— — . H H . n E . ﬂ H ﬂ
427 2067 379
City Washington
ﬂ ﬂ

Organization Cogent Communications - IPENG
ISP Cogent Communications
ASN AS174

// 502 / TCP 1757586623 | 2026-02-16T22:3:

.81756@

— - = 6:02 PM
28 O Type here to search . gi 9 ] G n @ Q (?) L} Tempstodrop A~ @ & Z ) 2/16/2026 [}

B 15441194149 X+ + Gemini = X
€ G 2 shodanio/host/154.41.194.149 * @& 0
88 [ All Bookmarks

-- Device Identification: Generic vendor MODEUS-201 ©1.00
/\ Vulnerabilities All ports v| | Latest v‘
unit ID: 1
-- slave ID Data: ModbusRTUDevice {11e0ee4defe4627573525455446576696365 )
s -~ Device Identification: Generic vendor MODEUS-291 81.8
Unit ID: 255
E 2025 (3) -- Slave ID Data: er (1 746572)
. -- Device Identification: Generic vendor MODEUS-201 ©1.08
CVE-2025-32728 E In sshd in OpenSSH before 10.0, the
DisableForwarding directive does not adhere to the
documentation stating that it disables X11 and agent
. -1570029415 | 2026-02-16T17:44:11.642446
forwarding. /2222 /TCP 5 | 2 642446
CVE-2025-26466 E Aflaw was found in the OpenSSH package. For each ope"SSH o3
ping packet the SSH server receives, a pong packet is S5H-2.0-0penssH_5.5
allocated in a memory buffer and stored in a queue of key type: ecdsa-sha2-nistp256
packages Itis Oﬂly freed when the SENGT/CUEFH key Key: Ar'b\r'\ElV]ZHNHLHNUYTITledHinTYW[bmlldHI\YMTYAAABBELF’]KDZZEJBCS“EER\H{UNDUI
. . K BIKCLRAT/H75 LtFRSVE+F Iy IRDNNSDAXMTZ/KIUZWTAZNIVIRLUEHTPEK / Shi=
exchange has finished. A malicious client may keep Fingerprint: 25:f1:35:a6:8biee:13:13:78:bc:56:03:¢a:9d 0142
sending such packages. leading to an uncontrolled
. . " th id kex Algorithms:
increase in memory consumption on the server side entrupTEI2SS19- shas12
Consequently, the server may become unavailable, sntrup761%25513-shas12@openssh. com
resulting in a denial of service attack mlken7E8x25513-5ha258
curve25519-sha2se
curve2ss19-shazssglibssh.org
CVE-2025-26465 m Avulnerability was found in OpenSSH when the ecdh-shaz-nistp2se
3 L ecdn-shaz-nistp3ss
VerifyHostKeyDNS option is enabled. A machine-in-the- ecdh-sha2-nistpsa1
middle attack can be performed by a malicious machine diffie-hellman-group-exchange-sha2se
imoersonatina a leait server. This issue occurs due to how d1ffie-hellman-groupls-shasiz
B i 2 £ &03PM
8 O Typehere to search . =i % =3 G " Q (7] L} Tempstodrop A &3 & Z Q) 21162026 ]

Task 2:

The device is a PM710 Power Meter that uses Modbus protocol and is manufactured by
Schneider Electric. The power meter is part of the SCADA system. The power meter cannot
encrypt or authenticate which results in the device being vulnerable to data theft and
manipulation. Due to the lack of authentication, attackers can also modify and reconfigure the
device for their own purposes. The device is vulnerable to denial of service attacks. The device
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is very simple and is unable to filter the packets entering. Attackers will be able to flood the
device easily with packets causing it to stop functioning.
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The attack described in CVE-2025-26466 is a denial of service attack.
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MO0815 Watchdog Timers is a mitigation technique that uses watchdog timer devices. A
watchdog timer allows the device to detect if a system is unresponsive. When watchdog timers
are used, the organization can respond quickly to the attack. DET0723 Detection of Denial of
Service involves monitoring the flow of traffic and the inspection of packets. Other aspects to
monitor are application logging, network data, and operational data. The detection strategy
monitors the device or system for any abnormalities which can indicate a denial of service
attack is occurring.



