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Task A — Network Configuration

1. Inthe virtual box setting, connect two VMs in the same internal network, “internal_{UIN}”".

a. Replace {UIN} with your real UIN.
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2. Change the hostname of the Client VM to “{MIDASname}-Client”. Replace {MIDASname} with

your real MIDAS name.
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3. Configure the temporary IP address on the Gateway Ubuntu, as shown in Figure 1.
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4. Configure the temporary IP address, routing table, and DNS server on Client VM as shown in

Figure 1.
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vboxuser@awateo12-client: ~

% tall -n 3 fetc/resolv.conf
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vboxuser@awate012: ~

: % sudo iptables -L
Chain INPUT (policy ACCEPT)
target prot opt source destination
Chain FORWARD (policy ACCEPT)
target prot opt source
ACCEPT all -- anywhere
ACCEPT all anywhere

destination
anywhere state RELATED,

anywhere

Chain OUTPUT (policy ACCEPT)
prat opt source

s

destination
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root@awate012: /home/vboxuser
5 sudo echo 1 > /proc/sys/net/ipvd/ip_forward

pva/ip_forward: Permission denied
S su root

root@awated12: /home /vboxuser# echo 1 > /proc/sys/net/ipv/ip_forward
Jip_forward

root@awate12: /home fvboxuser# cat /proc/sy
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:-5 ping www.google.com

(142.251.163 56(84) bytes of
1€180.net (142.251.163.147)
163.147)
163.147): lcmp_seq=3 ttl=166 time=11
: lcmp_seq=4 ttl=106 time=12.1

vboxuser@awateo12-client: ~

PING www.google.co data.
64 bytes from wy-in-f147
64 bytes from wyv-in-f147.1e180.net (142.251
64 bytes from wy-in-f147.1e188.net (142.251
64 bytes from wv-in-f147.1e100.net (142.251.163.147)
AC

- www.google.com ping statistics
4 packets transmitted, 4 received, 8% packet loss, time 3814ms
rtt min/avg/max/ndev = 12.085/12.213/6.101 s

8) 56(84) bytes of

PING 8.8.8.8 (
tt

8
64 bytes from 8
64 bytes from 8 8
64 bytes from 8.8.8.8: icmp_seq=3 ttl=117
.8: icmp_seq=4 ttl=117 time=9.47
8.8.8.8 ping statistics

packets transmitted, 4 received, B% packet

78/10.156/12.681/1.869 ms

5

a loss, time 3863ms
rtt min/avg/max/ndev = 9.4
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Task B — Firewall Configuration



http://www.google.com/

1. Configure the iptables on the gateway Ubuntu to block all the inbound ICMP packets from the
Client VM.
a. After setting up rules for the gateway to drop ICMP packets from the client, we can no

longer send a ping request to the gateway. We can still ping out to other addresses.
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2. Configure the iptables on the gateway Ubuntu to block all the outbound ICMP packets that
originated from the gateway Ubuntu itself.

a. After setting up iptables rules, all ICMP packets were rejected






