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Task A

1. Create 6 users in your Linux Terminal, then set the password for each user that meets the

following requirements respectively. You should list the passwords created for each user.

root@Ubuntu: /home/vboxuser
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a. Foruserl, the password should be a simple dictionary word (all lowercase)
i. Userl’s set password is orange.
b. For user2, the password should consist of 4-character digits
i. User2’s set password is 1234.
c. For user3, the password should consist of a simple dictionary word of any length (all
lowercase) + digits
i. User3’s set password is hotdog1.
d. For user4, the password should consist of a simple dictionary word (all lowercase) +
digits + symbols

i. Userd’s set password is building1!.



e. For user5, the password should consist of a simple dictionary word (all lowercase) +
digits
i. User5’s set password is controller23.
f.  For user6, the password should consist of a simple dictionary word (with a combination
of lower and upper case) + digits + symbols

i. User6’s set password is Keyboard567!@.
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root@Ubuntu: fhome vboxuser

- it is based on a dictionary word

it is based on a dictionary

2. Export above users’ hashes into a file names xxx.hash (replace xxx with your MIDAS) and use
John the Ripper tool to crack their passwords in wordlist mode (use rockyou.txt).

a. Screenshot is on the next page.
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3. Keep your John the Ripper cracking for 10 minutes. How many passwords have been
successfully cracked?

a. Three passwords were successfully cracked.
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Extra Credit

4. Find and use the proper format in John the Ripper to crack the following MD5 hash. Show your

steps and results.
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krba, krbs, krbsasrep, krbSpa-shai, krbspa-mds, krbstgs, krbstgs-shai,
krb5-17, krb5-18, krb5-3, kwallet, 1lp, lpcli, leet, lotus5, lotus85, LUKS,

- MD2, mdc2, MediaWiki, monero, money, MongoDB, scram, Mozilla, mscash,

O mscash2, MSCHAPv2, mschapv2-naive, mssql, mssqle5, mssqli2, multibit,
mysqlna, mysql-shal, mysql, net-ah, nethalflm, netlm, netlmv2, net-md5,
netntlmv2, netntlm, netntlm-naive, net-shal, nk, notes, md5ns, nsec3, NT,
NT-long, ol@glogon, o3legon, oslogon, ODF, Office, oldoffice,
OpenBsD-SoftRAID, openssl-enc, oracle, oracle1l, Oracle12C, osc, ospf,
Padlock, Palshop, Panama, PBKDF2-HMAC-MD4, PBKDF2-HMAC-MD5, PBKDF2-HMAC-SHA1,
PBKDF2-HMAC-SHA256, PBKDF2-HMAC-SHAS12, PDF, PEM, pfx, pgpdisk, pgpsda,

- Files » phpass, PHPS, PHPS2, pix-md5, PKZIP, po, postgres, PST, PuTTY,
pwoure, gnx, RACF, RACF-KDFAES, radius, RAdmin, R RARS, Raw-35HA512,
Raw-Blake2, Raw-Keccak, Raw-Keccak-256, Raw-MD4,|Raw-MDS] Raw-MDSu, Raw-SHA1,
Raw-SHA1-AXCrypt, Raw-SHA1-Linkedin, Raw-SHAZ24, Raw-SHA256, Raw-SHA3,

@ Raw-SHA384, restic, ripemd-128, ripemd-160, rsvp, RVARY, Siemens-S7,
salted-SHA1, SSHA512, sapb, sapg, saph, sappse, securezip, 7z, Signal, sIP,
skein-256, skein-512, skey, SL3, Snefru-128, Snefru-256, LastPass, SNMP,
solarwinds, SSH, sspr, Stribog-256, Stribog-512, STRIP, SunMD5, SybaseASE,
Sybase-PROP, tacacs-plus, tcp-mdS, telegram, tezos, Tiger, timeroast,
tc_aes_xts, tc_ripemd168, tc_ripemd168boot, tc_sha512, tc_whirlpool, vdi,
OpenVMS, vmx, VNC, vtp, wbb3, whirlpool, whirlpool®, whirlpooll, wpapsk,
wpapsk-pmk, xmpp-scram, xsha, xsha512, zed, ZIP, ZipMonster, plaintext,
has-160, HMAC-MDS5, HMAC-SHA1, HMAC-SHA224, HMAC-SHA256, HMAC-SHA384,
HMAC-SHAS12, AndroidBackup-opencl, agilekeychain-opencl, ansible-opencl,

. axcrypt-opencl, axcrypt2-opencl, bcrypt-opencl, Bitcoin-opencl,

28 BitLocker-opencl, bitwarden-opencl, blockchain-opencl, cloudkeychain-opencl,

@ ndscrypt-opencl, cryptosafe-opencl, shalcrypt-opencl, sha2sécrypt-opencl,
shas12crypt-opencl, dashlane-opencl, descrypt-opencl, diskecryptor-opencl,
diskcryptor-aes-opencl, dmg-opencl, electrum-modern-opencl, EncFS-opencl,
enpass-opencl, ethereum-opencl, ethereum-presale-opencl, FVDE-opencl,
geli-opencl, gpg-opencl, iwork-opencl, KeePass-opencl, keychain-opencl,
keyring-opencl, keystore-opencl, krb5pa-md5-opencl, krbSpa-shai-opencl,
krbStgs-opencl, krbSasrep-aes-opencl, krb5tgs-shai-opencl, lp-opencl,
1pcli-opencl, LM-opencl, lotus5-opencl, mscash-opencl, mscash2-opencl,
mysql-shal-opencl, notes-opencl, NT-opencl, ntlmv2-opencl, NT-long-opencl,
oSlogon-opencl, ODF-opencl, office-opencl, oldoffice-opencl,
OpenBSD-SoftRAID-opencl, PBKDF2-HMAC-SHAZ256-opencl,
PBKDF2-HMAC-SHAS512-opencl, PBKDF2-HMAC-MD4-opencl, PBKDF2-HMAC-MD5-opencl,
PBKDF2-HMAC-SHA1-opencl, pem-opencl, pfx-opencl, pgpdisk-opencl,
pgpsda-opencl, pgpwde-opencl, phpass-opencl, pwsafe-opencl, RAKP-opencl,
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$ john --format=raw-MDS --wordlist=rockyou.txt extracred.hash
_ Using default input encoding: UTF-8
Loaded 2 password hashes with no different salts (Raw-MD5 [MD5 128/128 SSEZ 4x3])
. Cracked 2 password hashes (are in /home/vboxuser/snap/john-the-ripper/618/.john/john.pot), use "--show"
No password hashes left to crack (see FAQ)

: S cat_fhome/vboxuser/snap/john-the-ripper/616/.john/john.pot
Sdynamic_055f4dcc3b5aa765d61d8327deb8B2cf99:password
Sdynamic_0$63a9f8ea7bboB8es8796h649e85481845
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a.

The steps | took are as follows:

Vi.

Vii.

viii.

| created a hash file

| then used the echo command to write the provided MD5 hash information to
the file

| then utilized the help section for John the Ripper

| used the “john —list=formats” command to bring up the format list for John the
Ripper.

In this list | found the format Raw-MD5

| then used the command “john —format=raw-MD5 —wordlist=rockyou.txt
extracred.hash”

The information was decrypted

| then display the passwords associated with the decrypted information



