CYSE 270: Linux Systems for Cybersecurity

Assignment 2

Steps:

1. Open a terminal window.
antoinette-elam@Kali: ~

File Actions Edit View Help

-~



2. Display your current working directory.

antoinette-elam@Kali: ~

File Actions Edit View Help

~

/home/antoinette-elam



3. Using an absolute pathname, switch to the /etc directory.

antoinette-elam@Kali: /etc

File Actions Edit View Help

~

/home/antoinette-elam

/etc



4. Using a relative pathname, move to the /etc/skel directory.

antoinette-elam@Kali: /etc/skel

File Actions Edit View Help

~

/home/antoinette-elam

Jetc

" /etc/skel



5. Using a relative pathname, move up one directory.

antoinette-elam@Kali: fetc

File Actions Edit View Help

-

/home/antoinette-elam

-[/etc]

- /etc/skel

/etc/skel

/etc



6. List the files in the current directory.

antoinette-elam@Kali: /etc

File Actions Edit View Help

/etc]
adduser.conf ipsec.conf

ipsec.secrets
issue
issue.net

bash.bashrc
bash_completion kernel-img.conf

bindresvport.blacklist rearj.cfg

ld.so.cache redsocks.conf

ld.so.conf request-key.conf
ca-certificates.conf

legion.conf resolv.conf

libao.conf

libaudit.conf

libccid_Info.plist




File Actions Edit View

crontab

crypttab

debconf.conf
debian_version

deluser.conf

dhcpcd.conf

dns2tcpd.conf

e2scrub.conf

antoinette-elam@Kali: Jetc

Help

locale.alias
locale.conf
locale.gen

login.defs
logrotate.conf

machine-id
magic
magic.mime
manpath.config
matplotlibrc
mime.types

miredo.conf
mke2fs.conf

modules

screenrc

searchsploit_rc

sensors3.conf
services
shadow
shadow-
shells

smartd.conf

smi.conf

strongswan.conf

subgid
subgid-
subuid




antoinette-elam@Kali: fetc

File Actions Edit View Help

nanorc subuid-
environment netconfig
sudo.conf
ethertypes sudoers

networks sudo_logsrvd.conf
nfs.conf

nftables.conf
fstab
fuse.conf nikto.conf
gai.conf nsisconf.nsh
nsswitch.conf

odbc.ini tightvncserver.conf
odbcinst.ini

gprofng.rc ts.conf
ucf.conf

group
group-

gshadow
gshadow- updatedb.conf
pam.conf

paperspecs usb_modeswitch.conf
passwd




antoinette-elam@Kali: /etc

File Actions Edit View Help

gprofng.rc

group
group-

gshadow
gshadow-

hdparm.conf
host.conf
hostname
hosts
hosts.allow
hosts.deny
idmapd.conf

inputrc

pam.conf
paperspecs

passwd
passwd-

profile

protocols
proxychains4.conf

ts.conf
ucf.conf

updatedb.conf

usb_modeswitch.conf

vdpau_wrapper.cfg

wgetrc

xattr.conf

zsh_command_not_found




7. Perform a “long display” listing of the files in the current directory.

: antoinette-elam@Kali: /etc

File Actions Edit View Help
. \-[/etc

total 1508
-TW-r—1r—
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
-TW-Y—1r—
-TW-r—1r—
drwxr-xr-x
-TW-r—1r—
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
-TW-r—1r—
drwxr-s—
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwx

root root adduser.conf
root root

root root

root root

root root

root root

root root

root root

root root ¢ bash.bashrc
root root bash_completion
root root

root root bindresvport.blacklist
root root

root root

root root

root root ca-certificates.conf
root dip

root root

root root

root root

root root

colord colord

root root

root root

root root
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antoinette-elam@Kali: /etc

File Actions Edit View Help

drwx

drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
-TW-T—1TI—
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
-TW-Tr—1TI—
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
-TW-r—Ir—
-TW-r—1TI—
drwxr-xr-x
-TW-r—I—
drwxr-xr-x
drwxr-xr-x
-rW-r—1Tr—
drwxr-xr-x
-rW-r—Ir—
drwxr-xr-x
drwxr-xr-x
-TW-r—Tr—
drwxr-xr-x
drwxr-xr-x

root root Apr

root root Aug

root root Aug

root root Aug

root root Aug

root root Apr - crontab

root root Aug

root root Aug

root root Aug

root root Apr

root root Aug : crypttab
root root Aug

root root Aug

root root Aug

root root Mar : debconf.conf
root root May 21: debian_version
root root Aug

root root May - deluser.conf
root root May

root root Aug

root root Apr . o dhcpcd.conf
root root Aug

root root Apr dns2tcpd.conf
root root Aug

root root Aug

root root Mar : e2scrub.conf
root root Aug

root root Aug
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antoinette-elam@Kali: /etc

File Actions Edit View Help

root root Aug : environment
root root Aug

root root Mar % ethertypes
root root Aug

root root Aug

root root Aug

root root Aug

root root Aug

root root Aug : fstab

root root Apr - fuse.conf
root root Jan gai.conf
root root Aug

root root Aug

root root Aug

root root Aug

root root Aug

root root Mar gprofng.rc
root root Aug

root root Aug : group

root root Aug : group-
root root Aug

root shadow Aug : gshadow
root shadow Aug : gshadow-
root root Aug

root root Aug

root root Aug

root root Aug

root root Aug

-TW-r—r—
drwxXr-xr-x
-TW-r—TI—
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
-TW-r—Tr—
-TW-r—Tr—
-TW-r—r—
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
-TW-r—Tr—
drwxXr-xr-x
-rW-r—r—
-TW-r—r—
drwxr-xr-x
-TW-r

-TW-T

drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
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antoinette-elam@Kali: /etc

File Actions Edit View Help

-TW-T—TI—
-TW-T—TI—
-TW-T—TI—
-TW-T—TI—
-TW-T—TI—
-TW-T—T—
-TW-T—TI—
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
-TW-T—TI—
drwxr-xr-x
drwxr-xr-x
-TW-T—T—
drwxr-xr-x
-TW

-TW-T—T—
-TW-T—TI—
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
-TW-T—T—
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x

N NN W e e e
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root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root

root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root

Apr
May
Aug
Aug
Aug
Aug
Mar
Aug
Aug
Aug
Aug
Aug
Dec
Aug
Aug
Mar
Aug
Mar
May
May
Aug
Aug
Aug
Aug
Aug
Apr
Aug
Aug

hdparm.conf
host.conf
hostname
hosts
hosts.allow
hosts.deny
idmapd.conf

inputrc

ipsec.conf

ipsec.secrets
issue
issue.net

kernel-img.conf




antoinette-elam@Kali: /etc

File Actions Edit View Help

root root 93010 Aug 14:12 ld.so.cache
root root 34 Mar 18:56 ld.so.conf
root root 4096 Aug 13:42

root root 40645 Feb 2025 legion.conf
root root 26 Feb : 2024 libao.conf
root root 191 Nov 2024 libaudit.conf
root root 4096 Aug 13:23

root root 62283 Mar 12:55 libccid_Info.plist
root root 4096 Aug 13:39

root root 4096 Aug 13:50

root root 4096 Aug 13:55

root root 4096 Aug 13:38

root root 2996 Mar 18:56 locale.alias
root root 54 Aug 12:45 locale.conf
-TW-T—T— root root 9580 Aug 12:45 locale.gen
Lrwxrwxrwx root root 36 Aug 12:45 — /usr/share/zo
neinfo/America/New_York

drwxr-xr-x 6 root root 4096 Aug 13:04

-TW-T—TI— root root 5939 Apr 06:20 login.defs
-TW-T—Tr— root root 494 Jul 2024 logrotate.conf
drwxr-xr-x root root 4096 Aug 13:56

drwxr-xr-x root root 4096 Aug 13:39

—5 e o root root 33 Aug 12:44 machine-id
-TwW-r—1r— root root 111 Apr 01:25 magic
-rW-r—1r— root root 111 Apr ©1:25 magic.mime
-TW-r—7Tr— root root 5230 May ©9:24 manpath.config
-TW-r—1r— root root 43413 Feb 2025 matplotlibrc
-TW-Tr—1— root root 78282 Mar 20:12 mime.types

-TW-r—r—
-TW-I—1Ir—
drwxr-xr-x
-TW-Ir—1r—
-TW-I—TI—
-TW-r—1r—
drwxr-xr-x
-TW-I—TIr—
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
-TW-r—1r—
-TW-r—1r—

1
1
2
1
1
1
3
1
2
2
3
4
1
1
1
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8. List all the files in the current directory that begin with the letter s.

antoinette-elam@Kali: /etc

File Actions Edit View Help

drwxr-xr-x 2 root root 4096 Aug 26 13:39
drwxr-xr-x 2 root root 4096 Aug 26 13:39
-Tw-r—r— 1 root root 460 Jan 20 2023 zsh_command_not_found

/etc
-d D
1s: cannot access 'D': No such file or directory

— -[/etc
L -d D
1s: cannot access 'D*': No such file or directory

- /etc
sudo.conf
shadow sudoers
shadow-

screenrc shells strongswan.conf sudo_logsrvd.conf

searchsploit_rc smartd.conf

subgid

smi.conf subgid-

sensors3.conf subuid
subuid-

services



9. Run the command that will determine the type of contents in the /etc/group file.

’ antoinette-elam@Kali: /fetc

File Actions Edit View Help

S
sudo.conf

shadow sudoers

shadow-
screenrc shells strongswan.conf sudo_logsrvd.conf

searchsploit_rc smartd.conf
subgid
smi.conf subgid-
sensors3.conf subuid
subuid-
services

1-[ Jetc

Usage: file [-bcCdEhikL1NnprsSvzZ@] [—apple] [—extension] [-——mime-encoding]
[—mime-type] [-e <testname>] [-F <separator>] [-f <namefile>]
[-m <magicfiles>] [-P <parameter=value>] [—exclude-quiet]
<file>
file -C [-m <magicfiles>]
file [—helpl

-[/etc
; 1le /etc/group
/etc/group: ASCII text



10. Display only the last five lines of the /etc/group file.

antoinette-elam@Kali: /etc

File Actions Edit View Help

- /etc
= /etc/group
/etc/group: ASCII text

/etc/group
geoclue:x:127:
lightdm:x:128:
saned:x:129:
polkitd:x:987:
rtkit:x:130:
colord:x:131:
kali-trusted:x:132:
antoinette-elam:x:1000:
vboxsf:x:133:antoinette-elam
kaboxer:x:134:antoinette-elam

/etc

5 /etc/group
colord:x:131:
kali-trusted:x:132:
antoinette-elam:x:1000:
vboxsf:x:133:antoinette-elam
kaboxer:x:134:antoinette-elam

/etc



11. Execute the command to return to your home directory.

antoinette-elam@Kali: ~

File Actions Edit View Help

rtkit:x:130:

colord:x:131:
kali-trusted:x:132:
antoinette-elam:x:1000:
vboxsf:x:133:antoinette-elam
kaboxer:x:134:antoinette-elam

— Jetc!
—$ 1 5 /etc/group
colord:x:131:
kali-trusted:x:132:
antoinette-elam:x:1000:
vboxsf:x:133:antoinette-elam
kaboxer:x:134:antoinette-elam

/etc
-» home
Command "home' not found, did you mean:
command 'hime' from deb hime
command 'hose' from deb netpipes
command 'jome' from deb jome
Try: sudo apt install <deb name>

/etc]

12. Make a directory named data in the current directory.



= antoinette-elam @Kali: ~

File Actions Edit View Help

antoinette-elam:x:1000:
vboxsf:x:133:antoinette-elam
kaboxer:x:134:antoinette-elam

= -[/etc
- 5 /etc/group
colord:x:131:
kali-trusted:x:132:
antoinette-elam:x:1000:
vboxsf:x:133:antoinette-elam
kaboxer:x:134:antoinette-elam

/etc

Command "home’ not found, did you mean:
command “"hime® from deb hime
command "hose’ from deb netpipes
command ‘jome’ from deb jome

Try: sudo apt install <deb name>

/etc




13. Copy the /etc/passwd file into the data directory.

antoinette-elam@Kali: ~

File Actions Edit View Help

/etc
- 5 /etc/group
colord:x:131:
kali-trusted:x:132:
antoinette-elam:x:1000:
vboxsf:x:133:antoinette-elam
kaboxer:x:134:antoinette-elam

-[Jetc

Command "home' not found, did you mean:
command ‘hime’ from deb hime
command ‘hose® from deb netpipes
command ‘jome® from deb jome

Try: sudo apt install <deb name>

/etc

data

/etc/passwd data/

14. Copy the /etc/ppp directory into the current directory (and ignore any “Permission



denied” error messages).

antoinette-elam@Kali: ~

File Actions Edit View Help

antoinette-elam:x:1000:
vboxsf:x:133:antoinette-elam
kaboxer:x:134:antoinette-elam

-[/etc
—> home
Command “home® not found, did you mean:
command “hime' from deb hime
command "hose' from deb netpipes
command ‘jome' from deb jome
Try: sudo apt install <deb name>

-[/etc]

data

/etc/passwd data/

/etc/ppp .
cp: cannot open ‘/etc/ppp/pap-secrets’ for reading: Permission denied
cp: cannot open '/etc/ppp/chap-secrets’ for reading: Permission denied



15. Rename the ppp directory that is located in the current directory to peers.

antoinette-elam@Kali: ~

File Actions Edit View Help

— /etc
—25 home

Command 'home’ not found, did you mean:
command 'hime’' from deb hime
command 'hose’ from deb netpipes
command 'jome' from deb jome

Try: sudo apt install <deb name>

-1 /etc

/etc/passwd data/

= r /etc/ppp .
cp: cannot open '/etc/ppp/pap-secrets’ for reading: Permission denied
cp: cannot open '/etc/ppp/chap-secrets’ for reading: Permission denied

PPP peers



16. Execute the command (Is) to verify the change in the name of the directory.

antoinette-elam@Kali: ~

File Actions Edit View Help

command 'hose' from deb netpipes
command 'jome’' from deb jome
Try: sudo apt install <deb name>

/etc

/etc/passwd data/

-v /etc/ppp .
cp: cannot open '/etc/ppp/pap-secrets’ for reading: Permission denied
cp: cannot open '/etc/ppp/chap-secrets’ for reading: Permission denied

PPP peers



17. Create a new empty file named test in the data directory.

antoinette-elam@Kali: ~

File Actions Edit View Help

/etc

/etc/passwud data/

-r [etc/ppp .
cp: cannot open '/etc/ppp/pap-secrets’' for reading: Permission denied

cp: cannot open '/etc/ppp/chap-secrets’ for reading: Permission denied

~

] ] L=

data/test



18. Delete the data/passwd file.

8 antoinette-elam@Kali: ~

File Actions Edit View Help

data

/etc/passwd data/

-r [fetc/ppp .
: cannot open '/etc/ppp/pap-secrets’ for reading: Permission denied
: cannot open '/etc/ppp/chap-secrets’' for reading: Permission denied

- | -~

PPP peers

data/test

data/passwd



19. Delete the peers directory.

antoinette-elam@Kali: ~
File Actions Edit View Help

-r [etc/ppp .
cp: cannot open '/etc/ppp/pap-secrets’ for reading: Permission denied
cp: cannot open '/etc/ppp/chap-secrets’ for reading: Permission denied

PPP peers

data/test

data/passwd

- peers

20. Re-execute the 1s command



antoinette-elam@Kali: ~
File Actions Edit View Help

-r /etc/ppp
cp: cannot open ‘/etc/ppp/pap-secrets’ for reading: Permission denied
cp: cannot open '/etc/ppp/chap-secrets’ for reading: Permission denied

PPP peers

data/test

data/passwd

peers




