
Task 1. 

1. Open a terminal window in VM and execute the correct command to display user 

account information (including the login shell and home directory) for the current 

user using grep. 

 
 

Steps: 

• Opened and signed into kali 

• Opened terminal window 

• Executed command grep “^antoinette-elam:” /etc/passwd 

 

 

2. Execute the correct command to display user password information (including the 

encrypted password and password aging) for the current user using grep. 

 

 

• Executed command sudo grep “^antoinette-elam:” /etc/shadow 

• Entered password 

 

 

3. Create a new user named xxxxx and explicitly use options to create the home 

directory /home/xxxxx for this user



 
 

• Enter command sudo useradd -m -d /home/aelam010 aelam010 

• Enter password 

 

 

4. Set a password for the new user. 

 



 
 

Insert command sudo passwd aelam010 

Enter new password x2  

 

 

5. Set bash shell as the default login shell for the new user xxxxx, then verify the 

change. 

 



 
 

execute command sudo usermod -s /bin/bash aelam010 

Enter password 

 

6. Execute the correct command to display user password information (including the 

encrypted password and password aging) for the new user xxxxx using grep. 

 



 
 

 

execute command sudo grep “^aelam010:” /etc/shadow 

 

 

7. Add the new user xxxxx to sudo group without overriding the existing group 

membership. 

 

 

 

 



 

 

 Execute command sudo usermod -aG sudo aelam010 



8.  Switch to the new user’s account 

 

 

 

 

Command su – aelam010 
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