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Visually different hash output 
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,js(arickss Jali)-[~/nanoDir]

mdssun dog. jpeg
7549186 2335109007C386072b88ce  dog. jpeg
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—(aricks® kali)-[~/nanobir]
—§ steghide info dog.jpeg

dog. jpeg
format: jpeg
capacity: 500.0 Byte

ry to get information about embedded data ? (y/n) y
nter passphrase:
embedded file "testfile.txt:

size: 54.0 Byte

encrypted: rijndael-128, cbc

compressed: yes
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(aricks® kali)-[~/nanobir]
L6700 testfile.txt

(aricks® kali)-[~/nanoDir]
[
dog. jpeg
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E(aricksskali)*['ﬁmir]

4 steghide extract -sf dog.jpeg
Enter passphrase:

wrote extracted data to "testfile.txt".

[ (aricks® kali) - [~/nanobir]
$ s
dos.jpes  testfile.txt
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[ (ericks® keli) - [~/nanobir]
§ cat testfile.txt
for halloween im taking my cousin, trick or treating
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E(aricksskali)*['ﬁmir]
4 exiftool dog.jpeg
ExifTool Version Number
File Name

Directory

File size

File Modification Date/Time
File Access Date/Time

File Inode Change Date/Time
File Permissions

File Type

File Type Extension

MINE Type

JFIF Version

Resolution Unit

X Resolution

¥ Resolution

Inage Width

Inage Height

Encoding Process

Bits Per Sample

Color Components

Y Cb Cr Sub Sampling

Inage Size

Megapixels

——(aricks® kali)-[~/nanoDir]

: YCbera:

13.25

dog. jpeg

9.3 kB
2025:10:30

02:03:05-0!
2025:10:30 01:47:54-04
—ru-ru-r—

: JPEG

rg
image/jpeg

101

None
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(aricks® kali)-[~/nanoDir]
§ exiftool -author=Alayzia dog.jpeg
1 image files updated

g(arickss lali)-[~/nanobir]

exiftool dog.jpeg

ExifTool Version Number 13.25

File Name dog. jpeg
Directory 5 .
File Size 12 k8

File Modification Date/Time
File Access Date/Time
File Inode Change Date/Time

2025:10:30

02:52:31-04:00
2025:10:30 02:52:31-04:00

File Permissions ~rw-rw-r—
File Type : JPEG

File Type Extension pg

MIME Type inage/jpeg
JFIF Version : 1.01
Resolution Unit None

X Resolution 1

¥ Resolution 8 d

XMP Toolkit Inage
Author Alayzia

: 275
183

Baseline DCT, Huffman coding
18

3
Yebera:
: 275x183
0.050

Inage width
Inage Height
Encoding Process
Bits per Sample
Color Components,

Y Cb Cr Sub sampling
Inage size
Megapixels

0 (2 2)
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,js(arickss Jali)-[~/nanoDir]

mdssun dog. jpeg
a43c690c344d926597e35a85FceaZ0fh  dog. jpeg
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E(arickss kali)-[~]

4 sudo apt install nano
nano is already the newest
Summary :

Upgrading: o, Installing:

Q(Jrickss kali)-[~]

1s -1
total 36

druxr-xr-x 2 aricks aricks
druxr-xr-x 2 aricks aricks
druxr-xr-x 2 aricks aricks
druxr-xr-x 2 aricks aricks
drwxruxr-x 2 aricks aricks
druxr-xr-x 2 aricks aricks
druxr-xr-x 2 aricks aricks
druxr-xr-x 2 aricks aricks
druxr-xr-x 2 aricks aricks

(aricks® kali)-[~]
L5 <6 nanobir

version (8.6-1).

0, Removing: 0, Not Upgrading:

4096 Sep Desktop
4096 Sep Documents
4096 Sep Downloads
4096 Sep Music
4096 Oct nanodir
4096 Sep Pictures
4096 Sep Public
4096 Sep Templates
4096 Sep Videos

,js(arickss lali)-[~/nanobir]

touch testfile.txt

,js(arickss lali)-[~/nanobir]

1s
testfile.txt

503
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[ (ericks® kall)-[~/nanoDir)
nano testfile.txt

[ (ericks® keli) - [~/nanobir]
§ cat testfile.txt
for halloween im taking my cousin, trick or treating!
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15 nanobir
dog.jpeg testfile.txt

Q(Jrickss kali)-[~]

(aricks® kali)-[~]
622 nanopir

[ (aricks® kel ~/nanobir]
4 mdssum dog.jpeg
9b4c0846FI1cFIe2cBebdef0eed73dba  dog. jpeg

[ (ericks@ kali) - [~/nanobir]
$ mdssun testfile.txt
dlcf541cecefc13ab7c5490aa7aeb332 testfile.txt
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[ (aricks® kald)- (~/nanobir)
4 steghide embed -cf dog.jpeg —f testfile.txt
Enter passphrase:

Re-Enter passphrase:

embedding "testfile.txt™ in "dog.jpeg” ... done





