Q1

. How many packets are captured in total? How many packets are displayed?
A1: 12 packets were displayed
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Source Destination Protocol Length Info
.Popeegee  192.168.217. 192.168.16.18 ICMP 98 Echo (ping) request
.D27806800 192.168.217. 192.168.10.16 ICMP 98 Echo (ping) request
.051649500 192.168.217. 192.168.10.16 ICMP 98 Echo (ping) request
.075930980 192.168.217. 192.168.10.18 ICMP 98 Echo (ping) request
.099867500 192.168.217. 192.166.16.16 ICMP 98 Echo (ping) request
.123776860 192.168.217. 192.168.10.18 ICMP 98 Echo (ping) request
.187762900 Microsoft _40:57:27 Microsoft_40:57:38 ARP 42 Who has 192.168.217.
.189565700 Microsoft_40:57:38 Microsoft_40:57:27 ARP 42 192.168.217.2 1s at
.161624100 192.168.217.3 192.168.16.16 ICMP 98 Echo (ping) request
.1/717/94800 192.168.21/7.3 192.168.106.16 ICMP 98 Echo (ping) request
224431600 192.168.217.3 192.168.160.106 ICMP 98 Echo ing) request
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Frame 1: 98 bytes on wire (784 bits), 98 bytes captured (78: 5d 40 57 38 €0 15 5d 40
Ethernet II, Src: Microsoft_40:57:27 (00:15:5d:48:57:27), D! b9 b2 40 00 40 81 1c 98
Internet Protocol Version 4, Src: 192.168.217.3, Dst: 192.1i Ba @8 60 6T a8 55 23 66 61
Internet Control Message Protoco 21 32 01 €0 60 @0 0O B0
18 19 1a 1b 1c 1d 1e 1f 2€
28 29 2a 2b 2c 2d 2e 2f 3€

® B wireshark_ethOW60RD3.pcapng Packets: 12 - Displayed: 12 (100.0%) - Dropped: 0 (0.0%)  Profile: Default

Q2
. Apply “ICMP” as a display filter in Wiresharkicmp
. Then repeat the previous question (Q1).

Answer 2: 12 packets were captured and 10 were displayed
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Length Info

Frame 1:
Ethernet II,
Internet Protocol Version 4, Src:

*ethO
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Destination
192.168.10.10

Source
192.168.217.

Time

molclelelelalofole
.B27806800
. 051649500
. 075930900
. 099867500
.123776800
.161624100
.171794800
.224431600
.255289400

@

OO~ & WM =
WWwWwWwwww w W

98 bytes on wire (784 bits), 98 bytes captured (78:
Src: Microsoft_40:57:27 (00:15:5d:40:57:27), D:
192.168.21/7.3, Dst: 192.1l

Internet Control Message Protocol

Q3.

Select an Echo (replay) message from the list. What are the source and destination IPs of this
packet? What are the sequence number and the size of the data? What is the response time?

Internet Control Message Protocol: Protocol

Source Address: 192.168.217.3
Destination Address: 192.168.10.10
Sequence Number (BE): 1 (0x0001)
Data Size: 40 bytes

Response time: No Response seen

Help

Protocol
ICMP

98 Echo
98 Echo
98 Echo
98 Echo

98 Echo (

98 Echo
98 Echo
98 Echo

98 Echo (

98 Echo

(ping)

Packets: 12 - Displayed: 10 (83.3%) - Dropped: 0 (0.0%)

request
request
request
request
request
request
request
request
request
request

Profile: Default
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Wireshark - Packet 1- ethO

» Frame 1: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface eth@, id ¢
Trash » Ethernet II, Src: Microsoft_40:57:27 (00:15:5d:40:57:27), Dst: Microsoft_40:57:38 (00:15:€
+~ Internet Protocol Version 4, Src: 192.168.217.3, Dst: 192.168.10.186
0168 .... = Version: 4
.... 0101 = Header Length: 20 bytes (5)
» Differentiated Services Field: ©x0@ (DSCP: CS®, ECN: Not-ECT)
= Total Length: 84
File Systen Identification: ©xb9b2 (47538)
P16. .... = Flags: ©x2, Don't fragment
...0 O0PE PEOOPO BAEe® = Fragment Offset: ©
Time to Live: 64
" Protocol: ICMP (1)
Header Checksum: 0x1c98 [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.217.3
Destination Address: 192.168.10.10
3l Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: ©
Checksum: ©Ox6fTaB8 [correct]
[Checksum Status: Good]
Identifier (BE): 21795 (©0x5523)
Identifier (LE): 9045 (@x2355)
Sequence Number (BE): 1 (©0x0001)
Sequence Number (LE): 256 (©x0100)
[No response seen]
Timestamp from icmp data: Sep 25, 2025 17:51:56.081441000 EDT

[Timestamp from icmp data (relative): 0.00003140@ seconds ]
Data (40 bytes)
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Q4.
Apply “DNS” as a display filter in Wireshark. How many packets are displayed?

Q5.
Find a DNS query

What is the domain name this host is trying to resolve?

What is the source IP and port number, destination IP and port number? Please express in the for
IP:port

Q

6.Find the corresponding DNS response to the query you selected at the previous step, and what
is the source IP and port number, destination IP and port number? What is the message replied fr
DNS server?

Answer: For Q5 and Q6 not DNS could not be filled because no DNS queries could be
generated and i tried external domains and i got server unreachable
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M |dns BE3 -+

No. Time Source Destination Protocol Length Info

- 10.000000000 192.168.217.3 192.168.160.106 ICMP 98 Echo (ping) request 1d=0x5523, seq=1/2f
2 1.027806800 192.168.217.3 192.168.10.16 ICMP 98 Echo (ping) request id=0x5523, seq=2/5:
3 2.051649500 192.168.21/7.3 192.168.168.18 ICMP 98 Echo (ping) request 1d=0x5523, seq=3/74
4 3.0759309060 192.168.217.3 192.168.16.186 ICMP 98 Echo (ping) regquest 1d=0x5523, seq=4/1(
5 4.099867500 192.168.217.3 192.168.109.180 ICMP 98 Echo (ping) request 1id=0x5523, seq=5/11]
6 5.123776800 192.168.217.3 192.168.10.10 ICMP 98 Echo (ping) request 1id=0x5523, seq=6/1%
9 6.16162410600 192.168.217.3 192.168.16.16 1CMP 98 Echo (ping) request 1d=0x5523, seq=7/1]
10 7.171794860 192.168.217.3 192.168.10.16 ICMP 98 Echo (ping) request 1d=0x5523, seq=8/2(
11 8.224431600 192.168.217.3 192.168.10.10 ICMP 98 Echo request 1d=0x5523, seq=9/2:
12 9.255289400 168.217.3 192.168. 98 Echo request 1d=0x5523,

Frame 11: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface eth®, 1id ©
Ethernet II, Src: Microsoft_40:57:27 (00:15:5d:40:57:27), Dst: Microsoft_40:57:38 (00:15:5d:40:57:38)
Internet Protocol Version 4, Src: 192.168.217.3, Dst: 192.168.10.10
Internet Control Message Protocol

Type: 8 (Echo (ping) request)

Code: ©

Checksum: 0xc533 [correct]

| Checksum Status: Good]

Identifier (BE): 21795 (0x5523)

Identifier (LE): 90845 (0x2355)

Sequence Number (BE): 9 (Ox8809)

Sequence Number (LE): 2304 (O0x0900)
3 [No response seen |

Timestamp from icmp data: Sep 25, 2025 17:52:04.305856000 EDT

[Timestamp from icmp data (relative): 0.000048000 seconds]
v Data (40 bytes)
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ICMP traffic
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