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Download the zip file from Canvas that contains hw_1_in.exe and hw_1_in.dll (or Lab01-02.exe in
"Chapter_1L" if you are having trouble of downloading the file). Unzip them to a location on your VM.
Please address the following queries (attach screenshots to support your answers):

1. Upload the files to VirusTotal and evaluate the generated reports. Does the consensus suggest
that they are malicious? If so, can you pinpoint the type of malware indicated?
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2. ldentify the compilation dates of the files.
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IMAGE_DOS_HEAI| D0000D0DEC 014c Machine IMAGE_FILE_MACHINE_
MS-DOS Stub Prog|| 000D00CEE 0003 Mumber of Sections
= IMAGE_NT_HEADE|| 000000FO  4DOEZFD3  Time Date Stamp 20101219 Sun 16:16:18
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IMAGE_SECTION_| 0001 IMAGE_FILE_RELOCS =
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3.

Examine whether the program is packed. Could you describe the method you utilized to find this
out? Support your answer with screenshots.

1.

[l Course_new.  [Running] - Oracle VM VirtualBox

@ PEiD-0.95-20081103

@ My Pictures
[0) sourceFiles
= () Tools
|5) dependency walker
¥ [3) idapro6.5_5245
[ neteat-1.11
[5) Mebwork Driver
) odbg110

=

| >
@ PEID-0.95-

‘4 Start

File Edit View Favorites Tools Help
(CLERSS NG AP - oci» 0,95
Address |2 C:\Documents and settif File: | C:\Documents and SettingsitestiMy DocumentsiHomeworkiPracticaln E
Folders 3
() Downloads Entrypoint: 00001520 EP Section: | text
# () Homework ) )
A iy msic File Offset: 00001820 First Bytes: |55,86,EC,64

Linker Info: [6.0 Subsystem: | win32 console

| Microsoft Visual C++ 6.0

Ext |

=15

| Multi Scan | Task\p‘iewerl | Options | ‘ About H

IV Stay on top

& 3 PED-0,95-20081103 3

20081103 e Command Prompt P& PEID +0.95

List down the imports. Are there any that raise suspicion? Can you deduce the malware's
functionalities from the imports?
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000D20ED 00000000 End of Imports KERNEL32.dll
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000D20E8  000021DA  Hint/MName RVA 0249 exit
O00020EC ODDD21EE  Hint/Name RvA 00D3 _exit
000020F0 000021F6  Hint/Name RWA 0048 _xcptFilter
000020F4 00002204 Hint/Name RVA 0064 _ p__initenv
000020F8 00002214 Hint/Name RWA, 0058 _ getmainargs
000020FC 00002224 Hint/Name RVA 010F _initterm
00002100 00002230 Hint/Mame RVA 0083 _ setusermathen
00002104 00002244 Hint/MName RWA 009D _adjust_fdiv
00002108 00002254 Hint/Name RWA 00BA __p__commode
00o00210C 00002264 Hint/MName RWA 006F __p_ fmode
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MS-DOS Stub Program ~ pFile Data Description WValue
= IMAGE_NT_HEADERS OO0020EC  OOOO21EE  Hint/Name RvA 00D3 _exit 4 aGD
Signature 0000Z20F0 000021F6  Hint/Mame RWA 0048 _XcptFilter
IMAGE_FILE_HEADER 000020F 4 00002204 Hint/Name RYA 0064 _ p__ initeny
IMAGE_OPTIONAL_HEA 000020F8 00002214 Hint/Name RvA 0058 _ getmainargs
IMAGE_SECTION_HEADER 000020FC 00002224 Hint/Name RWA 010F _initterm
IMAGE_SECTION_HEADER 00002100 00002230 Hint/Name RYA 0083 _ setusermathen
IMAGE_SECTION_HEADER 00002104 00002244  Hint/Name RvA 00SD _adjust_fdiv
SECTION text 0ooo2108 00002254  Hint/Name RWA 00BA _ p_ commode
= SECTION .rdata 0oo0210c 00002264 Hint/MName RWA 006F __p_ frode
IMPORT Address Table 00002110 00002272 Hint/Name RWVA 0081 __set_app_type
IMPORT Directory Table 00002114 00002284  Hint/Name RWA 00CA _except_handler
IMPORT Name Table 00002118 00002296 Hint/MName RWA 00B7 _controlfp
IMPORT Hints/Names & 0000211C 00002245 Hint/Name RWA 01C1 _stricmp
SECTION .data - 00002120 00000000 End of Imports MSVCRT. dll

3. This malware allows for a network-enabled back door

5. Are there any signs of network-based indicators? If an IP address is evident, what is it, and what
insights can be gained from it?
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6. Based on your analysis, can you speculate on the malware's objective?

1. The malware’s speculated objective is to create a backdoor. The exec string will
probably be transmitted to the IP address for initializing the backdoor via CreateProcess,
employing sleep to avoid detection.

Remember to attach screenshots wherever possible to substantiate your findings.






