2

1
Adapting Routine Activities Theory to Cybervictimization





Applying Routine Activities Theory to Cybervictimization 

Andrea M. Sawyer
Old Dominion University
CRJS 215S: Introduction to Criminology
Dr. Charles R. Gray
April 25, 2021



	
	The internet has changed the lives of citizens all around the world in such ways previously not imagined. A person in Japan can order custom merchandise from a business physically located in Canada, carry on real-time discussions on social media about the latest celebrity scandal, and fall victim to cyber attacks initiated from an unknown location. The internet has opened the door for an infinite number of business and personal exchanges instantaneously involving users all over the globe. Criminals’ access to victims has also been expanded beyond the constraints of being near their victim. Routine Activity Theory has recently been studied and tested for its application and to explain opportunities for cybervictimization, or for the need to adapt the theory to better suit cybercrime.
	Cybercrime is a newer offense using modern technology such as computers, computer networks, and the internet. There are three generally accepted categories of cybercrime. These include cybertheft, cybervandalism and cyberwar (sometimes called cyberterrorism). Cybertheft includes such crimes as copyright infringement or identity theft. Cybervandalism are malicious attacks whose goal is to destroy, disrupt or defacing technology resources. Cyberwar is the use of the internet and technology for acts of war, spying, or attacks against another country’s technological infrastructure (Siegel, 2019). This paper will concentrate more on the individual victims of cybercrime.
	The study of victims’ role in the crime process is called victimology (Siegel, 2019). Cohen and Felson (1979) conceived routine activities theory (RAT) where victimization occurs once three elements line up: the availability of suitable targets, the absence of capable guardians, and the presence of motivated offenders. Initially, RAT required a convergence of these three components in time and space. Conversely, the absence of any one of these three elements means the chance of a crime occurring is reduced. Suitable targets could be such things as homes or other property left unguarded. Motivated offenders are criminals who have the ability and the inclination to commit a crime. Guardians are either persons or objects that prevent an offender from attempting a crime (Cohen & Felson, 1979). 
	Applying RAT to victims of cybercrimes appears to have posed some initial difficulties since this theory was originally designed for the physical world. In cyberspace, one can become a victim of a malicious attack without ever coming into close proximity of the criminal, therefore Cohen and Felson’s element of convergence of time and space does not occur. The study of RAT and cybercrime appears to be limited, but there are a growing number of criminologists conducting studies on the application of RAT to cybervictimization. Since these studies are still in the early stages of research, the results appear to conflict at times.
A study conducted by Bossler and Holt (2009) concentrated on malware infection in a college sample using the RAT framework. Their study found partial support for the use of RAT on malware infections of victims’ computers (Bossler & Holt, 2009). Cybercrime lacks a key element RAT: the lack of a victim being in close proximity to the criminal. Technology has allowed for crimes to be initiated from any location against a victim in a completely different location. Therefore, the virtual activities of a victim appear to be more important than the time or location of the activities (Bossler & Holt, 2009).
A study conducted by Ngo and Paternoster in 2011 used the lifestyles/routine activities theory framework and the general theory of crime to evaluate the consequences of situational and individual factors on cybervictimization. Their study found evidence that RAT was limited in its ability to account for crime and victimization in a cyber environment (Ngo & Paternoster, 2011). This study found one piece of supporting evidence on applying RAT to cybervictimization: The amount of time a person spends on specific computer activities is important in understanding cybervictimization. 
Reyns et al. organized a study in 2011 which adapted RAT in a proposed theory named cyberlifestyle-routine activities theory (CRAT) and its application cyberstalking in a sample of college students. CRAT adjusted the elements of Cohen & Felson’s RAT to explain victimization in an online environment. Adjusting RAT’s requirement that victims and offenders must unite in time and space, Reyns et al. proposed virtual places are the equivalent of physical places. The argument was made the convergence of both offenders and victims, does not have to occur immediately but can be continuous over time. Their study indicated support for the modified theory and found online deviance had the greatest influence and was related to every form of cyberstalking studied (Reyns et al., 2011). 
An article reviewing these studies, and many more, cited the inconsistent support for RAT to account for personal victimization (Vakhitova et al, 2016). Reasons empirical testing of RAT on cybervictimization has had mixed results could be due to the methods and analysis of the studies. Vakhitova et al. noted that all the studies at the time used methods which limited the ability of the findings to be generalized. Another reason for the conflicting results of the studies reviewed was attributed to the difficulty of translating the theories based in physical world situations to an online environment. Also, the idea of capable guardianship in cyberspace is a new concept, therefore it is still evolving. 
	Interesting results from these studies were identified which may predict behaviors or other factors that increase the risk of a user becoming a victim of cybercrime. Deviant computer behavior increases the chances of cybervictimization (Bossler & Holt, 2009; Reyns et al., 2011). Other specific deviant behaviors such as pirating media, hacking, and unauthorized access to the internet increased the odds of malware infections (Bossler & Holt, 2009). Individuals who utilize online communication services increase the odds of cybervictimization (Bossler & Holt, 2009; Ngo & Paternoster, 2011; Reyns et al., 2011). Users who view pornography online increased the risk of malware infections on their friends’ computers (Bossler & Holt, 2009). People with low levels of self-control online were at a higher risk for online harassment (Ngo & Paternoster, 2011). 
	Factors which decrease the chances of cybervictimization were identified in these studies, some which contradict typical cybersecurity training in educational and business settings aimed to prevent cybervictimization. Users with strong computer skills and good password management, was not shown to prevent malware infections (Bossler & Holt, 2009). The age of a user was a substantial predictor of malware infection and online defamation, with “each additional year in age decreased the odds of obtaining a computer virus by approximately 2% and experiencing online defamation by about 6%,” (Ngo & Paternoster, 2011, p. 782). Users were less likely to get malware who had faster and more efficient access to the internet than people with DSL/Cable connection (Bossler & Holt, 2009). 
	Some results from later studies contradicted the findings in earlier studies. Computer software specifically developed for the prevention of malware infections did not appear to impact the sample for Bossler and Holt’s 2009 study, but it increased the chances of malware infections in a later study (Ngo & Paternoster, 2011). Females were at an increased risk of cybervictimization in two studies (Bossler & Holt, 2009; Reyns et al., 2011), but this was found to have no effect on the risk of cybervictimization in Ngo and Paternoster’s study (2011). Bossler and Holt’s 2009 study found employed users were at a higher risk of malware infections, but Ngo and Paternoster’s 2011 study found employment reduced the risk of online harassment and defamation. 
Technology evolves rapidly, and as it becomes more intertwined with our lives, criminals and victims have a new arena for contact. The ability of RAT and other accepted criminology theories are being tested for their application to cybercrime. It is not surprising the translation of these theories from the physical world into a virtual environment has been difficult. As these studies have shown, there is more for criminologist to learn as cybercrime and victimization is studied. Studies may need to be expanded beyond the limited samples selected to be more representative of the United States’ population (Bossler & Holt, 2009; Ngo & Paternoster, 2011; Vakhitova et al, 2016). The situation where online victimization occurs in conjunction with, or as an extension of, victimization in the physical world needs to be considered and studied as well (Reyns et al., 2011). Comparing different concepts from other theories may also help explain cybervictimization in ways RAT cannot (Bossler & Holt, 2009; Ngo & Paternoster, 2011). Limiting studies to the original theoretical concepts may have produced results interpreted incorrectly, so future studies should look to build on previous research (Vakhitova et al, 2016). Overall, new studies should look to help current criminological theories, such as RAT, adapt to better understand cybervictimization. Once this relationship is better understood, efforts to protect victims from cybercrimes can be targeted more directly. 
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